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Abstract. Simulatability has established itself as a salient notiendefining and
proving the security of cryptographic protocols since ita@ls strong security and
compositionality guarantees, which are achieved by usallr quantifying over all
environmental behaviors of the analyzed protocol. As a egusnce, however, pro-
tocols that are secure except for certain environmentabets are not simulatable,
even if these behaviors are efficiently identifiable and ttaus be prevented by the
surrounding protocol.

We propose a relaxation of simulatability by conditionihg permitted environmen-
tal behaviors, i.e., simulation is only required for enwineental behaviors that fulfill
explicitly stated constraints. This yields a more fine-geal security definition that is
achievable for several protocols for which unconditiorialidatability is too strict a
notion, or at lower cost for the underlying cryptographigmptives. Although impos-
ing restrictions on the environment destroys unconditi@oanposability in general,
we show that the composition of a large class of conditignsilihulatable protocols
yields protocols that are again simulatable under suiteduelitions. This even holds
for the case of cyclic assume-guarantee conditions wher®gwls only guarantee
suitable behavior if they themselves are offered certaamantees. Furthermore, com-
posing several commonly investigated protocol classesanditionally simulatable
subprotocols yields protocols that are again simulatabiee standard, unconditional
sense.

1 Introduction

Simulatability-based SecurityAs a tool to define and prove the security of cryptographic
protocols, the concept of simulatability has a long histerg., [3—7]. In recent years, in par-
ticular the general simulatability frameworks of reactumulatability [8—10] and universal
composability [11, 12] proved useful for analyzing segupitoperties of cryptographic pro-
tocols in distributed systems.

One advantage of simulatability-based approaches istif@eiand straightforward def-
inition of security. Namely, security is defined by compariso an ideal specification of the
respective protocol task. Usually, such an ideal spedidicas given by a single machine
called trusted host, which is immune to any adversariack$stdoy construction. Now a

* An earlier version of this paper appeared in [1, 2].



protocol is said to be secure if all of its weaknesses aredjreeflected in the ideal spec-
ification. More specifically, for any possible attack on tleealrprotocol, there should be a
corresponding (by construction harmless) ideal attackentrusted host. We require that
these attacks must be indistinguishable in the sense thatatocol environment can dis-
tinguish between running with the real protocol and the atack, and running with the
trusted host and the ideal attack. In that sense, the retqmids at least as secure as the
ideal specification. Because the ideal attack is to giverigession of a real attack, the
ideal attacker is also called simulator.

Composition.Another advantage of such a simulatability-based defimibfossecurity is the
possibility to compose protocols without loss of secutifgry general composition theo-
rems have been provenin [13, 11, 14, 15] for simulatabbiged frameworks. In a nutshell,
this means that any protocdl thatis (in the above sense) at least as secure as an ideal spec
ification M/’ can be substituted iany protocol context forM/’. The resulting protocol that
usesM will be at least as secure as the one that UdésOn a technical level, this is not at
all surprising: one could view the larger protocol simplypast of the protocol environment
of M, resp.M'. Then security of\/ in presence of all protocol environments in particular
implies security in presence of the larger protocol. Howeakhough not surprising, this
compositionality greatly aids modular protocol designgé&protocols can be designed and
analyzed using ideal building blocks. In a second step etldsal building blocks can be
substituted with cryptographic implementations.

This methodology is illustrated in Figure 1. In this figufetrepresents a larger protocol

“securely realizes”
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Fig. 1. lllustration of a secure composition of systems. Think.afs a larger protocol that usé$’ as

a(n ideal) subprotocol. Secure composition meansitfiatan be substituted with/ if M is a secure
realization of M’. In particular,L can be analyzed in combination with the ideal, easier-twlea
protocol M’, while only later replacing//’ with M.

that can be analyzed in combination with idealized subma\/’ (e.g.,M’ could be a
secure channel or an idealized signature scheme). Litecan be replaced with a secure



instantiation (like a concrete cryptographic encryptiosignature scheme) without loss of
security.

As an example of the usefulness of this paradigm, genertd@obconstructions like the
secure multi-party computation protocol of [5] can be anati/conveniently and modularly
in a simulatability-based setting [16]. Also, compositibproperties are a key ingredient
for the BPW model [9, 17-19] that relates security propertitabstract, Dolev-Yao style
protocols with those of cryptographic implementationsisTih particular enabled the first
composable yet cryptographically sound security proofgoious security protocols [20—
25]. Interestingly, it has even been shown that a varietyeofigty properties are preserved
under this paradigm [26—-28, 26, 29—-31].

The Price of Composability and the Commitment Problémfortunately, such nice com-
positional properties are bought at a certain price. To ipan easy example, consider
the task of a secure message transmission from Alice to Bbbrenboth already possess a
common secret key for a symmetric encryption scheme. Inlgretocol, Alice simply en-
crypts her message and sends the ciphertext to Bob. In takseling, Alice simply inputs
her message (unobserved by an ideal adversary) into thedrbsst, who then delivers the
unaltered message secretly to Bob. To show the real prosecoire, any real attack must
have an ideal counterpart, such that both are indistingbigtin any protocol environment.
Now observe that in the real protocol, Alice essentially oata herself to the message as
soon as she sends the ciphertext to Bob. (Especially if tdenying message is sufficiently
long and has enough entropy, a ciphertext already uniquetrichines key and message.)
Imagine a real adversary that eavesdrops Alice’s cipheateckannounces it to the protocol
environment, “just for the record.” After this, the adveagssaorrupts Alice and can then,
using Alice’s internal state, explain to the protocol eomiment the observed ciphertext as
an encryption of the transmitted message under the priditad key.

But as senseless and meaningless as such an attack seemssndt ideal counterpart.
To be indistinguishable from the real attack just descrilbeddeal adversary has to first an-
nounce a ciphertext and only then may corrupt Alice (who navety handed the message
as input to the trusted host) to obtain her message. Howhngrideal adversary already
commits itself to a message when announcing the cipherext,it cannot explain this
ciphertext as an encryption of Alice’s message.

This problem is sometimes called themmitment problerof symmetric encryption,
and it caused a surprising technical restriction in the sgtnimencryption primitive in the
aforementioned BPW model [9, 17, 19]. Essentially, thisrretson forbids the corruption of
protocol parties that have already used their secret etiorykey. (Corrupting parties that
did notuse their secret key so far is fine.) This way, it is guaranteatian ideal adversary
is never forced to explain a ciphertext it made up as an etiorypf a particular, a priori
unknown message.

We stress however, that without such restrictions, theneoisymmetric encryption
scheme that could be (again, in the sense of simulatableisgat least as secure as an
idealized, symbolic symmetric encryption scheme [17, TBis impossibility only vanishes
if one accepts certain restrictions.

Another Impossibility Result: Key Cycle&s another example, consider a symbolic en-
cryption (symmetric or asymmetric) that allows to encrygatret keys of the scheme itself.



Such a technique can be used, e.qg., for distributing an egdatmmon secret key, or for
more sophisticated authentication schemes [32]. Now ap dsmokey cyclef the form
Eg,(K2),Ek,(Ks),...,Exk, ,(K,), Ex, (K1) appear, standard cryptographic security
notions, such as indistinguishability of ciphertexts unalehosen-ciphertext attack (IND-
CCA), are sufficient to prove security of a cryptographic iempentation. However, in the
presence of key cycles, no standard reduction on, e.g.,0dA-security works. This is no
accident, as IND-CCA security do@®t imply security in the presence of key-dependent
messages [33,19]. In fact, it seems very hard to come up wjtht@graphic encryption
schemes that are provably secure even in face of key cydeeei@ly, only solutions in the
random oracle model (a harsh abstraction from reality) am [32, 33].

In other words, again security is only possible when certaimditions are met (namely,
that no key cycles appear).

More examples.There are a number of additional examples that illustrageddémand-
ing nature of particularly simulatable security. Very tethto the commitment problem is
the impossibility of a simulatably secure protocol for thgptographic task of bit com-
mitment [34]. Also, other important cryptographic taskelzero-knowledge proof systems
and oblivious transfer [35], as well as authenticated Byinaragreement [36] are shown (at
least unconditionally) not achievable with respect to $atable security. The same holds
for whole classes of tasks (or, functionalities) that thelwves fulfil certain game-based def-
initions [37]. In addition, also low-level tasks such as $piic hash functions [38] or sym-
bolic XOR [39] are not (unconditionally) achievable.

Our Contribution: Conditional Simulatabilityln this work, we propose a way to relax the
demanding simulatability definition without sacrificing itice composability properties. In
a nutshell, we refine simulatability by restricting the slagallowed protocol environments
(in face of which real and ideal attack must be indistingaisk). More precisely, for a real
protocol M to be as secure as an ideal specificatiddh we demand that for every real
attack onM, there is an ideal attack aW’, such that no protocol environmethat fulfils a
conditions can distinguish between running with the real protocol dedreal attack, and
running with the trusted host and the ideal attack.

Note that (in contrast to other approaches to circumvenbsaibility results, see be-
low) we donotrestrict the adversaries’ capabilities, lmnly the considered protocol envi-
ronments. The condition we impose on the protocol environment is not fixed once and
for all. Hence, in contrast to the unconditional “at leass@sure as” notation, we introduce
conditional simulatabilityand write thatl/ is at least as secure a&/’ under conditionr.

Conditional Simulatability implies Composabilityvhen restricting our attention to proto-
col contexts that fulfil a certain condition we can of course only expect security if a larger
protocol, that used/ or M’, satisfiesr (when considered as a protocol environment). It is
immediate that this limits the compositional guaranteeobtain. However, this degrada-
tion of composability iggracefulin the following sense: we prove thaf can without loss

of security be substituted fav/’ in larger protocols that do satisfy. Formally, we obtain
that for any larger protocdl that uses\’ as a subprotocol and fulfits, we have that the
protocol “L using M” is at least as secure ag.‘using M’”. Interestingly, this security is



unconditional, since we assumed ttiatulfils = unconditionally. Hence, we re-obtain full,
unconditional security from conditional security undengaosition.

We also consider the case where the large protbaully satisfiesr if in turn some other
conditionr is fulfilled. (An easy example is a protocblfor secure message transmission
that uses as building blockl’ a trusted host for symmetric encryption ifis never asked
to transmit a certain message, it can also guarantee thavérmsks)/’ to encrypt this
message.) We prove the composition property one would &xpélis situation; namely,
“L usingM" is at least as secure ag ‘UsingM’” under conditionr.

Technically, our composition theorem establishes a ciaiphic statement on the
acyclic composition of general assume-guarantee spdwifisa i.e., specifications that
guarantee suitable behaviors only if they themselves afereaf suitable guarantees.
Assume-guarantee specifications have been well investigatthe past, mostly for non-
security-specific contexts [40—43] but also specificallysiecurity aspects [44] (but without
investigations of simulatability and composition). Thespoation of acyclicity applies to
most cases in practice, e.g., to protocols that provideipsecurity guarantees to their
subprotocols without making these guarantees dependeheooutputs they obtain from
these subprotocols.

Interestingly, we can even prove compositionality for @ydependencies of such spec-
ifications, i.e., compositions of protocols that mutualigmise to adhere to a certain behav-
ior only if they mutually receive guarantees from each otfibis case is technically more
demanding since an inductive proof by proceeding througlatyclic dependency graph as
done in the proof of the acyclic case is no longer possibléadt it is easy to show that for
cyclic dependencies, subprotocols that are conditiorsafhulatable undearbitrary trace
properties might not be securely composable. However, weepthat the theorem for the
acyclic case can be carried over to the cyclic case if thetcaings imposed on protocols
for conditional simulatability are safety properties.gfproperties arguably constitute the
most important class of properties for which conditionatlatability is used, especially
since liveness properties usually cannot be achievedsinles additionally constraints the
adversary to fair scheduling.

Our results are formalized in the Reactive Simulatabiligniework [13, 8, 10]. How-
ever, we do not use any specific characteristics of this fweorie so our results can naturally
be carried over to other frameworks as well, e.g., those2n]%].

Applying our ResultsWe illustrate the usefulness of our definition and the (ctoial)
composability guarantees that are retained by the abovamraf the commitment prob-
lem with symmetric encryption. We show that a secure reatygtion systemdoesim-
plement a symbolic Dolev-Yao-like symmetric encryptiomdtionality under a suitable
no-commitment condition on the considered protocol emriments.

We also demonstrate that in addition to circumventing knawpossibility results for
unconditional simulatability, the notion of conditionahmilatability may also allow for
securely realizing ideal functionalities at lower cost ba tinderlying cryptographic primi-
tives. For instance, if Dolev-Yao style symmetric encrgptpermits the construction of key
cycles, e.g., encrypting a key with itself, it is only sedyrealizable by encryption schemes
that fulfill certain strong, non-standard assumptions fscthe aforementioned security in
presence of key-dependent messages. If, however, thedoality is conditioned to those



cases that exclude key cycles, successful simulation ofateecks is possible based on
weaker, more standard security notions such as IND-CCArggcu

Related Work.There have been several attempts to relax simulatabiligytdd impossi-
bility results. The work closest to ours is the work on prayidolev-Yao style symmetric
encryption sound in the sense of simulatability [17]. Thiégn@as shown that Dolev-Yao
style symmetric encryption can be securely realized if tharenmental protocol does not
cause the commitment problem and in addition key cycles xeckiéed. This definition
thus constitutes a special case of conditional reactivelsitability yet without investigat-
ing more general conditions or corresponding compositignaspects. Nevertheless, our
work is inspired by their idea of augmenting simulatabityh conditions on environments.

The impossibility of simulating attacks on bit commitmeahemes was shown in [34].
The remedy proposed there was to augment the real prototobeiitain “helping trusted
hosts” which are, by definition, immune to any attack on tte peotocol; thus, effectively
this weakens the real adversary. More specifically, [34$@néed simulatably secure proto-
cols for bit commitment and zero-knowledge. However, thsgocols rely on a so-called
Common Reference String (CRS), which is a form of a trustedpsassumption on the
protocol participants. In a similar vein, [16] shows thasioally every trusted host can
be realized using a CRS as a helper functionality. One pdintiticism against the CRS
approach is that the proposed protocols lose security inradband also very intuitive
sense as soon as the CRS setup assumption is invalidatecklatezl approach [45] uses a
Random Oracle (RO) instead of a CRS to help real protocoleeelsimulatable security.
The benefit of their construction is that the proposed patoetain at least classical (i.e.,
non-simulatable) security properties when the RO assumjiinvalidated. However, also
there, simulatability in the original sense is lost as loaghas happens.

In [46], the real and ideal adversaries are equipped with-eafled imaginary angel.
This is an oracle that (selectively) solves a certain cléssal computational problems for
the adversary. Under a very strong computational assumptics notion could be shown
to avoid known impossibility results for simulatabilitye¥ as the imaginary angels behave
in a very specific way tailored towards precisely circumirenthese impossibility results,
e.g., these angels make their response dependent on tHeceetupted parties, the model
might be considered unintuitive. Tweaking the model to fipacific proof technique addi-
tioally bears the danger of no longer capturing the intermtegerties and of complicating
a validation of the model.

In [47], itis shown how to realize any trusted host in a sinatiée manner, if the ideal
adversary is freed from some of its computational restnicti However, it is substantial
that in their security notion, the ideal adversary is notrieted to polynomial-time, but the
real adversary is. So in particular, the security notioly ¢tnsider is not transitive and it is
generally not easy in their framework to construct largetgcols modularly.

Outline. We first review the underlying Reactive Simulatability frawork in Section 2 and
subsequently define the more fine-grained version of camditireactive simulatability in
Section 3. The bulk of the paper is dedicated to the invetitiganf the compositionality
aspects of this new security notion for both acyclic andicyassume-guarantee conditions
(Section 4). The usefulness of conditional reactive simablidity is further exemplified in



Section 5 by showing how this notion can be exploited to agmphically justify common
idealizations of cryptography. Section 6 concludes.

2 Review of the Reactive Simulatability Framework

Our work builds upon the Reactive Simulatability framewdie will briefly review rele-
vant definitions and refer the reader to [8] for details.

2.1 Overall Framework

A protocol is modeled as structure(M, S) consisting of a set of protocahachinesand
a set ofservice portsto which theprotocol userconnects. Machines are probabilistic,
polynomial-time 1/0O automata, and are connectedobyts The model differentiates in-
ports and out-ports, where each out-port is connected totlgxane in-port by naming
convention. Moreover, in- and out-ports may be service or-service ports. In what fol-
lows, by S** we denote the service in-ports Sfand by S¢:°* the complement of\/’s
service out-ports, i.e., the set of service in-ports of ntrae$\/ connects to.

Two structuregM;, S1) and (Ms, S2) arecomposableff they connect through their
respective service ports only. Thewmmpositions given by(M; U M, S) whereS includes
all ports fromS; andS; that are not connected to another machingfinu M.

A set of machinesV/ is closediff all ports are connected to corresponding ports of
machines that are in the same set. A structure can be compledhts a closed set by
a so-calledhonest useH and anadversaryA, whereH connects to service ports only,
and A connects to all remaining open ports, and both machines ntayaict. The tuple
(M, S,H,A) is then called aonfigurationof (1, S) where one of the machinés or A
plays the role of thenaster schedulet.e., if no machine was activated by receiving a mes-
sage, the master schedule is activated. A closed'sgft machines constitutesrannable
systemThe transcript of a single run is calledrace (often denoted by and decorations
thereof) and is defined to be a sequence of transitions peefby the machines. &kan-
sition of a machineM is of the form(p, s, s, p’) wherep describes the in-ports dff along
with the current message written on these parts, the current configuration a¥/, s’ is
a successor configuration (computed depending ands), andp’ are the out-ports along
with the output produced. We denote bync i the distribution of traces induced by runs
of C' with security parametek. The restrictiont[s of a tracet to a set of in-portsS is
defined in the obvious way. (Note thdts only depends on the first componep} 6f the
transitions oft). Now, runc [ s denotes the distribution of the traces induced by rur of
with security parametér when restricted t&'. Therestriction of a trace to a machinev
is obtained front by removing all transitions not done . Now, the distribution of such
traces giverk is denoted byiewc . (M). We refer to the:-indexed family{ viewc 1 (M) } &
of these views byiew(M).

! Actually, a structure represents a protocol in a specificuption situation. To handle different
corruption situationssystemsi.e., sets of structures) are used. However, in the sty|8,df], we
concentrate on a given specific corruption situation foeedgresentation.
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Fig. 2. Simulatability: The two views oH must be indistinguishable

2.2 Simulatability

Simulatability is used in different areas of cryptographyormally speaking, for reactive
systems it says that whatever might happen to a pro{ddolS) can also happen to another
protocol(M’, S). Here both protocols need to have the same set of serviceptutallow
for a meaningful comparison. Typicall{)/’, S) is an idealization, or specification, of the
protocol task that)M, S) is to implement. We therefore cdlM, S) therealand(M’, S) the
ideal protocol (Typically, the ideal protocol consists only of a singleahimeTH, a trusted
host, that guarantees an ideal behaviour to a user of theqmiot For simulatability one
requires that for every configuratidd/, S, H, A), with honest useH and real adversary
A, there is a configuratioM’, S,H, A’) of (M’,S), with the same honest usErand a
(possibly different) ideal adversa#/, such thaH cannot distinguish both scenarios. This
is illustrated in Figure 2.

We define H cannot distinguish both scenarios” in terms of computationdistin-
guishability: Two familieq(vary )ken, (var'y)ren Oof random variables on common domains
Dy, arecomputationally indistinguishabl@=") if no polynomial-time algorithm can dis-
tinguish both distributions with non-negligible probatyili.e., if for all polynomial-time
algorithmsDis the following holds:

|Pr [Dis(1*,vary,) = 1] — Pr [Dis(1*, var;) = 1]| is negligible ink,

where a functiory : N — R is said to benegligibleiff for all positive polynomials®),
FkoVk > ko : g(k) < 1/Q(k).

Definition 1 (Reactive Simulatability). Let structureg M, S) and (M’, S) with identical
sets of service ports be given. We write/, S) >Polv (M, S), where>P2 is read as
computationally at least as secureoasecurely realizesf for every configuratioronf =
(M, S,H,A), there exists a configuratioronf’ = (M’,S,H,A’) (with the sameH) such
that

VieWw cong (H) & view consr (H).
<&
One also definesniversal simulatabilitywhereA’ in conf’ does not depend di, i.e., the

order of quantifiers is reversed, abldckbox simulatabilitywhereA’ is the composition of
a fixed partSim (thesimulator andA. In the sequel, we omit the superscrpply.



3 Conditional Reactive Simulatability

Reactive simulatability (Definition 1) permits configurats with arbitrary honest useks
(satisfying some syntactic requirements on ports). Inotards, reactive simulatability
requires a faithful simulation of the combination of thelradversary and real protocol by
the ideal adversary and ideal protocol fareryhonest user. This universal quantification
over all honest users allows for a general composition #radi3, 14], which says that if
protocol(}M, S) is as secure as protoddi/’, S), then(}M, S) can be substituted fgi\/’, S)

in any larger protocol without invalidating simulatability. Femis type of compositional
property, simulatability can even be shown to be necesg®iy [

However, reactive simulatability may be too strict in certpractical scenarios: The
simulation might fail for certain honest users, but in thplagation under consideration such
users may not occur since the protocol in question may alWwayssed in a certain (secure)
way. For example, consider Dolev-Yao style symmetric epitoy. It was shown in [17] that
this kind of encryption is not securely realizable in thesseof reactive simulatability, due to
the so-called commitment problem: If an encrypted messagerit to the adversary, where
the adversary neither knows the message nor the key, thehgesimulator can do is to
create a new key and encrypt a random message with this Katedthe message becomes
known, indistinguishability guarantees that the simolaitis still correct. However, if later
the key becomes known, the simulator has to come up with aldaikey that decrypts the
chosen ciphertext to the correct message. This is not gegsilgeneral. However, in the
application under consideration the way Dolev-Yao stylasyetric encryption is used, e.g.,
by a larger protocol (representing the honest user), magagtee that the encryption key is
never exposed. It turns out that in this situation faithfmdation is still possible.

Following this idea, we propose a relaxation of reactiveusatability, called conditional
reactive simulatability, where instead of quantifying oa# honest users, we quantify only
over those honest users which satisfy a certain conditiothi$ way awkward honest users
which would not occur in the application anyway can be rulet o

The conditions on honest users are expressed in terms ofwéhatll predicates. A
predicate, which is defined with respect to a Setf ports (typically service in-ports), is
a set of sequences of bit strings for every portSofUsing predicates, we can restrict the
kind and the order of messages on port§'ah a run of a system. To formally define these
predicates, we need the following notation: For sétand B, we denote byB34 the set of
mappings fromA to B. If A is a finite set, then the elementsBf can be considered to be
tuples where every component is an elemenBafnd corresponds to an elementafFor
i > 0 and a setd, we denote byd’ the set of all words oved of lengthi. Now, predicates
are defined as follows:

Definition 2 (Predicates).Let S be a set of ports. We call a setwith

m C [J({0,131)%)

i>0
a predicater over S if the following conditions are satisfied:

1. Ifsy---s €, s; € ({0,1}%)%, then for everyj € {1,...,i} there existp € S such
thats;(p) # ¢, i.e., for everys; at least one port contains a non-empty message.



2. « is decidable in polynomial-time, i.e., there is a probatii polynomial-time algo-
rithm that, on input, outputs whether or nate .

We callt € = an S-trace O

Instead of a single predicate, one could also consider dyfahpredicates indexed by the
security parameter. However, for the application preskimehis paper, simple predicates
suffice. Also, all results presented in this paper easilyycaver to the case of families of
predicates.

We will use the following notation. We write = true for a predicater over S with
7 = U;»0(({0,1}%)%)". Furthermore, for two predicates and, over two disjoint port
setsS; andS,, we writer; A 7 for the predicate containing glb; U S )-traces such that
for every trace int; A 7o its restriction toS; and.S; belongs tor; and s, respectively.
(Inarun restricted to some port s€tall entries with non-empty bit strings only on néh-
ports are deleted.) Intuitively; A 72 represents the conjunction of and,.

An S-tracet’ is aprefixof an S-tracet if there existt” such that = t' - ¢/ where '
denotes concatenation. A predicat®ver S is prefix-closedff for every S-tracet € ©
every prefix oft belongs tor as well. We also call such a predicateatety propertysince
once it is violated it stays violated.

Now, we say that a set of machins fulfills a predicater over a set of port$, if in
runs of M with any other set of machines the sequences of messagésait ports inS
belong tor. More precisely, it suffices if this is true with overwhelrgiprobability:

Definition 3 (Predicate Fulfillment). Let M be a set of machines with service pastand
let 7 be a predicate over a subs6t of the portsS©-ut of machines to which machines in
M connect. Then) fulfills = if for any set of machines/ such thatC' := {M, M} is
closed,

Pricrunc, [(t[s) € 7] is overwhelming as a function in

We are now ready to present the definition of conditionaltreasimulatability.

Definition 4 (Conditional Reactive Simulatability). Let structureg M, S) and (M’, S)
with identical setS of service ports be given, and letbe a predicate over a subset of the
service in-ports of. We say thafM, S) is at least as secure as (or realizeg)’, S) under
conditions (written (M, .S) >T_ (M’,S)) if for every configuratiortonf = (M, S, H, A)
such thatH fulfills 7, there exists a configuratiorwnf’ = (M’, S, H, A’) (with the sameH)
such that

view cong (H) = view qongr (H).
O

Conditional universal simulatabilityind conditional blackbox simulatabilitare defined
with the obvious modifications.
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4 Composition Under Conditional Reactive Simulatability

In this section, we present composition theorems for ctodit reactive simulatability. As
mentioned in the introduction, when composing protocol&tvassume certain conditions
(predicates) to hold on their service in-ports and in turargatee certain conditions (predi-
cates) to hold on service in-ports of other protocols, cydépendencies may occur. In what
follows, we first introduce the general setting (Sectionr) 41id then present general com-
position theorems both for the acyclic and cyclic case (8eet.2 and 4.3). While for the
acyclic case no restrictions on predicates are put, for ylsBcccase we require predicates
to be safety properties.

4.1 The General Setting

One would expect that a protocdl;, (for brevity we omit the service ports) that is simu-
latable under conditiom can be securely composed with a higher-level protddplthat
fulfills 7. In some applications\/; may fulfill = only if M, itself is used in a certain way,
i.e., apredicate, saw, is fulfilled on the service in-ports dff;. Then, one would expect that
M, securely composes with/; as long ag is fulfilled. More generally, we consider the
composition of several protocols with assume-guaranteditions among them. In what
follows, this is formalized.

Letm andr be predicates oves,, andsS., respectively, and ldtbe a trace. We say that
t satisfiesr — « if t[g. € 7 impliest[g_€ 7.

Definition 5 (Conditional Predicate Fulfillment). Let M be a set of machines with service
ports S, 7 be a predicate over a subsgt of S, andr be a predicate over a subs§t of
SC¢out (Recall the definition of*™ and S¢-°** from Section 2.)

Then,M fulfills 7 under condition if 7 — = is satisfied with overwhelming probability
no matter with which machines/ interacts, i.e., for all sets\/ of machines such that
C :={M, M} is closed, we have that

Prterunc, [t Satisfiesr — 7] is overwhelming as a function in
&

In what follows, for everyi = 1,...,n, let P, := (M;, S;) andP/ := (M/, S;) be real and
ideal protocols, respectively. We consider the followimgdicates for these protocols.
Let7] be a predicate oveﬁ’jc’"“t NSin (service in-ports of’; to which P; connects) and

1 be a predicate ovesi" \ U?: 1 Sjc’"“’t (service in-ports of; to which no other protocol

connects). Intuitivelys; denotes the guarantees tiie protocol expects from thgth one.
Analogously;s specifies the guarantees titie protocol expects froril. (Note thatH may
connect to all service in-ports @, the other protocols do not connect to.) We denote by

i =T11A /\ Tij 1)
j#i
the guarantees thigh protocol expects from other protocols. Note thas a predicate over
sin.
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~ Similarly, we now define the guarantees itteprotocol provides to other protocols. Let
7] be a predicate ovefr‘iC 1out mS;ﬁ” (service in-ports of; to which P; connects). Intuitively,

wf denotes the guarantees title protocol gives to thgth one. Note that we do not consider
a predicater!!. This simplifies our presentation and is without loss of gality since we
are only interested in the compositionality propertieshef tomposed protocol. We denote
by
m = /\ 7rf (2)
J#i
the guarantees thih protocol provides to other protocols. Note thats a predicate over
Uy (87 0 S57).
In order for the composition theorems to hold, we clearlychtiat
mc, (3)
i.e., the guaranteeﬂ" the ith protocol expects from thgth one are actually met by the
guarantees} the jth protocol offers to théth protocol.
Obviously, in the setting above the guarantees among thequis may be cyclic: the
ith protocol provides guarante¢ (and hencez;f) to thejth protocol only if thejth protocol

guaranteesij , and vice versa, i.e., thgh protocol provides guarante@' (and hencerij )
to theith protocol only if theith protocol guaranteeq'. Hence, in case} #+ true and

rj #+ true the dependencies between itieand;th protocol are cyclic. The following is a
concrete example.

Example 1.Say that an encryption systeR guarantees that the secret key is not output in
plain as long as this secret key is not submitted as part @fiatpkt for encryption. However,

a higher-level protocaP; that uses that encryption system might want to encrypt f@aia
multiple times, possibly tagged with some syntactic tygerimation. In particular, as long
as the secret key in plain is not part of the plaintext of aphertext, this secret key will
not be submitted for encryption. In other words, there is aualldependency between

and P». (Obviously, in this particular case secure compositigpossible.)

More generally, cyclic dependencies are defined as follbwsthe (directed) dependency
graphG = (V, E) be given by

V={V,...,Vu}, E={(Vi,V;) : 7/ # true}. (4)

If G is acyclic, we say that the dependencies between the pistao@acyclic or non-
mutual and otherwise, we say that they agelic or mutual

In the following two subsections, we prove theorems for selgtcomposing protocols,
both in the case of acyclic and cyclic dependencies betwsiprotocols. In these theo-
rems we need to argue that the conditigrihe ith protocol expects to be satisfied are in
fact fulfilled when composing all protocols. In case of agydependencies between the
protocols, this is possible because the fulfilment,oédan be traced back to the conditions
satisfied by other protocols or the honest users. In caseditayependencies this is in
general not possible because one runs into cycles. Howaevave will see, if the predi-
cates involved are safety properties, cyclic dependenreaiese resolved. We note that the
predicates informally stated in Example 1 are in fact safegdicates.

12



4.2 Composition in the Acyclic Case

In this section, we prove the following general compositio@orem for the case of acyclic
dependencies between the protocols.

Theorem 1. Foreveryi = 1,...,n, let P, = (M;, S;) and P/ = (M, S;) be protocols as
introduced above witl?; > P/, and assume that/! fulfills ; under conditionr; where
m; andr; are defined as above and condition (3) is satisfied. If the niépecies between
the protocols are acyclic, we have, for eveéryhat

Pl Py 28 Pill- - 1Pl P Pigall - ]| P, (5)

—secC

wherer := A\’_, 7. Moreover,

Pl |IPn >0 PP (6)

—sec

O

Before we prove this theorem, we present useful corollarfi¢isis theorem. The first corol-
lary considers the case of two protocols and it easily foldvom Theorem 1 using that
P2 Zsec P2-

Corollary 1 (Conditional Subroutine Composition). Assume thaP; >7_ P|. LetP, =
(Ms,, S2) be a protocol such that/; i) connects to all ports over which is defined and ii)
fulfills 7 under conditionr wherer is a predicate over the service in-ports Bf to which
P; does not connect. Then,

P||Py >1. P||Ps.

—sec

If 7 = true, i.e., M5 fulfills = unconditionally, we obtain
P1||P2 Zsec P1/||P2
]

Theorem 1 also allows to combine two protocols that are noteoted via service ports:
Corollary 2 (Parallel Composition). Assume thaP, > P/ and P, >72 P, such that

—sec —sec

P, and P, are not connected via service ports. Then,

PPy =70 PP

Proof of Theorem 1The proof relies on the following definition:

Definition 6. Let M, 7, w be as in Definition 5. Then/ fulfills = under enforced condition
7 if the predicater is true with overwhelming probability wheW interacts with machines
that fuffill 7, i.e., for all setsM of machines that fulfilr and such that := {M, M} is
closed, it holds that

Pric runc, [t Satisfiesr] is overwhelming as a function in

13



Obviously, if M fulfills 7 under conditionr, thenM fulfills = under enforced condition.

As a preparation for our proof, note that for= 1,...,n, both M/ and M; fulfill =;
under enforced condition. For M/, this is clear by assumption, and fbf; it follows from
M, >7. M!. (Assuming that it is not true fak/;, one obtains an honest user which cannot
be simulated, contradicting the assumption thgt>Z.. M/.) Now fix: € {1,...,n} and
set

Py :=P|||...||P, andP} := Pi||...||Pi_1||P}||Pis1]] - . . || Pn.

Theorem statement (S)ve need to show that for every configuratiemf = (P, H,A) of
P;, whereH fuffills 7, there is a valid configuratioronf’ = (P!, H, A’) of P/ with the same
H such that

view conf (H) = view qongr (H). @)

Step 1:We construct a new usét; as a combination off with all protocol machined/;
except forM;. Note thatH, is polynomial-time, so in any casegnf, := (P;,H;,A) is a
configuration ofP;.

H; fulfills 7;: Note that this statement makes sense beddusennects to all of\/;’s service
ports. The somewhat technical proof is postponed to theraipéemma 2). In this proof
we use thai/; fulfills 7; under enforced condition.

Step 2:Now, sinceH; fulfills 7;, the conditional simulatability o/; guarantees the exis-
tence of a configuratioronf’, := (P/, H;, A’) with
View cong, (Hi) ~ VIeW cong (H,).
In particular, this yields
view cony, (H) = view c(mf;(H) (8)
for the submachingl of H;.

Step 3:Decomposindd; into H and the machines/; (j # 1) yields a valid configuration
(P!,H,A") of protocol P/ such that (7) follows from (8) as desired.

Theorem statement (6)Ve show

Pill.. IP_al|Pi- Pa 28 Pl P[Py [P 9)

—sec

fori = 1,...,n by repeatedly applying (5). The case- 1 is directly implied by (5), and
for¢ > 1, all P; with j < 7 can be set thJf. Then by transitivity, (9) implies (6), which
completes the proof. [

4.3 Dealing with Mutual Dependencies — Composition in the Gglic Case

In this section, we show that protocols can securely be ceegbe@ven in case of cyclic
dependencies given that the predicates considered atg pedperties.

Theorem 2. For everyi = 1,...,n, let P, = (M;,S;) and P/ = (M, S;) be protocols
as introduced in Section 4.1 with, > P/, and assume that// and M; fulfill =; under

—secC
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conditionr; wherer; and; are defined as in Section 4.1 and condition (3) is satisfiezb Al
assume that all predicateg, 7!, andr/ are safety properties. Then, for dllwe have:
Pifl. o |Pe 25c Pl AP l[P [Pl - || P (10)

—secC

wherer := /\?:1 TJH. Moreover,

Pl |IPe >0 PP (11)

—sec

O

We note that in Theorem 2 the requirement théat fulfills ; under conditionr; can be
dispensed with if service out-ports are scheduled localllyi¢h in most scenarios is the
case): The reason is that, as in the proof of Theorem 1, ilyefadliows that if M/ fulfills
m; under conditiorr;, thenM; fulfills 7; under enforced conditiori. Now, it is not hard to
see that if service out-ports are scheduled locally, themttion of Definition 6 implies the
one of Definition 5. Hencel/; fulfills 7; under conditiory;.

Proof of Theorem 2 For the proof of Theorem 2, we need some terminology. Foraetra
and predicates andr such that- andr are safety properties, we say thagtisfiesr — 7
at any timeif t’ satisfiesr — = for every prefixt’ of t.

Definition 7. LetM, 7, T be as in Definition 5 such thatandr are safety properties. Then,
M fulfills = under conditionr at any timeif the predicater — = is satisfied at any time
with overwhelming probability, no matter with which mackéi/ interacts, i.e., for all sets
M such thatC' := {M, M} is closed, it holds that

Prierunc ,, [t Satisfiesr — 7 at any timé is overwhelming as a functionin ~ (12)
&

We can show that the above notion is equivalent to the oneeatkeimDefinition 5.

Lemmal. Let M, =, and r be as in Definition 7, and such thadtf contains no master
scheduler. Then we have thaf fulfills = under conditionr at any time iffM fulfills =
under conditionr. O

Proof. The direction from left to right easily follows from the faittat if a tracet satisfies
T — w at any time, then satisfiesr — .

To see the converse direction, [Bf be a set of machines such th@t= {M, M}
is closed and let the polynomialk) bound the runtime ofi/. (Note that)M necessarily
contains a master scheduler.) First, by definition, if adtaaf C' does not satisfy — 7 at
any time, then there exists a prefixof t which does not satisfy — =, i.e.,t'[s._€ 7 but
t'[s,. ¢ 7. Lett’ be of minimal length with this property.

We claim (*): The last transition df must be a transition ofZ. This claim is easy to
see. Assume that the last transitiontofs a transition ofM. Lett” be obtained front’
by removing the last transition. We have thdts. € 7 andt’[s_¢ =. Sincer is a safety
property it follows that” [ s_€ 7. Since the last transition of does not contain ports ifi,
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Fig. 3. Overview of the proof of Theorem 2.

(sinceS;; only contains in-ports of /), we obtain that'[s, = t"[s.. Hencet” [s. ¢ m. But
this means that’ does not satisfy — 7, in contradiction to the minimality df .

Now, assume that (12) is not satisfied, iRt run., [E'(Kk)], where E'(k) is the
event that does not satisfy — 7 at any time, is a non-negligible function in Consider
the machineM "~ which simulatesh but at the beginning randomly chooses a position
i € {1,...,p(k) + 1} and when activated for théh time it stops (simulating\/).

Let C* = {M, M }. We show thaPri. run.. , [E(k)] is anon-negligible function i,
where E(k) is the event t does not satisfy- — #". From this the lemma follows. Let
“M*(1 = 7)” denote the event that in a run 6f*, M * picksi to bej. Then, we have that

p(k)+1
Prt{—?’*u'ﬂcx’k [E(k)] - Z Prt{—?’*u'ﬂcx’k [E(k) | M* (Z - j))] . Prt<—runc*’k [M*(l - j)]
j=1

p(k)+1

= BT Prte runce , [E(k) | M*(i = j))]

[

Jj=

e Prt<—runc,k [E/(k)]

where in the last equation we use that by (*) we have that ,..., [E'(k)] =

Z;’(:’“f“ Pricrunc. . [t does not satisfy — 7 andM performsi transition#. Now, since
Pri runc,, [£'(k)] is non-negligible, S0 i®ri. run,. , [E(k)]. n

We can now prove Theorem 2. For an overview of the proof, sger€i3. We first prove
(10), from which then (11) follows as in the proof of Theorenfrik i € {1,...,n} and set

P, :=P|||...||P, andP} := Pi||...||Pi_1||P}||Pis1]] - . . || Pn.
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We need to show that for every configuratiam/ = (Pi, H,A) of P,, whereH fulfills 7,
there is a valid configuratiomonf’ = (P!, H, A’) of P! with the sameH, such that

view conf (H) = view qongr (H). (13)

Step 1:We construct a new usét; as a combination dfi with all protocol machined/;
except forM;. Note thatH, is polynomial-time, so in any casegnf, := (P;,H;,A) is a
configuration ofP;.

Step 2We modifyH; into a new useH? such that; fulfills ;. This is done by substituting
all sets of submachine¥; (j # ) of H; by sets of machines/; that fulfill their respective
predicatesr; without any preconditionsviore specifically, A/ simulates)/; and in addi-
tion checks whethert; is fulfilled, i.e., whether the observed sequence of inpatsieports
of M; lies in7;. By assumption, this can be done efficientlyr/fis not fulfilled, then)/;
halts immediately.

First claim regardingH;: We claim that the view of the submachiHeof H; is not changed
(non-negligibly) by this modification, i.e., we claim

View conf, (H) & view consx (H) (24)

whereconf; = (P;, H, A).

Assume for contradiction that (14) does not hold. Then trebability that somer;
(7 # 1) is not fulfilled in a run ofconf, is non-negligible (since otherwisegnf,; andconf
behave identical). Lej be such that; is with non-negligible probability théirst of all
predicatesy (1 < ¢ < n) to become false in a run ebnf,. By “first”, we mean that there
is a prefix of the considered run that does not lie;inbut all shorter prefixes lie iall 7.
(Note that by the prefix-closeness of allsuch a prefix must exist for some

Because of (1), there is thusré (with r € {1,...,n,H} \ {j}) such that with non-

negligible probability,7 becomes false before any other predicate/ # j, and T;',
r’ # r, does. As- = H directly contradicts the assumption Blnwe may assume # H.

Now by assumption}, fulfills .., and thus, by (3) and (1), alsg’ under condition
7 (in the sense of Definition 5). By Lemma 1 and the just deritatesnent about;, this
implies that with non-negligible probability,. is falsebeforer; is. This is a contradiction
to the choice of.

Second claim regarding;: We claim thatH fulfills ; (without any precondition). By (1)
and the assumption o, it suffices to prove that for any # i, M fulfills rj without
any precondition. Now sincé/; fulfills 7; under conditiorr;, it also does so at any time
(Lemma 1). That is, it holds with overwhelming probabilibat at any point during a run
of M;, 7; is true unless; becomes false.

By construction, M/} and M; behave identically unless; becomes false. That is, also
M fulfills 7; under conditiorr; at any time. In particular, by definition 6ff;, with over-
whelming probabilityr; is true when)/* halts. Itis also easy to see thgtcannot become

false after)/ has halted. Hencey/ " fuffills =;, and thusy; unconditionally.
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Step 3:As H; fulfills 7;, the conditional simulatability of/; guarantees the existence of a
configurationconf;’ := (P/,H;, A") with

view consr (H}) & view conszr (HF).

In particular, this yields
View congx (H) & view congx (H) (15)

for the submachingél of H;.

Step 4:We substituteH? again byH;. Since, by assumptiod// fulfills 7; under condition
7;, analogously to Step 2 we can show that

view confr (H) A2 view cons: (H) (16)

whereconf’, = (P/,H;, A").

Step 5:Decomposind; into H and the machines/; (j # ) yields a valid configuration
(P/,H,A") of protocol P/ such that (13) and thus (10) follows from (14), (15) and (15) a
desired. L]

5 Applications and Examples

In this section, we provide examples substantiating thiendaat conditional reactive sim-
ulatability constitutes a suitable security notion forcaimventing known impossibility re-
sults of simulating interesting abstractions of cryptgima In addition, we illustrate that
imposing suitable constraints on the environment may aftova simulation proof based
on much weaker assumptions on the underlying cryptograpégerally speaking, condi-
tional reactive simulatability allows for exploiting knésdge of which protocol class will
use the protocol under investigation, resulting in more-grened reasoning about crypto-
graphic protocols.

More specifically, we prove that Dolev-Yao style abstratsiof symmetric encryption
can be correctly simulated by conditioning environmentthtuse cases that do not cause
a so-called commitment problem. For unconditional sinalddity, Dolev-Yao style sym-
metric encryption is known not to be simulatable at all [I¥bne further constrains the
environment not to create key cycles, e.g., encrypting aityitself, we can even estab-
lish conditional simulatability based on considerably ieraassumptions on the underlying
cryptographic encryption scheme. Finally, we show thatitional simulatability may nat-
urally entail unconditional simulatability for composemfcols again.

5.1 Conditional Simulatability of Dolev-Yao Style Symmetic Encryption

For Dolev-Yao style symmetric encryption, the following-salled commitment problem
inherently prevents the successful application of undasmil reactive simulatability. The
ideal encryption system must somehow allow that secret &my/sent from one participant
to another. This is used for example in key-exchange prédotficdhe ideal system simply
allows keys to be sent at any time (and typical Dolev-Yao nde allow all valid terms
to be sent at any time), the following problem can occur: Andsi participant first sends a
ciphertext such that the adversary can see it, and latesdmid the contained plaintext and
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the key. This behavior may even be reasonably designed intogols, e.g., the ciphertext
might be an encrypted bet that is later opened. The simulalidirst learn in some abstract
way that a ciphertext was sent and has to simulate it by sotstibg, which the adversary
sees. Later the simulator sees abstractly that a key bedames and that the ciphertext
contains a specific application message. It cannot chamgapplication message, thus it
must simulate a key that decrypts the old ciphertext bitgt(produced without knowledge
of the application message) to this specific message.

We omit a rigorous definition of the absence of the commitrpeolblem for Dolev-Yao
style symmetric encryption as given in [17, 19] but only gareinformal definition for the
sake of readability:

Definition 8 (No Commitment Property of Dolev-Yao Style Symnetric Encryption, in-
formally). The No Commitment propeiioComm of Dolev-Yao style symmetric encryption
consists of those traces of Dolev-Yao style symmetric ptiorythat satisfy the following
trace predicate: If a term is encrypted at timyein this trace by an honest userwith secret
keysk, and at this timesk is not known to the adversary, then the adversary does noi lea
the keysk at any future times in this trace. O

Technically, the requirement that an adversary does not lgztain keys relies on the state
of the Dolev-Yao model which keeps track of who knows whiaimtethus Definition 8 is
syntactically not a predicate in the sense of Definition 2wkler, those parts of the state
that capture if an adversary already knows keys generatdtbhgst users are uniquely
determined by the preceding inputs at the service in-pdhgsNoComm can naturally be
recast as a property that is only defined at the service itspdithe Dolev-Yao model and
thus as a predicate in the sense of Definition 2 (however witheh more tedious notation).

The main result of [19] provides a simulation for those casewhich NoComm is
fulfilled provided that the cryptographic encryption scleefulfills the notion of dynamic
KDM security [19]. We can now rephrase their result in oumnfatism to benefit from the
compositionality guarantees entailed by our compositiwoiems. In the following, let
({TH=™Y, ) and ({MZ¥™! | u € M}, Sy) denote the Dolev-Yao model of
symmetric encryption and its cryptographic realizatianir[17, 19], respectively, for a set
H C {1,...,n} of honest users, and an encryption schéme

Theorem 3 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric En-
cryption). For all symmetric encryption schemg&shat satisfy dynamic KDM security [19],
and for all sets C {1, ...,n} of honest users, the realization of the Dolev-Yao model is at
least as secure as the Dolev-Yao model under condiigtomm, i.e.,({Mg}gyma' |u e

H}, Sp) >NoComm (fTH-ymid} gy ). O

—sec

5.2 Securely Realizing Dolev-Yao Style Symmetric Encrypbin with Weaker
Cryptography

While Theorem 3 shows that Dolev-Yao style symmetric enioypcan be conditionally
simulated by excluding the commitment property, it stilies on the strong assumption that
the underlying encryption scheme satisfies dynamic KDM s88cd a very strong, non-
standard notion for which no realization in the standard ehodl cryptography is known.
However, it turns out that this strong notion is only necessa deal with the quite exotic
case that symmetric keys are encrypted in a cyclic manrgr, & key with itself. Most
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protocols however avoid such constructions by definitiowd mdeed further constraining
simulatability to traces that do not contain key cyclesdsgeh simulatability result based
on considerably weaker assumptions on the underlying etioryscheme. More precisely,
it suffices that the encryption scheme satisfies indiststrability under adaptive chosen-
ciphertext attacks as well as integrity of ciphertexts.sTigithe standard security defini-
tion of authenticated symmetric encryption [50, 51], anficient symmetric encryptions
schemes provably secure in this sense exist under reasasgaimptions [52, 53].

Definition 9 (No Key Cycles for Dolev-Yao Style Symmetric Enyption, informally).

The No Key Cycles properlNoKeyCycles of Dolev-Yao style symmetric encryption consists
of those traces of Dolev-Yao style symmetric encryptiorhictwhonest users do not create
encryptionsE (sk;, m;) such thatsk; . is a subterm ofn; fori = 0,...,j — 1 for somey,
andsky is a subterm ofn;. O

Theorem 4 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric En-
cryption w/o Key Cycles). For all authenticated symmetric encryption schenfeand

all sets# C {1,...,n} of honest users, the realization of the Dolev-Yao model is at
least as secure as the Dolev-Yao model under condNioGomm A NoKeyCycles, i.e.,
({nggsym,real | = H},SH) ZL\L(():Comm/\NoKeyCycles ({TH;_"LY_Sym,ld}’ S?-L) O

5.3 Simulatable Protocols from Conditionally SimulatableSubprotocols

We finally illustrate, exploiting Corollary 1, that conditial simulatability can often be
turned into unconditional simulatability again (and intfdtseems hard to come up with a
non-artificial example for which Corollary 1 does not app{@pnsider a secure channel be-
tween two parties that uses Dolev-Yao style symmetric eatg as a subprimitive, which
itself is only conditionally simulatable. The secure chelntonsists of two machindd
andMs. M; expects a message as input at a service paiit?, and encrypts this message
with a symmetric key: shared withvl,. The encryption is computed using Dolev-Yao style
symmetric encryption as a subprimitive, i.e. s output at a service poghc_out;! and the
resulting encryptior is obtained at a service patiic_ing 7. Mo outputs the message at a
service porbut!. We do not give a rigorous definition of this behavior heresithis would
presuppose introducing a significant amount of notion fr@ put it should be clear al-
ready that this secure channel neither causes a commitmradsiep nor any key cycles by
construction. Let(M*¢, 5%¢) := ({My, Mo}, {in?, out!, enc_out;!,enc_in;?}) denote the
secure channel.

Theorem 5. For all authenticated symmetric encryption scherfieand forH = {1,2},
the secure channel based on the realization is uncondilipatieast as secure as the secure
channel based on the Dolev-Yao model, {.&/5, SSC)||({M§'}’1;Sym"ea' |u€ M}, S1) Zsec

(M%<, 5%)||({TH=™}, S3). o
6 Conclusion

We presented a relaxation of simulatability, one of the @@ rbncepts of modern cryptog-
raphy for defining and analyzing the security of multi-pgotgtocols, by permitting to con-
strain environments to adhere to certain behaviors. Thédtieg notion is called conditional
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reactive simulatability. It constitutes a more fine-graisecurity notion that is achievable
i) for protocols for which traditional simulatability is ¢ostrong a notion, and ii) based on
weaker requirements on the underlying cryptography. Intehg conditional reactive sim-
ulatability maintains the interesting property that forigas protocol classes, composition
of conditionally simulatable protocols yield protocolatiare simulatable in the traditional
sense.

We furthermore showed that despite imposing restrictionthe surrounding protocol
and thus giving up the universal quantification of environtsghat naturally allowed for
compositionality proofs in earlier works, the notion of ditional reactive simulatability
still entails strong compositionality guarantees. Injgatér, this holds for the common case
of composing so-called assume-guarantee specificatiensspecifications that are known
to behave properly if offered suitable inputs, provided thase assumptions and guarantees
constitute arbitrary trace properties that do not give tiseyclic dependencies. We further
investigated the theoretically more demanding (but arbuptactically less interesting)
case of cyclic dependencies among such specifications avega similar composition
theorem under the additional assumption that conditiomegpressible as safety properties.
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Proof of Lemma 2

Lemma 2. In the situation of the proof of Theorem 1, usgrfulfills predicater;. O

Proof. In the situation and using the notation from the proof of Tleeo1, consider running
Algorithm 1. We will prove some facts about this algorithmh@wn run in the situation of

Algorithm 1

1:

2
3
4.
5:untl R=0orS =10

R+ {1,...,n}

. repeat

S« {seR |VreR:7{=true}
R+ R\ S

the proof of Theorem 1).
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First claim: First, we claim that Algorithm 1 always terminates with= (). It obviously
suffices to prove thag # 0 in each execution of Step 8: = () after any execution of Step 3
would imply that every vertex in the gragghy := (Vg, Er) with

Ve={V, | r€R}, Egr={(Vy,Vs) : 70 # true}.

has nonzero out-degree, 64; contains a cycle. But this is a contradiction, sir¢g is a
subgraph of the grap@¥ (as defined in (4)), and hence, must be acyclic by assumption.

Second claimFor anyZT’ C {1,...,n}, let H- be the combined machine that consist$iof
and all machined/; with ¢ ¢ T'. We claim that at any point during a run of Algorithm 1,
the machineH 3 fulfills the predicate

n

TR ‘= /\777’ A /\TJH

réR Jj=1

Initially, R = {1,...,n}, soHz = Handrg; = /\;’:17;' = 7, hence the statement
is initially true by assumption abolt. So suppose the statement is true at the start of a
“repeat’ loop of Algorithm 1. We need to show that the statement i afse after that
loop.

In other words, we may assume tiivt fulfills 7 and need to show that combining the
machines\/; (s € S) with Hy yields a machinéiy, 4 that fulfills 7, .

By definition of combination and property fulfillment, it $igles to show that each newly
added submaching/, (s € S) fulfills 7, so fix ans € S. Since M fulfills 75 under
enforced conditiorr,, we only need to show that in all contexts in whidf, ¢ is run,M,'s
preconditionr is fulfilled with overwhelming probability. But by (1) anderdefinition of
S, 74 is fulfilled whenever- and all7” (with r ¢ R) are fuffilled.

Using (3),7/ is implied byx; and thus, using (2), also by.. But by assumptiorti,
and hence alsbiz, ¢ fulfills 7z andr!!. Sinces was arbitrary, this shows thiitz, 4 fulfills
all 7, (s € 5) andwwencerﬁ\s.

Conclusion:Using the first claims just proven, we conclude that at sometgluring the
algorithm run,i € S. For the corresponding at that point, we also have that; fulfills
- Sincei € S, with the same reasoning as for the second claim in this pre@btain
thatH4 fulfills 7;. Consequently, also the combined machiiagwhich consists of and all
M; (j # <) fulfills 7; sincei ¢ R and thusH; contains all machines from the combination
HE' |
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