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Abstract. Blind signature schemes are one of the best-studied tools for
privacy-preserving authentication. Unfortunately, known constructions
of provably secure blind signatures either rely on non-standard hardness
assumptions, or require parameters that grow linearly with the number of
concurrently issued signatures, or involve prohibitively inefficient general
techniques such as general secure two-party computation.

Recently, Katz, Loss and Rosenberg (ASTACRYPT’21) gave a technique
that, for the security parameter n, transforms blind signature schemes
secure for O(logn) concurrent executions of the blind signing protocol
into ones that are secure for any poly(n) concurrent executions.

This transform has two drawbacks that we eliminate in this paper:
1) the communication complexity of the resulting blind signing protocol
grows linearly with the number of signing interactions; 2) the resulting
schemes inherit a very loose security bound from the underlying scheme
and, as a result, require impractical parameter sizes.

In this work, we give an improved transform for obtaining a secure
blind signing protocol tolerating any poly(n) concurrent executions from
one that is secure for O(logn) concurrent executions. While preserving
the advantages of the original transform, the communication complexity
of our new transform only grows logarithmically with the number of
interactions. Under the CDH and RSA assumptions, we improve on this
generic transform in terms of concrete efficiency and give (1) a BLS-based
blind signature scheme over a standard-sized group where signatures
are of size roughly 3 KB and communication per signature is roughly
120 KB; and (2) an Okamoto-Guillou-Quisquater-based blind signature
scheme with signatures and communication of roughly 9 KB and 8 KB,
respectively.
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1 Introduction

In 1982, David Chaum introduced blind signature schemes in the context of
electronic cash [10]. A blind signature scheme is a cryptographic primitive in
which a signer can interactively sign a message held by a user. Informally, a blind
signature scheme must satisfy two security requirements [28,36]. Blindness: the
signer should not be able to see what message is being signed. Unforgeability: The
user should only be able to obtain valid signatures by interacting with the signer.
Classical applications of blind signature schemes include e-cash [10,33], anonymous
credentials [6,7] and e-voting [23]. Recently, blind signatures have also been used
to add privacy features to blockchain-based systems [27]. Despite this variety
of promising applications, the current state-of-the art is unsatisfactory. This is
because even in the random oracle model, schemes with reasonable efficiency are
either based on non-standard assumptions [4,2,15] or have parameters that grow
linearly in the number of concurrent signing interactions [36,25,3,30]. The main
goal of this work is to construct blind signature schemes from well-established
assumptions with concurrent security and practically efficient parameter sizes.

State-of-the-Art. Juels, Luby and Ostrovsky showed that blind signature
schemes can be built generically from any secure signature scheme using secure
two-party computation [28]. Their construction was only shown secure when
signatures were issued sequentially. However, typically one aims for the stronger
notion of concurrent security. Fischlin [14] achieved this by giving universally
composable blind signatures from commitment schemes and UC zero-knowledge
proofs; but it is not clear how to instantiate these generic constructions efficiently.
While it is tempting to instantiate these schemes with efficient signature schemes
in the random oracle model, the security implications of such an instantiation
are unclear. This is because such an instantiation would imply the use of the
random oracle as a circuit, which constitutes a non-standard use of the random
oracle model. We refer to the recent work of [1] which discusses these issues in
more detail.

In the standard model, a variety of blind signature schemes have been proposed.
These schemes are either inefficient as they rely on complexity leveraging [18] or
rely on strong g-type or non-interactive assumptions [32,19,15,20].

Unfortunately, even in the random oracle model, the situation does not
improve much. While there are simple constructions [4,2,36,25,26], they either
require similar non-standard assumptions as their standard model counterparts
[4,2] or support only a very small number of signatures per public key [36,25,26,3].

As a first step to overcome these limitations, Katz, Loss, and Rosenberg
(KLR) [30] showed how to use a cut-and-choose technique to boost the security
of these blind signature schemes in the random oracle model. Their approach
is based on an early work by Pointcheval [35]. The resulting schemes support
polynomially many concurrent signature interactions and are based on standard
assumptions. However, the communication between the signer and the user still
grows linearly with the number of signature interactions, which renders the
scheme impractical.
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We note that relying on the algebraic or generic group model [16,39] yields
better composition and efficiency, as recent works [17,29,40] show. However, these
models are best avoided as they are non-standard.

Our Goal. In this work, we advance the state of the art by giving the first blind
signature schemes in the random oracle model that do not suffer from any of the
above drawbacks. Our main research question can be summarized as follows:

Are there practical and concurrently secure blind signatures from well-established
hardness assumptions which support polynomially many signatures?

1.1 Starting Point: The Basic Boosting Transform

We answer this question in the affirmative. We propose several new techniques
which reduce the size and communication complexity of blind signatures in the
random-oracle model.

Before we explain our techniques, we briefly recall the KLR transform [30],
which will serve as our starting point. The KLR transform can be applied to a
blind signature scheme BS in which the user sends a single message and which
supports a logarithmic number of signing sessions. The transformed scheme CCBS
supports polynomially many signing sessions and achieves the same notion of
blindness as BS. We briefly recall the main ideas of CCBS before explaining our
improved version:

— In the N* signing interaction, the Signer and the User initiate N sessions of
the underlying scheme BS. In the i session, a commitment p; of the actual
message is signed.

— The User commits to its randomness p; for the i*” session using a commitment
com; = H(p;), where H is a hash function (modeled as a random oracle). It
sends com; together with its (only) message in the i session of BS.

— The Signer picks a session j € [N] uniformly at random and has the User
open the randomness to all commitments com;, i € [N]\ {J}.

— If the User cannot open one of these commitments, the Signer aborts. Other-
wise, the Signer and User complete the J* session as in BS.

The proof of one-more unforgeability for CCBS is by reduction to the one-more
unforgeability of BS. The reduction’s goal is to turn a one-more forgery against
CCBS into a one-more forgery against BS. To do so, the reduction must answer
all signing queries of the User without knowing the secret key sk of the Signer in
BS. It is further restricted by the fact that it may invoke the Signing oracle in
the underlying security game for BS only logarithmically many times.

To bypass these restrictions, the reduction heavily relies on its capability of
observing the inputs to the random oracle and programming it accordingly. Sup-
pose that the the User behaves honestly in Session J, i.e., it uses the randomness
in com; to compute its message in the J¥ session of BS. Then the reduction
can extract the random coins from the commitments and use random oracle
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programming to complete this session without knowing sk. If, on the other hand,
the User cheats, then the reduction can not use this technique and must ask the
Signing oracle in BS for help.

KLR’s key observation is that the probability of such a (successful) cheat is
at most 1/N in the N signing session. Thus, the expected number of successful
cheats in p interactions is at most >y ,., 1/N <In(p+ 1). Using the Chernoff
bound, one can show that with overwhelming probability, the number of successful
cheats is reasonably close to this expectation. Hence, the signing oracle in the
underlying OMUF game of BS needs to be invoked only a logarithmic number of
times.

Limitations. Although CCBS exponentially increases the security of the under-
lying blind signature scheme BS, this comes at a steep price in terms of efficiency:
the communication in the resulting scheme grows linearly with the number N
of issued signatures. This arguably renders CCBS impractical. In addition, the
number of times that the reduction from one-more unforgeability of BS requires
invoking the underlying signing oracle behaves as In(1/€). Here, € is the advantage
of the adversary in breaking one-more unforgeability of CCBS. For small sizes of
€ (say, 27128), this leads to impractical parameter sizes for BS. As an example, if
CCBS is applied to the Schnorr blind signature scheme, our calculations show
that the resulting scheme will require groups with a 12000 bit representation.

1.2 Our Contribution: Improved Boosting Transforms

As our first contribution, we present a new generic transform to boost the security
of blind signature schemes fitting the linear function family framework of Hauck,
Kiltz and Loss (HKL) [25]. This is based on three insights, as follows. (1) In the
N signing session, the User can derive the random coins for the i** instance via
pi := PRF(k,i), where PRF denotes a puncturable pseudorandom function [38]3.
The User can now commit to all its randomness as in CCBS. To open the
commitments com;,i € [N]\ {J}, the User provides the punctured key k;. From
this key, the Signer can deterministically recompute all the commitments, save for
comy. (2) We use a randomness homomorphic commitment scheme to construct
the p; as rerandomizations of one initial commitment pg that is sent to the
signer. The rerandomization is also determined by PRF, which implies that &
also reveals p; for ¢ # J without revealing u;. (3) To compress the N messages
from the Signer to the User, we use the homomorphic properties of HKL blind
signatures and derive N first messages of the underlying blind signature from
log N randomly chosen ones. These insights allow us to lower the communication
complexity of the resulting blind signature scheme from linear to logarithmic in
the number N of signing sessions.

Our results have better blindness guarantees than schemes from the KLR
transform. A KLR-transformed blind signature scheme has the same blindness
as its underlying scheme; for many of the schemes underlying it, only so-called

# We instantiate PRF efficiently using random oracles [22].
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honest signer blindness was known [25], where the Signer’s public key is generated
honestly. A much more desirable notion is malicious signer blindness, in which
the Signer is free to pick his public key adversarially. We show how to achieve
this notion using a three step approach. First, we show that the schemes in [25]
satisfy a slightly stronger (artificial) notion of blindness without any modification.
In this intermediate notion (called semi-honest signer blindness), the Signer
provides the random coins to generate the public key to the experiment. Next,
we show that our improved boosting transform preserves any notion of blindness,
including the new one. We then show that by having the signer prove knowledge
of the random coins we can transform any scheme that satisfies the intermediate
notion into a scheme that satisfies malicious signer blindness.

Practical Schemes from CDH and RSA. Even though our generic transform
is an exponential improvement over the state-of-the-art, it still results in schemes
that require mega bytes of communication when the number of signatures becomes
large (say 23°). On top of this, our generic transform would require large (to the
point of being currently impractical) group sizes. To overcome these limitations,
we give concrete, 128-bit secure, practical blind signature schemes that satisfy
concurrent one-more unforgeability under the CDH and RSA assumptions. We
summarize the parameter sizes in Table 1.

Scheme Nr. of Signatures  |pk| lo| a b Max
BSrsa (Section 5) 220 1837 791  0.02 7.11 7.51
BSrsa (Section 5) 230 18.74 866  0.02 748  8.08

PIKAcpH (Section 4) 220 368 3.16 3.05 2650 87.50
PIKAcon (Section 4) 230 3.90 3.16 3.05 26.73 118.20

Table 1. Concrete efficiency of our schemes supporting a given number of signatures
and 128 bit security. Here, communication complexity is given as a - log(N) + b, where
N is the number of issued signatures so far. Column Max shows the communication
complexity for the maximum N. All sizes are in KiloBytes.

Our scheme from CDH is statistically malicious signer blind and builds on
Boldyreva’s blind version of the BLS signature scheme [4] (which is secure under
a one-more version of CDH). We observe that by running our boosting transform
for several independent keys in parallel, we can ensure that with overwhelming
probability, there will be at least one key for which the User is never able to
cheat the Signer. We can leverage this into a reduction that embeds the challenge
key pk randomly into one of these keys. Then, with high probability, no cheat
ever occurs for pk and the reduction can carry out the simulation without having
to ever invoke the signing oracle from the underlying one-more unforgeability
experiment. This makes it possible to run the scheme with a standard sized group
and assuming no more than hardness of the CDH problem. To reduce the size
of our resulting signatures, we can use the aggregatability of the BLS scheme.
Overall, our scheme from CDH supports 239 signatures at a size of 3KB and
120KB communication per signature.



6 R. Chairattana-Apirom, L. Hanzlik, J. Loss, A. Lysyanskaya, B. Wagner

Our scheme from RSA does not use parallel repetitions to reduce parameter
sizes. Instead, we use the trapdoor provided by the RSA system to improve
communication complexity of the generic transform. In this way, the Signer can
send a single seed from which the User can deterministically derive several values.
The Signer, who needs to know the preimages of these values, can then simply
use its trapdoor to learn these preimages and proceed with the remainder of the
signing protocol. Overall, our scheme from RSA is statistically semi-honest signer
blind and supports 230 signatures at a more balanced size of 9KB per signature
and 8KB communication per signature. To upgrade it to malicious signer blindness
we can either rely on generic proof systems, or on more efficient ones based on
quadratic residuosity [21] or discrete logarithms [8].* We emphasize, however, that
using proofs from general complexity assumptions may be sufficiently efficient
in our context, as the proofs only have to be generated and verified once upon
registering the Signer’s public key. Therefore, they do not affect the complexity
of the signing protocol or the size of our signatures.

2 Preliminaries

The security parameter is n € N. All algorithms get 1" implicitly as input. For
a finite set S, we write x <= S if x is sampled uniformly at random from S.
For a distribution D, we write z < D if x is sampled according to D. For a
(probabilistic) algorithm A, we write y < A(z), if y is output from A on input =
with uniformly sampled random coins. We write y = A(x; p) to make the random
coins p explicit, and y € A(z) means that y is a possible output of A(z). An
algorithm is said to be PPT if its running time can be bounded by a polynomial
in its input size. We say that a function f : N — R, is negligible in its input n, if
f en“W For a security game G, we write G = b to indicate that G outputs
b. We denote the first K natural numbers by [K] := {1,..., K}, Euler’s totient
function by ¢ and the group of units in Zy by Z};.

Next, we introduce the cryptographic primitives that we need. We recall the
well-known computational assumptions in Supplementary Material Section A.
For the definition of puncturable pseudorandom functions, we follow [38].

Definition 1 (Puncturable Pseudorandom Function). A puncturable pseu-
dorandom function (PPRF) is defined to be a triple of PPT algorithms PRF =
(Gen, Puncture, Eval) with the following syntaz:

— Gen(1", 1d(")) takes as input the security parameter 1", an input length 14"
and outputs a key k.

— Puncture(k, X) takes as input a key k and a polynomial size set ) # X C
D = {0, 1}d(n) and outputs a punctured key kx .

— Eval(k, z) is deterministic, takes a key k and an element x € D as input and
outputs an element r € R = {0,1}".

4 If we rely on these proof systems, our scheme can be proven secure assuming that
both the RSA assumption and either of these assumptions hold.
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Further, the following security and completeness properties should hold:

— Completeness of Puncturing. For any d(n) = poly(n), X C {0, 1}d(”),
any k € Gen(1™,1%M), any kx € Puncture(k, X) and any 2’ ¢ X we have
Eval(k,z’) = Eval(kx,2’).

— Pseudorandomness. For any d(n) = poly(n) and any PPT algorithm A
the following is negligible:

(X, St) « A(1™), k + Gen(17,14(™) ]
| Pr | A(St, kx, (rz)zex) = 1| kx < Puncture(k, X),

i ry := Eval(k,z) forx € X

I (X, St) < A(1"), k < Gen(17,14™)
—Pr | A(St, kx, (12)zex) = 1| kx < Puncture(k, X), |
rg <40, l}r(") forze X

)

We define a special type of perfectly hiding commitment scheme in which the ran-
domness can be rerandomized publicly. Such commitment schemes can be easily
constructed from standard assumptions, see Supplementary Material Section D.

Definition 2 (Randomness Homomorphic Commitment Scheme). A
randomness homomorphic commitment scheme is a tuple of PPT algorithms
CMT = (Gen, Com, Translate) with the following syntaz:

— Gen(1™) takes as input the security parameter 1™ and outputs a commitment
key ck. We assume that ck implicitly defines a message space M and a
randomness space Rex. Further, we assume that Rk is a group with respect
to an efficiently computable group operation +.

— Com(ck,z;r) takes as input a key ck, an element x € M, a randomness
r € Rek and outputs a commitment p € {0,1}".

— Translate(ck, i, 7) is deterministic, takes a key ck, a commitment p € {0,1}",
and a randomness r € Rk as input and outputs a commitment .

Further, the following security and completeness properties should hold:

— Completeness of Translation. For any ck € Gen(1"), and x € M and
any r,7’" € Re, we have

Translate(ck, Com(ck, z;7),7") = Com(ck, ;7 + 1').

— Perfectly Hiding. For any key ck and any xg,x1 € M, the following
distributions are identical:

{(ck, g, x1, ) | 7 4sRek, t := Com(ck, zo;7)} and
{(ck, zo, 1, p1) | r<—sRek, pb := Com(ck,z1;7)}.

— Computationally Binding. For any PPT algorithm A, the following is
negligible:

ck < Gen(1™),

Pr | Com(ck, zg;r0) = Com(ck, z1;71) A xg # o1 (20,70, 71,71)  A(cK)
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Next, we define the primitive of interest, namely blind signature scheme.

Definition 3 (Blind Signature Scheme). A blind signature scheme BS =
(Gen, S, U, Ver) is a quadruple of PPT algorithms, where

— Gen(1™) is a PPT algorithm that outputs a pair of keys (pk,sk). We assume
that the public key pk defines a message space M = My implicitly.

— S and U are interactive algorithms, where S takes as input a key pair (pk, sk)
and U takes as input a key pk and a message m € M. After the execution, U
returns a signature o and we write (L, o) < (S(sk), U(pk, m)).

— Ver(pk, m, ) is deterministic and takes as input public key, message m € M
and a signature o and returns b € {0,1}.

We say that BS is complete if for all (pk,sk) € Gen(1™) and all m € My it holds
that
Pr [Ver(pk,m,o) =11 (L,0) < (S(sk), U(pk,m))] = 1.

Definition 4 (One-More Unforgeability). Let BS = (Gen,S, U, Ver) be a
blind signature scheme and £ : N — N. For an adversary A, we consider the
following game (-OMUFgs(n):

1. Sample keys (pk,sk) <— Gen(1™).
2. Let O be an interactive oracle simulating S(sk). Run

((my,01),..., (Mg, o%)) — A°(pk),

where A can query O in an arbitrarily interleaved way and complete at most
¢ ={(n) of the interactions with O.

3. Output 1 if and only if all m;,i € [k] are distinct, A completed at most k — 1
interactions with O and for each i € [k] it holds that Ver(pk, m;,0;) = 1.

We say that BS is £-one-more unforgeable (¢-OMUF ), if for every PPT algorithm
A the following advantage is negligible:

Pr [E-OMUF“B“S(n) = 1.

Further, we say that BS is one-more unforgeable (OMUF ), if it is £-OMUF for
all polynomial £.

We note that from a practical perspective, it is sufficient to focus on ¢-OMUF
for some large but a priori bounded ¢ (e.g. £ = 23°), while full OMUF is more of
theoretical interest.

Definition 5 (Blindness). Consider a blind signature scheme BS = (Gen, S, U,
Ver). For an adversary A and bit b € {0,1}, consider the following game
BLIND;'55(n):

1. Sample (pk,sk) < Gen(1™) and run (mg, my, St) < A(pk, sk).
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2. Let Oqg be an interactive oracle simulating U(pk, my) and Oy be an interactive
oracle simulating U(pk, mi_p). Run A on input St with arbitrary interleaved
one-time access to each of these oracles, i.e. St' < A%-01(St).

3. Let op,01_p be the local outputs of Og, O1, respectively. If o9 = L or
o1 = 1, then run b + A(St', L, 1). Else, obtain a bit b’ from A on input
00,01, i.e. run b« A(St',09,01).

4. Output b'.

We say that BS satisfies honest signer blindness, if for every PPT algorithm A
the following advantage is negligible:

‘Pr [BLINDg‘jBS(n) = 1] ~Pr [BLINDfBS(n) = 1} ‘ .

We also consider semi-honest and malicious signer blindness, where we modify
the game in the following way:

— For semi-honest signer blindness, (pk,sk) is not sampled by the game, but A
outputs random coins p in addition to mg,my. Then, the game defines (pk,sk)
via (pk,sk) := Gen(1™; p).

— For malicious signer blindness, (pk,sk) is not sampled by the game, but A
outputs pk in addition to mg, my.

Semi-honest signer blindness is a non-standard notion and lies inbetween honest
and malicious signer blindness. We claim that any semi-honest signer blind
scheme can be transformed into a malicious signer blind scheme while preserving
one-more unforgeability. The high-level idea is to append a non-interactive zero-
knowledge proof-of-knowledge to the public key. This proof shows that the signer
knows corresponding random coins that generate the key. The rest of the scheme
does not change, and thus the transformation is very efficient. For details, see
Supplementary Material Section B.
We will now introduce linear function families, following [25].

Definition 6 (Linear Function Family). A linear function family LF is a
given by a tuple of algorithms LF = (PGen, F, &) with the following properties:

— PGen(1™) returns system parameters par which define abelian groups S, D, R
with |S|,|R| > 2™ and there exists scalar multiplication - : S x D — D with
s-(z+a)=s-z+s-2' foralls €S and x,x’ € D. The same applies for
R. Note that it is not necessarily true that (s+s') -z =s-z+s - x.

— Fpar(2) is deterministic, takes as input an element x € D, and returns an
element in y € R. We require that:

o Forallse€ S,x,y €D, Fpa(s-x+y) =5 Fpar(z) + Fpar(y)-

o Foar has a pseudo torsion-free element in the kernel, i.e. there exists
z* € D such that Foar(2*) = 0 and for all distinct s,8' € S,s-2* # 8 - z*.

o Foar is smooth, i.e. if x < D is sampled uniformly, Fpa(z) has uniform
distribution in R.
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— Woar(y,s,8") is deterministic, takes as inputs y € R, and s,s' € S, and
returns a value x € D. The function satisfies for all y in the range of Fyar
and s,s' € S,

(5 + 5,) Yy=s-y+ 5/ Y+ Fpar(g/par(yv S, 5/))-

Intuitively, the function Wy corrects for the fact that the group operation in
S may not distribute over R. When it is clear from the context, we will omit
the subscript par.

As in [30], we define preimage resistance for a linear function family. For the
related notion of collision resistence, we refer to Supplementary Material Section C.

Definition 7 (Preimage Resistance). A linear function family LF is preimage
resistant if for any adversary A, the following advantage is negligible:

Pr[F(z) = F(2)|z < D,2’ < A(par, F(x))].

3 An Improved Boosting Transform

Hauck, Kiltz, and Loss [25] introduced a generic construction of a three-move
blind signature scheme BS[LF] from any linear function family LF and a hash
function H modeled as a random-oracle. The main result of [25] is that the
linear blind signature scheme BS[LF] is ¢-one-more unforgeable for ¢ = O(logn).
Building on that, Katz, Loss, and Rosenberg [30] presented a boosting transform
CCBS[LF] that turns this logarithmic security into polynomial security. In this
section, we introduce an improved boosting transform CCCBSI[LF] that eliminates
the drawback of linearly growing communication complexity.

3.1 Overview

We recall the main idea of the boosting transform [30] that turns a linear blind
signature scheme BS[LF] into a boosted blind signature scheme CCBS[LF].

In the scheme CCBS[LF], at the onset of the N interaction, the signer sends
the current value of the counter N to the user. Then, user and signer proceed as
follows.

1. The user chooses N random strings ur;,j € [N] and N random strings
©;,J € [N]. It prepares N commitments z; = H(m, ¢;), where H is a random
oracle and m is the message to be signed. It also prepares commitments
com; = H(ur;, ;). Then it sends the commitments com; to the signer.

2. The user and the signer run NV independent sessions of the underlying linear
blind signature scheme BS[LF], where the user inputs f;, ur; in the j* session.
Recall that the scheme BS[LF] contains three messages R, ¢, s.

3. Before the signer sends the last message s; of the underlying scheme, it
chooses a cut-and-choose index J € [N] at random and asks the user to open
all commitments com; with j # J.
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4. Once the signer knows the values ;1; and randomness ur;, it runs the user
algorithm U to check if the user behaved honestly so far, at least for the
sessions j # J. If there is some session for which this check fails, the signer
aborts.

5. The signer sends only s; to the user. That is, signer and user only complete
the J™ session. The final signature consists of a signature on ju; from the
underlying scheme BS[LF] as well as the randomness ¢; which binds m to

H-

We highlight that the communication now grows linearly with the number of
issued signatures.

a) In the second message, the user sends N commitments com;.
b) In the third message, the signer sends N commitments R, .
c) In the fourth message, the user sends IV challenges c;.

d) In the sixth message, the user opens each of the N commitments com;.
Our goal is to eliminate these linear dependencies on N and improve them by an
at most logarithmic dependency.

First, we eliminate the linear dependency a) by replacing the commitments
com; = H(ur;,p;) by a single commitment com,, which commits to (salted)
hashes of all urj, u; at once. By sending all ur; for j # J and the hash of ur;,
the user can still open this commitment without revealing ur ;.

Next, we focus on d). Here, we let the user generate the randomness (ur;, ¢;)
used for each session using the puncturable pseudorandom function PRF. We
replace the unstructured commitment with a randomness homomorphic com-
mitment scheme. This allows us to let the user derive the commitments pu; as
rerandomizations Com(m, ¢g + ¢;) of one single commitment po = Com(m, o)
with randomness ¢;. The user sends commitment pg together with com,. Now,
the user can open the commitment com, by sending only a punctured key k.
Intuitively, this preserves blindness, as the punctured key does not reveal anything
about the randomness ur;, ¢ ;. Using similar tricks, we eliminate c).

To tackle b), we compute the N values R; of the underlying linear scheme
BS[LF] as subset sums of a logarithmic number of such values. Then, only these
basis values have to be sent.

We end up with a scheme with logarithmic communication complexity, for
which the ideas that underlie the original boosting transform still apply.

3.2 Blind Signatures from Linear Function Families

We briefly recall the blind signature scheme BS[LF] from a linear function family
LF. For more details, we refer the reader to [25] or Supplementary Material
Section C. For key generation of the blind signature scheme BS[LF], parameters
par < LF.PGen(1™) are generated. Then, a secret key and public key are sampled
via sk<sD and pk := F(sk), assuming pk implicitly contains par. We present
the signature issuing protocol formally in Figure 1. Signatures o = (¢/, s’) for a
message m are verified by checking if ¢/ = H(m,F(s") — ¢’ - pk) holds.
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S(sk) U(pk, m)
r«sD,R:=F(r) R a+sD,B+sS, R := R+ F(a)+ - pk
s:=r+c-sk ¢ :=HmR)c:=+8
S5 « if F(s)# R+c-pk:abort
s’ i=s+a-+T(pk,c,—c)
return o := (¢, s)

Fig. 1. The signature issuing protocol of the linear blind signature scheme BS[LF] for a
linear function family LF and a random oracle H : {0,1}* — S [25].

3.3 Construction

In this section, we define our Compact Cut-and-Choose blind signature scheme
for a linear function family LF, abbreviated as CCCBS[LF]. To this end, let
LF = (PGen, F,¥) be a linear function family, CMT be a randomness homomor-
phic commitment scheme, and PRF be a puncturable pseudorandom function.
For efficient instantiations of CMT and PRF, see Supplementary Material Sec-
tion D and Supplementary Material Section E. Further, let H : {0,1}* — S, H, :
{0,1}" = {0,1}",Hy : {0,1}" = D xS x Rek x {0, 1} H.: {0,1}" — {0,1}"
be random oracles, where npgr = ©(n) is a security parameter used for the
pseudorandom function.

Key Generation. Algorithm CCCBSI|LF].Gen(1™) is as follows:

1. Sample ck <— CMT.Gen(1™) and par <— LF.PGen(1™).
2. Sample sk’ «+—sD, and let sk := sk’, pk = (par, ck, pk" := F(sk’)).
3. Return the public key pk and the secret key sk.

Signature Issuing. The signer and user algorithms S, U are given in Figures 2
and 3, where the S keeps a state (NV,ctr) which is initialized as N := 2 =
22 — 2 ctr := 0. In each interaction, S atomically increments ctr and, if ctr = N,
sets N := 2N + 2,ctr := 0.

Verification. Algorithm CCCBS[LF].Ver(pk,m,o = (¢, s, )) returns the output
of BS|LF].Ver(pk’, Com(ck, m; »), (c, 5)).
3.4 Security Analysis

Completeness of CCCBSJLF] follows by inspection. We show blindness and one-
more unforgeability.
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Check(pk, N, uo, com,, {R;}i,come, J, ks, ¢z, hy)

1: for j e [N]\{J}:
2: prer; := PRF.Eval(kys, j), rj := Hg(prer;)

3: parse r; = (a, Bj,¢5,7;) € DX 8 X Re X {0,1}"PRF
4: R = Z R;, p; := Translate(ck, o, ¢;)
i€S;

¢j = H(p;, Rj + F(a;) + B; - pk') + B;

ot

6: if com,; # Hi(H:i(r1),...,He(rs=1), by, He(rs41), ..., He(rw)) : return 0
7: if com. # Hc(eq,...,cen) : return 0
8: return 1

Fig. 2. The algorithm Check used in the issuing protocol of CCCBSI|LF], where H :
{0,1}* = S,H,,He : {0,1}" — {0,1}", and Hy : {0,1}" — D x S X Rek X {0, 1} PR are
random oracles. The set S; is defined as {i € [I] : i"-bit of j is 1}.

Theorem 1. Let PRF be a puncturable pseudorandom function, LF be a linear
function family, and CMT be a randomness homomorphic commitment scheme.
Let H, : {0,1}" — {0,1}",H, : {0,1}" = D x 8§ X Rek x {0,1}" be random
oracles. If BS[LF] satisfies honest, semi-honest, or malicious signer blindness,
then CCCBSILF] satisfies honest, semi-honest, or malicious signer blindness,
respectively.

Concretely, for any adversary that uses N and NT as the counters in its
executions with the user, runs in time t, has advantage € in the blindness game and
makes at most Qu,,, Qn, queries to Hy, H, respectively, there exists an adversary
against blindness of BS[LF] running in time t with advantage egsLF) such that

AL

4 +
e < NENF <(QH”QH) + 4eprr + GBS[LF]> .

where eprp 1S the advantage of an adversary against the security of PRF with
input length max{log(N*),log(N®)} puncturing at one point.

We give a intuition of the proof and postpone details to Supplementary Material
Section G.1. The strategy is to apply a sequence of changes to the user oracles,
such that final game is independent of bit b. In a first step, we guess the cut-
and-choose index J. Then, we compute the commitment p; directly instead
of deriving it from the commitment py. Next, we use the security of PRF and
generate ry for session J at random instead of using the key k. Now, we observe
that the randomness g is hidden in the final signature, and we can switch pg to
a commitment of a random message. Finally, we see that the only dependency
on the message is in session J and we can reduce from the blindness of BS[LF].
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S(sk = sk’); state N,ctr U(pk = (par, ck, pk’), m)
ctr:=ctr+1
if ctr=N:
N :=2N+2,ctr:=0 0 <8 Rek, o := Com(ck, m; ¢o)
l:=log(N +2) N . k< PRF.Gen(1"°%F, 115
for j € [N]:

prer; := PRF.Eval(k, j)

rj := Hz(prer;)

parse r; = (aj, B4, ¢i,7;)
wj := Translate(ck, to, ;)

hj = Hi(rj)
for i e [l]: comr, Ho com, := Hi(h1,...,hn)
ri<s$D, R, := F(r;) Ri,.... R for j € [N]:
R]' = Ri
iGSJ‘
R = Rj + F(ag) + B; - pK’
c;- = H(uj7R;), cj = c;- + B;
come com. := Hc(ei, ..., en)
J s [N] J k; < PRF.Puncture(k, J)
if Check = 0 : abort ki,ci,ha
sy 1= Z r; +cg - sk’ % s’y = sy +as+¥(pk,cs,—c})

€Sy

return o = (¢, s, po0 + 1)

Fig. 3. The signature issuing protocol of the blind signature scheme CCCBS[LF], where
H:{0,1}" = & H,He : {0,1}" — {0,1}",H; : {0,1}" = D x S X Rex x {0, 1}"PRF are
random oracles. The algorithm Check is defined in Figure 2. The set S; is defined as
{i € 1] : i"-bit of j is 1}. The states ctr and N are incremented atomically.

Theorem 2. Let PRF be a puncturable pseudorandom function, LF be a linear
function family, and CMT be a randomness homomorphic commitment scheme.
Let H : {0,1}" — S,H,,H. : {0,1}" — {0,1}" be random oracles. If BS[LF]
satisfies £-one-more unforgeability for any ¢ = O(log(n)), then CCCBSILF] satisfies
£-one-more unforgeability for any £ = poly(n).
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Concretely, suppose there exists an adversary with advantage € against the
£-one-more unforgeability of CCCBS[LF], that runs in time t, starts at most p
interactions with his signer oracle, and makes at most Qu, Qn,, Qu, queries to
H, H,, H. respectively. Then, there exists an adversary against the A-one-more
unforegability BS[LF], where A = 3[logp| + log(2/¢), that runs in time t, starts
at most p interactions with his signer oracle, makes at most Qu queries to H,
and has advantage egs| ), such that

Qf, +Qh +pQu, +pQu,  p*(p* +
€ <2 | egsiLp + - eLF + et + = +7 "+ Qn) ;
2" R
where e g is the advantage of an adversary with running time t against the
preimage resistance of LF and ecpmt is the advantage of an adversary with running
time t against the binding property of CMT.

The proof is very similar to the proof for the original boosting transform [30].
Thus, we postpone it to Supplementary Material Section G.2.

Remark 1. As an asymptotic result, we are satisfied with our improved boosting
transform with logarithmic communication complexity. However, similar to the
original boosting transform, we rely on the very loose security bound of the
underlying linear blind signature scheme BS[LF]. For concrete efficiency, this
is prohibitive, as we require that BS[LF] supports a non-trivial number A\ of
signatures. Also, the logarithmic term of the communication complexity depends
on computational assumptions. Thus, the loose bound will also have a negative
impact on communication complexity.

To highlight this, we computed the parameter sizes for the instantiations of
the boosting transform based on the discrete logarithm problem. Our calculations
show that in order to support 23° signatures, the scheme requires a 12035 bit
group. It is apparent that this group size is impractical, and no standardized
elliptic curve groups of this size exist. We remark that Katz et al. [30] also provide
a parameter estimate, but this holds only for a very specific choice of signing
queries, random oracle queries and advantage. For a detailed explanation of our
calculations, see Supplementary Material Section J.

In the following, we will see how to augment the ideas of this section to
construct schemes which eliminate aforementioned drawbacks and come with
practical concrete parameters.

4 A Concrete Scheme based on CDH

Here, we construct a concrete blind signature scheme PIKAcpy based on the CDH
assumption. While the construction in the previous section was generic, we aim
for a scheme with concrete efficiency in this section.
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4.1 Overview

As discussed in Remark 1, our improved boosting transform inherits the loose
security bound of the underlying linear blind signature scheme. To see how we can
circumvent this, let us first recall the reduction idea of the boosting transform.
The main challenge is that the underlying scheme BS|LF] allows for a logarithmic
number of signing interactions, while the reduction has to simulate an arbitrary
polynomial number of signing interactions for the adversary. This is solved as
follows. First, note that whenever the adversary honestly commits to ur;, 1, the
reduction can extract these values from the commitments com, by observing the
random oracle queries. Then, an important property of linear blind signature
schemes comes into play: If one knows the randomness and the message that
is input into the user algorithm BS[LF].U and controls the random oracle, one
can simulate the signer algorithm without knowing the secret key. Thus, the
reduction only needs to access the signer oracle of BS[LF] if the adversary cheats
(i.e., it malforms the commitment for the J™ session in the first step and is not
caught). Fortunately, the probability of such a (successful) cheat is at most 1/N
in the N** signing session. Thus, the expected number of successful cheats in p
interactions is at most logarithmic in p. Using the Chernoff bound, one can show
that with overwhelming probability, the number of successful cheats is reasonably
close to this expectation.

We observe that by letting the cut-and-choose parameter grow slightly faster
than before and scaling appropriately, the expected number of successful cheats
can be bounded to be less than 1. Unfortunately, we can not just use the Chernoff
bound, if we want to argue that this also holds with overwhelming probability.
We can, however, use the Chernoff bound to show that exceeding a single cheat
happens with some constant probability less than 1. Then, we play our next
card, which is parallel repetition. Namely, we run K independent instances of our
scheme so far, where each instance is relative to a separate key pair. We show
that with high probability, in one randomly chosen instance, there is no cheat at
all. Using this observation, we can give a reduction from the key-only security of
the underlying blind signature scheme to finish our proof.

We do not apply this overall strategy to a linear blind signature scheme, but
instead to the BLS blind signature scheme [4]. We notice that the approach also
works for this scheme and observe additional benefits: First, the BLS scheme
allows to aggregate signatures. Hence, it is easy to merge the resulting signatures
from the K instances for a significant efficiency improvement. Second, the scheme
has two rounds and thus the logarithmic term in the communication complexity
is independent of computational assumptions (cf. Remark 1). We emphasize that
the original BLS blind signature scheme is secure under a one-more variant of
the CDH assumption. Fortunately, we only need key-only security here, which
is implied by CDH. Also, the concrete security loss of our scheme is as for the
standard BLS digital signature scheme [5], which means that it can be used over
the same groups as BLS.

Finally, we introduce further minor optimizations such as making the signer
commit to its cut-and-choose indices in its message. In this way, the reduction in
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the blindness proof can extract these indices rather than guessing them. This
leads to more efficient statistical security parameters °.

4.2 Construction

Let PGGen(1™) be a bilinear group generation algorithm that outputs a cyclic
group G of prime order p with generator g, and a pairing e : G x G = G into
some target group Gr. We assume that these system parameters are known
to all algorithms. Note that their correctness can be verified efficiently. Our
scheme makes use of a randomness homomorphic commitment scheme CMT with
randomness space R¢ and a puncturable pseudorandom function PRF. We can
instantiate PRF using random oracles (cf. Supplementary Material Section E)
and CMT tightly based on the DLOG assumption (cf. Supplementary Material
Section D.2). We also need random oracles H : {0,1}" — Z,,H" : {0,1}" —
{0,1}™ and H,,H. : {0,1}" — {0,1}",H, : {0,1}" — Z, x Re x {0,1}"",
where npgrr is a security parameter used for PRF.

Our scheme makes use of a parameter K € N, which defines how many
instances of the underlying boosting transform are executed in parallel, and a
function f: N — N, which determines how fast the cut-and-choose parameter N
grows. In Section 4.4, we will discuss how to set these parameters efficiently.

Key Generation. To generate keys algorithm PIKAcpy.Gen(1™) does the following:

1. For each instance i € [K], sample sk; <—sZ, and set pk, := g*<.
2. Sample a commitment key ck - CMT.Gen(1™).

3. Return public key pk := (pky, ..., pkg,ck) and secret key sk := (skq,...,skx).

Signature Issuing. The algorithms S, U and their interaction are formally given
in Figures 4 and 5. Here, S keeps a state ctr, which is inititalized as ctr := 1 and
incremented in every interaction.

Verification. The resulting signature ¢ = (7, ¢1,...,pK) for a message m is
verified by algorithm PIKAcpn.Ver(pk, m, o) as follows:

1. For each instance ¢ € [K], compute the commitment u; := Com(ck, m; ;).
2. Return 1 if and only if

K

e(@,9) = [ [ e (H(pk;, 12), pk;) -

i=1

5 Note that without this optimization, the security loss would be exponential in K.
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Check(pk, N, uo, com,, com, seedy, kg, {ci,3, }i,{n:i }:)

1: J=(H(seedy,1),...,H (seeds, K)) € [N]¥

2: forie€[K]:

3 for j € [N]\ {J:}:

4 prer; ; := PRF.Eval(ks, (i,7)), ri,; := Ha(preri ;)
5 parse r;; = (qi,j, Pi,j,Vi,j) € Zp X Rek X {0,1}"
6: wi,; := Translate(ck, wo, @i,5)

7 cij o= H(pky, pij) - g%

8 comy; == He(He(ri1), oo  He(rig,—1), i, He(rig,41), - -, He(rion))
9: if com, # H,(com,1,...,com; i) : return 0
10: if com. # Hc(e,1,. .., ck,n) : return 0
11: returnl

Fig. 4. The algorithm Check used in the issuing protocol of blind signature scheme
PIKAcpn, where H : {0,1}* — G,H’ : {0,1}" — {0,1}" and H,,H. : {0,1}" —
{0,1}",H, : {0,1}" — Z;, X Rek x {0,1}"PRF are random oracles.

4.3 Security Analysis

Completeness of the scheme follows by inspection. We show blindness and one-
more unforgeability. For one-more unforgeability, we show gu.x-OMUF, where
(max 1s a parameter that can be set freely (e.g. gmax = 230) and has influence
the function f. We note that making f grow quadratically, one could show full
OMUF using a similar proof.

Theorem 3. Let PRF be a puncturable pseudorandom function and CMT be a
randomness homomorphic commitment scheme. Let H' : {0,1}" — {0,1}" and
H,: {0,1}" — {0,1}",H, : {0,1}" = Z, X Rex x {0,1}"" be random oracles.
Then PIKAcpy satisfies malicious signer blindness.

In particular, for any adversary who uses N¥ and N® as the counters in
its executions with the user and queries H',H,,H, at most Qu/, Qn,, Qn, times,
respectively, the malicious signer blindness advantage can be bounded by

b, Ow  KQu | KQu
2”—1 2%—2 2nPRF_2 2”PRF_2 ’

deprr +

where eprp 18 the advantage of an adversary against the security of PRF with
input length max{log(NT),1og(Nf)} when puncturing at K points.

Due to space limitation, we postpone the proof to Supplementary Material
Section I.

Theorem 4. Let CMT be a randommness homomorphic commitment scheme and
PRF be a puncturable pseudorandom function. Let PGGen(1™) be a bilinear group
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S(sk); state ctr U(pk, m)

ctr:=ctr+ 1, N := f(ctr) k < PRF.Gen(17PRF 1'08(KN)y
seedy,salt«s{0,1}" 0 <3 Rek, po := Com(ck, m; ¢o)
comy := H'(seedy, salt) N, comy for (i,j) € [K] x [N] :

prer; ; := PRF.Eval(k, (4, j))
rij := He(prers ;)

parse r;; = (i j, 9,5, Vi,j)
Wi ; = Translate(ck, uo, ¢i,;)
ci i = H(pk,, pi,g) - g%

for i € [K]:
come; = Hr(Hr(I’iJ), ey H,(ri’N))
com, := H,(com,1,...,com k)
‘LL< 0, oMy, COMe  com,, := He(er,1y vy Cr,N)

seed, salt if comy # H'(seedy, salt) : abort

for i € [K]: for i € [K]: J; := H'(seeds, 1)
Ji = H'(seedJ,i) J:(Jh...,JK)
J=0J,...,IK) J ={(,J:) | i € [K]}
k3 < PRF.Puncture(k, J)

if Check =0: abort ka {ciaimiti forie (K] : i == H(ri,3;)
for i € [K]: si3, := cikjl

K K
5:= || s 5 , =5 [ek

i=1 =1

K
if T e(H(pk;, pi,), pk;)

i=1
#e(o,g): abort
for i € [K]: @i := @0 + ¢i,3,

return o := (7, ¢1,...,9K)

Fig. 5. The signature issuing protocol of the blind signature scheme PIKAcpH, where
H:{0,1}" = Z,,H : {0,1}" — {0,1}" and H,,H. : {0,1}" — {0,1}",H, : {0,1}" —
Zp X Rek % {0,1}"PRF are random oracles. The algorithm Check is defined in Figure 4.
The state ctr of S is incremented atomically.
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generation algorithm. Further, let H : {0,1}" — Z,,H : {0,1}" — {0,1}" and
Hy,H.: {0,1}" — {0,1}" be random oracles. Also, assume that there is a 9 > 0
and f is such that

flctr) = [391n(gmax + 1) - ctr] .

Then PIKAcpH satisfies gmax-one-more unforgeability, under the CDH assumption
relative to PGGen.

Specifically, assume the existence of an adversary against the OMUF security
of PIKAcpn that has advantage €, runs in time t, makes at most Qun,, Qn,, Qn, Qu
queries to oracles H,,H., H', H, respectively, and starts at most q < quay interac-
tions with his signer oracle. Let 6 > 0 such that (1 — )9 > 1. Then there exists
an adversary against the CDH problem relative to PGGen with advantage ecpy
and running time t and an adversary against the binding property of CMT with
advantage ecmt and running time t such that

K
€ —e 0K < ecmT + — + 49K ecpy + stat
p

where

Qi N Qi L 9@, aKOn | aQn.  4Qw

tat = .
sta on on on an on 2n71

Proof. Set BS := PIKAcpy. Let A be an adversary against the OMUF security of
BS. We prove the statement via a sequence of games.

Game Gg: We start with game Gg := qmaX—OMUF“B“S, which is the one-more
unforgeability game. We briefly recall this game. A key pair (pk,sk) < Gen(1")
is sampled, A is run with concurrent access to an interactive oracle O simulating
the signer S(sk). Assume that A completes ¢ interactions with O. Further, A
gets access to random oracles H,H’, H, and H., which are provided by the game
in the standard lazy manner. When A finishes its execution, it outputs tuples
(m1,01),...,(mg,0k) and wins, if all m; are distinct, k& > £ and all signatures o;
verify with respect to pk and m;.

Game G: In game G1, we add an additional abort. The game aborts if in the
end A’s output contains two pairs (m(®, () (m(®) (1)) such that m(® # m(®)
but there exists i(*),i(!) € [K] such that

Com(ck, m(©: gog?o))) = Com(ck, m®: cpl(,(ll)) ).

As CMT is computationally binding, a straight-forward reduction with advantage
ecmT and running time t shows that

|P1" [Go = 1] —Pr [G1 = 1]‘ < €CMT-

Game Go: This game is as Gy, but we rule out collisions for oracles Hy,t € {r, c}.
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To be more precise, we change the simulation of oracles H;,t € {r,c} in the
following way. If A queries H(z) and this value is not yet defined, the game
samples an image y < {0, 1}". However, if there exists an 2’ # x with H;(2') = v,
the game returns 1. Otherwise it behaves as before. Note that 4 can only
distinguish between G; and Gy if such a collision happens, i.e. H; returns L. We
can apply a union bound over all Qat pairs of random oracle queries and obtain

QR N Qh,

[Pr[G = 1] = Pr[Gy = 1]| < £f + .

Note that the change in Gy implies that at each point of the execution of the
game and for each image y € {0,1}", there is at most one preimage H; *(y)
under H;. By looking at the random oracle queries of A, the game can extract
preimages of given images y, and we know that for each y at most one preimage
can be extracted. We will make use of such an extraction in the following games.

Game Gg3: We change the way the signer oracle is executed. In particular, when
A sends p19, com,, com, as its first message, the game tries to extract values com, ;
such that com, = H,(com,1,...,com, i) by searching through random oracle
queries. If the game can not extract such a preimage, we write com,; = L for
all ¢ € [K]. Then, the game aborts if it can not extract such a preimage , i.e.
com,; = L, but later algorithm Check outputs 1. Recall that algorithm Check
verifies that
com, = H,(com, 1, ...,com, ).

Thus, for every fixed interaction, we can bound the probability of such an abort
by Qu,/2™. Indeed, once com, is sent by A and thus fixed, and the game can not
extract, we know that there is no bitstring « such that H,(xz) = com,. Also, if
algorithm Check outputs 1, we know that A was able to find a preimage of com,
after this was fixed. This can happen with probability at most 1/2™ for each
random oracle query. Using a union bound over all interactions we obtain

[Pr[Gs = 1] - Pr[Gy = 1]] < L9

Game G,4: We introduce another abort in the signer oracle. In this game, after

the extraction of (comy 1,...,com, k) from com, we introduced before, the game
extracts (f;1,...,r; n) from com,; for every ¢ € [K] for which com,, # L, such
that

comy; = He(He(¥i,1), ..., He(Fa,n)).

Again, the game does this by looking at the random oracle queries of A and we
write f; ; = L if the game can not extract the value r; ;. If there is an instance
i € [K] and a session j € [N] such that com,; # L butr,; = L and later in
that execution J; # j but algorithm Check outputs 1, the game aborts.

To analyze the probability of this abort, fix an interaction and an instance
i € [K]. Assume that com,; # L and there is a session j € [N] such that
t;; = L and later in that interaction J; # j. Then, after com,; is fixed, we
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consider two cases. In the first case, the game could not extract hq,...,hyx such
that com,; = H,(h1,...,hn). Clearly, once com, ;, the probability that one of
the hash queries of A evaluates to com, ; is at most 1/2". Thus, the probability
that Check outputs 1, i.e. A is able to open com,; in this case, is at most Qn, /2".
Similarly, in the case where the game could extract hi,...,hy, but could not
extract t; ; such that H,(¥; ;) = h;, the probability that one of A’s hash queries
evaluates to h; is at most 1/2". Thus, the probability that Check outputs 1, i.e.
A is able to open h; in this case, is at most Qn,/2". Note that here we needed
that j # J;, as the definition of Check does not require A to open hy,.

Applying a union bound over the interactions and instances we get

qKQwn,

[Pr[Gs = 1] = Pr[Gy = 1]| < 1570

Game Gj5: We introduce another abort: Whenever A sends pig, com,, com, as
its first message, the game behaves as before, but additionally the game extracts
values €1, ...,Ck,n from com, such that

com, = HC(61717 e 7EK,N)-

If the game can not extract, but later algorithm Check outputs 1, the game
aborts. Note that algorithm Check internally checks if

com, =Hc(c11,...,¢r N)-

Thus, for each fixed interaction it is possible to argue as in the previous games
to bound the probability of such an abort and hence we obtain
qQn,

[Pr[Gy = 1] = Pr[Gs = 1]| < T,

Game Gg: In Gg, the signer oracle sends a random comy in the beginning of
each interaction. Later, before it has to send seedy, salt, it samples salt <—s {0, 1}"
and aborts if H'(seedy, salt) is already defined. If it is not yet defined, it defines
it as H'(seedy, salt) := comy. The adversary A can only distinguish between G
and Gg if H'(seedy, salt) is already defined. By a union bound over all Qu- hash
queries and ¢ interactions we obtain

qQn

|Pr[Gs = 1] - Pr[Gg = 1]| < on

Game Gr7: In G, the game aborts if in some interaction there exists an i € [K]
such that H’(seedy, i) has already been queried before the signing oracle sends
seedy to A. Clearly, A obtains no information about seedy before the potential
abort, see Gg. Further, seedy is sampled uniformly at random. A union bound
over all @y queries and ¢ interactions shows that

qQn

[Pr[Ge = 1] - Pr[Gy = 1]| < T2
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Now, fix an interaction in G7 and assume that Check returns 1 and the
game does not abort due to any of the reasons we introduced so far. Note that
this means that for all instances ¢ € [K] the value com,; could be extracted.
Furthermore, this means that if there exists ¢ € [K], jo € [N] such that r; j, = L
then later J; = jo. Also, note that if Check does not abort, then we have
co’mr,i = comr,i,Fi,j =l and Ei,j = Ci,j for all (’L,j) S [K] X [N] for which these
values are defined. This is because we ruled out collisions for oracles H,, H.. Now,
we define an indicator random variable cheat; o, for the event that in the ctrth
interaction, the signer oracle does not abort and there exists i € [K],j € [NV]
such that r; ; = L or f; ; = (e, ¢, 7y) such that

(e}

¢i,; # H(pk;, Translate(ck, 10, ¢)) - g%.

We say that A successfully cheats in instance ¢ € [K] and interaction ctr if
cheat; ot = 1. We also define the number of interactions in which A successfully

. . . . * q+1
cheats in instance i as cheat] :=» 17",

cheat; cr.
By the above discussion, we have that cheat; = 1 implies that J; = jo and

thus

1
Pr[cheat; ¢y = 1] < N

Therefore, we can bound the expectation of cheat} using

+1
1 q

< 1 < In(g+1)
~ 39 In(gmax + 1)

1
ctr ~ 30In(gmax + 1) ~ 39

E [cheat] .
[cheat]] 39

<

ctr=

Now, if we plug X := cheat] and s := 3E [cheat]] +§ = 1/ + § into the Chernoff
bound (Lemma 5), we get that for all i € [K]

1
Pr [cheat;k 25+ 6] <e d.

We note that the entire calculation of this probability also holds if we fix the
random coins of the adversary.

Game Gg: Game Gg is defined as Gr, but additionally aborts if for all ¢ € [K]
we have cheat] > § + 1/9. In particular, if Gg does not abort, then there is some
instance ¢ for which A does not successfully cheat at all, which follows from the
assumption (1 —d)9 > 1.

We can now bound the distinguishing advantage of A between G and Gg as
follows. We denote the random coins of A by p4 and the random coins of the
experiment (excluding p4) by p. Let bad be the event that for all i € [K] we
have cheat] > ¢ + 1/9. We note that the coins p that the experiment uses for
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the K instances are independent. Thus we have

Pr [bad] =Y Prlpa=pa]- Pr [bad | ps = pal
PiPA oA PA PiPA

1
[cheatf>19+5 ‘ pA:pA}

PiPA
1€[K]

=> Prlpa=pal- [[ Pr
— PA
pa

< Z Pripa=pal: e K = e,
pa

which implies

|Pr[G7 = 1] — Pr[Gg = 1]| < Pr [bad] < 7K.
pipA
Game Gg: In game Gy, we sample a random instance ¢* <—s [K] at the beginning
of the game. In the end, the game aborts if cheat]. > § + 1/9. In particular, if
this game does not abort, then A does not successfully cheat in instance i* at all.
As A’s view is independent from ¢*, we have

1
Pr [Gg = 1] = Pr |:G8 =1 /\cheat; < 5 +5:|

1
=Pr[Gs=1]-Pr [cheat;i <5+5 ’ G8:>1:|

1 1
>Pr[Gs=1]-Pr [cheat}i < 54—6 ’ Ji € [K] : cheat} < 54—5
1
K’
where the first inequality follows from the fact that the event Gg = 1 implies
the event 3i € [K] : cheat] < §+ 1/49.

We note that from now on, our proof follows the proof strategy of the BLS
signature scheme [5].

> Pr [Gg = 1]

Game Gig: In game Gy, we introduce an initially empty set £ and a new abort.
We highlight that we treat £ as a set and therefore every bitstring is in £ only
once. Recall that when A sends pg,com,,com, to the signer oracle, the game
tries to extract values 1, ; for (¢, j) € [K] x [N]. Then the game samples seedy
and computes J accordingly. In particular, due to the changes in the previous
games we know that the game extracts ;- 3,. = (@, ¢,y) unless the experiment
will abort anyways. Then, in game G, the game will insert Translate(ck, 10, )
into L.

Fix the first pair (m, o) in A’s final output such that for o = (7, ¢1,...,¢K)
and p* := Com(ck, m; ;<) we have pu* ¢ L. Such a pair must exists if A is
successful, see game G1. Then game Gig aborts if H(pk;., u*) is not defined yet.
Note that A’s success probability in such a case can be at most 1/p and hence

‘PI’ [Gg = 1] — Pr [GIO = 1]| <

D=
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Game Gi;: In game Gi1, we change how the random oracle H is simulated and
add a new abort. For every query of the form H(pk;., ut) the game independently
samples a bit b[u] € {0,1} such that the probability that blu] =1 is 1/(¢ + 1).
Whenever the game adds a value p to the set L, it aborts if b[u] = 1. Then, after
A returns its final output, the game determines p* as in Gyg, adds arbitrary
values to £ such that all values in £LU {p*} are distinct and |£]| = ¢ and aborts if
blp*] = 0 or there is a y € £ such that b[u] = 1. Otherwise it continues as before.
Note that unless the game aborts, A’s view does not change. As all bits b[u] are
independent, we derive

Pr [Gll = 1] =Pr [GIO = 1} . Pr[b[u*] =1 /\V/,L eL: b[/.L] = 0]

=Pr[Gy=1]- ! (1 1>q

g+1\" ¢+1
1 1\
=PriGp=1]--(1- —
[Gao } q( q+1>
1

>Pr(Giy=1]-—
= Fr [ 10 } 4qa
where the last inequality follows from (1 — 1/xz)* > 1/4 for all > 2.

Finally, we construct a reduction B that solves CDH with running time ¢ and
advantage ecpy such that

Pr [Gu = 1] < €ECDH -
Then, the statement follows by an easy calculation. Reduction B works as follows:

— B gets as input bilinear group parameters G, g, p, e and group elements X =
9%, Y = g¥. The goal of B is to compute ¢g*¥. First, B samples i* <—s [K]. Then,
it defines pk;. := X (which implicitly defines sk;- := z) and sk; <-s Z,,, pk; :=
g™ for i € [K]\ {i*}.

— B runs adversary A on input G, g, p, e, pk := (pkq, ..., pkg, ck) with oracle
access to a signer oracle and random oracles H, H,, H., H’". To do so, it simulates
oracles H,, H., H exactly as in G11. The other oracles are provided as follows:

e For a query of the form H(pk;., ) for which the hash value is not yet
defined, it samples a bit b[u] € {0,1} such that the probability that
blu] = 1is 1/(g+1). Then, it defines the hash value as YW . gtli"#] for a
randomly sampled ¢[i*, pt] <—s Z,. For a query of the form H(pk;, i), # i*
for which the hash value is not yet defined it defines the hash value
as g'»# for a randomly sampled [, u] <s Z,. For all other queries it
simulates H honestly.

e When A starts an interaction with the signer oracle, B sends N to B as
in the protocol. When B sends its first message pg,com,, com, as its first
message, B behaves as G;. In particular, it tries to extract ¥; j,¢; ; for
(2,7) € [K] x [N]. It then sends seedy to A.
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e When A sends its second message kj, {c; 3,,7 }ic[x], B aborts under the
same conditions as G does. In particular, if B does not abort and the
signer oracle does not abort then ¥;- y.. = (¢, ¢,7) is defined and B for
= Translate(ck, po, @), B sets s+ 3,. = Xt ul+a - Ag defined in Gy,
B also inserts y into the set L. It computes s; j, for ¢ # ¢* as game Gy
does, which is possible as B holds the corresponding sk;. Then, B sends
5:=[15, si3, to A.

— When A returns its final output, B performs all verification steps in G;.
In particular, it searches for the first pair (m,o) in A’s final output such
that for o = (7, ¢1,...,9Kk) and p* := Com(ck, m; p;~) we have u* ¢ L. As
defined in Gy, B aborts if b[u*] = 0. Finally, B defines u; := Com(ck, m; ¢;)
and returns

Z =g Xl g ZiE[iK]\{i*} tlispalski

to its challenger.

We first argue that B perfectly simulates G1; for A. To see that, note that as the
t[i, u] are sampled uniformly at random, the random oracle is simulated perfectly.
To see that s;« y,. is distributed correctly, note that if the signing oracle and G
do not abort, then we have

G50 = (PR ) - )% = (Y gl g ) X bee,

where the last equality follows from b[u] = 0, as otherwise Gi; would have
aborted.

It remains to show that if G1; outputs 1, then we have Z = ¢®¥. This follows
directly from the verification equation and b[u*] = 1. To see this, note that

K
I e (H(pk,, i), pk;) = e (Yb[“*] -gt“*’“*],X) I e (gt“’“”,gsﬂ
i=1 ie[KI\{i"}

e e )Ziem\{i*} i palski

=e(9,9) 9,9

Using the verification equation, this implies that

gly _ . g* (t[i*’p*]m+zie[K]\{i*} t[i,,u,;]ski)

Concluded. O
We note that instead of giving games Gig, G1; and the reduction from CDH

explicitly, one can also directly reduce from the security of the BLS signature

scheme to Gy, leading to the very same bound in total. This tells us that one

can use (up to losing log(K) bits 6 of security) the same curves as for BLS.

Corollary 1 (Informal). Under the same conditions as in Theorem 4, the
scheme PIKAcpy satisfies qumax-one-more unforgeability, if the BLS signature
scheme [5] is unforgeable under chosen message attacks relative to PGGen, where
the concrete security loss is (up to statistically negligible terms) given by K.

5 In our concrete instantiation, log(K) =~ 6.5.
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4.4 Concrete Parameters and Efficiency

Let us now discuss concrete parameters for our scheme PIKAcpy based on the CDH
assumption. Recall that the scheme uses parameters K, 9 and p. Instantiating
the commitment scheme CMT with a Pedersen commitment we also have to set
a value for the order p’ of the group that is used in this commitment scheme. Say
that we aim for x bits of security. In particular, we want to find appropriate values
for K, 9, |p| and [p’|. Consider an adversary with running time ¢ and advantage ¢
against the OMUF security of the scheme. If €/t < 27" we are done. Otherwise
we have ¢/t > 27" and € > 27" as t > 1. Now, we want to use Theorem 4 to
end up with a contradiction. If we use Theorem 4 with ¢ := —1In(e/2)/K, then
e 9K = ¢/2 and the security bound becomes

K
e<?2 (ECMT + — 4+ 49gKecpH + stat> .
p

Assuming kcpy bits of security for the CDH instance and kcuT bits of security
for the commitment scheme CMT we obtain

K
e<?2 (2_’““” st — 4+ 4qK - 27 ¢ 4 stat) .
p

We can now increase kcpy and xemt (for a fixed combination of € and ¢) until
this inequality does not hold anymore. Then the adversary could not have existed
in the first place. Using xcpy and kcmT, we can then determine an appropriate
choice for |p| = 2kcpn + 1 and [p'| = 2kcmt + 1, see [37].

However, note that we can only apply this approach, if (1 — )¢ > 1, due
to Theorem 4. By our choice of § it is therefore sufficient to guarantee that
(1 —1In(25t1)/K) 9 > 1. It is clear that for a decreasing K, we have to increase
¥ to satisfy this constraint. Thus, our approach is as follows: For a few choices of
K, we determine the minimum ¥ > 0, such that the constraint holds. If there is
no such ¥, we throw away this particular K. Then, we proceed as discussed above
to find security levels for the underlying instances and compute the signature
sizes and key sizes.

Next, we focus on blindness. For simplicity, assume that N¥ = N =: N.
We instantiate PRF using a GGM construction with a random oracle Hpgf
(cf. Supplementary Material Section E) and know that eprr < (2log(NK) —
1) K Qupge /2777, where npgr is the output length of the pseudorandom function.
By applying Theorem 3 we obtain the security bound

(21og(N) +210g(K) = 1) KQuws | @k Quw  Qn. | KQu

anRF72 2’)171 2?7,72 2"7JPRF72 + 2npRF72’

where npre denotes the output length of PRF. Thus, we only have to increase
nprr until the security bound guarantees k bit of security.

We implemented the approach discussed above in Python script, see Sup-
plementary Material Section K.2. To simplify a bit, we made the conservative
assumption that the number of hash queries for each random oracle is equal to
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the running time of the adversary and set N and N in the blindness bound to
be equal to the maximum number ¢ of signatures interactions that the adversary
starts. Results can be found in Table 1.

5 A Concrete Scheme based on RSA

In addition to our concrete scheme from CDH, we also construct a concrete scheme
BSgrsa based on the RSA assumption. We postpone the details to Supplementary
Material Section H and only give a short overview here.

Our scheme is based on the Okamoto-Guillou-Quisquater (OGQ) [31] linear
function. That is, we start with this function in our generic transformation from
Section 3. Informally, the function has domain D := Z) x Z}, scalar space
S := Zy and range Z};, where N is an RSA modulus and A is a prime with
ged(N, A\) = ged(o(N), A) = 1. As we can not aggregate signatures efficiently, we
can not mimic the K-repetition technique from our CDH-based scheme. Thus,
we still rely on the loose bound of the underlying linear blind signature scheme.
To solve this issue and obtain practical parameter sizes, we note that the bound
becomes acceptable, once we increase the parameter A\. Our insight is that this
can be done independently from the modulus N.

Although this improves the bound and thus concrete parameters, we still
have a rather large communication complexity, due to the logarithmic number
of R; € Z}; that are sent in our generic transformation. Here, our solution is to
send a short random seed (e.g. 128 bit) and derive the values R; using a random
oracle. Now, the signer has to recover the preimages of the R; to continue the
protocol. We show that the OGQ linear function admits a trapdoor, that allows
to sample preimages, solving this problem as well.
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Supplementary Material

A

Standard Computational Assumptions

Definition 8 (RSA assumption). Let RSAGen be an algorithm that on input

177.

outputs (N, p,q,e), where N = pq for distinct n-bit primes p,q and e € N

such that ged(e, p(N)) = 1.

We say that the RSA assumption holds relative to RSAGen if for all PPT

algorithms A the following advantage is negligible:

Priz¢ =y | (N,p,q,e) < RSAGen(1"),Z +sZy,y := 2%,z + A(N,e,y)].
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Definition 9 (CDH assumption). Let PGGen be an algorithm that on input
1™ outputs (G, g, p,e), where G is the description of a cyclic group with generator
g and prime order p, and e : G X G — Gp is a non-degenerate bilinear map into
some target group Gr.

We say that the CDH assumption holds relative to PGGen if for all PPT
algorithms A the following advantage is negligible:

Pr(z=uxzy | (G,g,p,e) < PGGen(1"),a,b<=sZy, g° < A(G,g,p,e,9%,9")] .

B From Semi-Honest to Malicious Blindness

Here we show how to transform any blind signature scheme with semi-honest signer
blindness into a scheme that satisfies malicious signer blindness. In summary, we
show the following lemma.

Lemma 1 (Informal). Let BS be a blind signature scheme that satisfies semi-
honest signer blindness. Then, using a non-interactive zero-knowledge proof-of-
knowledge, BS can be transformed into a blind signature scheme BS' that satisfies
malicious signer blindness. Furthermore, the schemes BS and BS' are identical
except for public keys pk. Finally, for any ¢ : N — N, it holds that if BS satisfies
(-OMUF, then BS' satisfies (-OMUF and the security proofs of this transformation
are tight.

B.1 Non-Interactive Proof Systems

Before we describe our transformation, we recall the definition of non-interactive
proof systems. For simplicity of exposition, we focus on online-extractable proof
systems in the random oracle model as defined in [13]. However, we note that
different notions of non-interactive proofs are also applicable here.

Let R C {0,1}" x {0,1}" be a binary relation. We define the associated
language Lr C {0,1}" via

r € Lr <> (z,w) € R for some w € {0,1}",

for all z € {0,1}". Here, we call = the statement and w the witness. In the
following, we focus on NP relations, which means that R is efficiently decidable
and the length of the witness w is bounded by a polynomial in the length of the
statement x. Relations can implicitly depend on the security parameter, with the
restriction that the length of statments is polynomially bounded in the security
parameter.

Definition 10 (Non-interactive Proofs). Let R be an NP relation and H be a
random oracle. A non-interactive zero-knowledge proof-of-knowledge (NIZKPOK)
for R is a tuple PS = (PProve, PVer) such that

— PProveH(x,w) takes as input a statement x and a witness w and outputs a
proof .
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— PVer" (z,7) is deterministic, takes as input a statement x and a proof ™ and
outputs a bit b € {0,1}.

Further, the following completeness and security properties should hold:

— Completeness. For all (x,w) € R we have
Pr [PVerH(x,ﬂ) =1 | + PProve" (x,w)} =1

— Zero-Knowledge. There exists a PPT algorithm Sim such that for any PPT
algorithm D the following advantage is negligible:

| Pr [D"(St, ) = 1| (St, z,w) < DH(1"), 7 < PProve" (z,w) |

(StSim; Ho) < Slm(l”), :| |

Hi _
—br [D (St,m) = 1‘ (St,,w) + DR (1), (Hy,m) ¢ Sim(Stsim. )

— Proof-of-Knowledge. There exists a PPT algorithm Ext such that for any
algorithm A the following advantage is negligible:

Pr [(x,w) ¢ R APVer'(z,7) = 1’ (z,7) + AH(1"), w + Ext(z, T, Q)} ,

where Q denotes the list of queries of A to oracle H and the respective answers.

B.2 Construction

We describe how we turn any blind signature scheme satisfying semi-honest signer
blindness into a blind signature scheme satisfying malicious signer blindness. Our
transformation preserves one-more unforgeability.

Let BS = (Gen, S, U, Ver) be a blind signature scheme. Consider the relation
of public keys and random coins

R = {(pk, p) [ Tsk : (pk,sk) = Gen(1"; p)},

where pk is the statement and p is the witness. Further, let PS = (PProve, PVer)
be a NIZKPOK for R using random oracle H.

We transform BS into a new blind signature scheme BS’ = (Gen’,S, U, Ver),
where algorithms S and Ver stay the same. Algorithm Gen’ is as follows:

1. Sample random coins p for algorithm Gen.

2. Generate (pkg,sk) «+ Gen(1™; p).

3. Compute a proof m <— PProve" (pkg, p) using pk, as the statement and p as
the witness.

4. Return the public key pk := (pkg, 7) and the secret key sk.

Further, algorithm U’ is as algorithm U, but additionally checks the correctness
of the public key pk first. That is, U’ parses pk = (pky,7) and runs b :=
PVerH(pk07 7). Then, if b = 0, it aborts the interaction. If b = 1, it behaves as U
does.
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B.3 Analysis

We now show that one-more unforgeability is preserved and we achieve malicious
signer blindness.

Lemma 2. Let BS be a blind signature scheme and PS be a NIZKPOK for the
relation R using random oracle H. Then, BS' satisfies malicious signer blindness
assuming that BS satisfies semi-honest signer blindness.

Concretely, let te denote the running time of the extractor algorithm Ext
given by the proof-of-knowledge property of PS. Then, for any adversary against
the malicious signer blindness of BS' with advantage € and running time t, there
exist adversaries against the proof-of-knowledge property of PS and against the
semi-honest signer blindness of BS with running time tps = t,tgs < t + tg and
advantage eps, €gs, respectively, such that € < egs + €ps.

Proof. Let A be an adversary against malicious signer blindness of BS’. We denote
its advantage by e. First, we can assume that A outputs a key pk = (pkg, 7) such
that PVerH(pkO, 7) = 1. This is because otherwise, user oracles of scheme BS’
abort and leak no information about the message that is used.

With this assumption in mind, we build a reduction B against semi-honest
signer blindness of BS. The reduction uses A as a subroutine. It also makes use
of the extractor Ext that exists due to the proof-of-knowledge property of PS.
Reduction B is as follows:

— B simulates the random oracle H for A, keeping track of the list Q of random
oracle queries and answers.

— B obtains a key pk and messages mg, m; from A. It parses pk = (pk, 7) and
runs p < Ext(z, 7, Q). If (pky, p) ¢ R, B sets bad = 1 and simulates random
oracles O, O} to adversary A by aborting each interaction. Later it returns
oo = 1,01 = L1 to A. Otherwise, if (pkg, p) € R, B outputs the random
coins p and the messages mg, m; to its blindness game. Note that this implies
that its blindness game will use the public key pkj.

— B gets access to oracles Og, O1. It provides oracles O, O] to adversary A.
By our assumption, we have PVerH(pkO, 7) = 1. Reduction B simulates Oy
as O and O} as O].

— It runs A with one-time access to oracles O, O}. Then, it obtains signatures
09,01 from its blindness game and forwards them to A.

— When A outputs a bit &', B forwards this bit to its blindness game.

It is clear that the running time of B is dominated by the running time of A and
the running time of Ext. Further, assuming that bad is never set to 1, B perfectly
simulates the malicious signer blindness game BLIND,, gs/ for A if it runs in
semi-honest signer blindness game BLIND), gs. Also, note that the probability
of bad =1 is bounded by the knowledge error of PS, which is eps by assumption.
Further, the probability of bad = 1 is independent of the bit . To conclude the
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proof, we define the event W, := (BLIND{;‘BS/(n) = 1) . We obtain

e=  |Pr[Wp] — Pr{W,]|

<  |Pr[Wp | bad = 0] - Pr[bad = 0] + Pr[Wj | bad = 1] - Pr[bad = 1]

—Pr[W; | bad = 0] - Pr[bad = 0] + Pr[W; = 1| bad = 1] - Pr [bad = 1]|
(W, | bad = 0] — Pr[W; | bad = 0]
[ ] ]
[ ] ]

< |pr - |- Pr[bad = 0]
+|Pr Wy | bad = 1] — Pr[W; | bad = 1]| - Pr [bad = 1]
< |Pr[Wo | bad = 0] — Pr[W; | bad = 0]| + Pr [bad = 1] < egs + €ps.

O

Lemma 3. Let BS be a blind signature scheme, PS be a NIZKPOK for the
relation R using random oracle H, and ¢ : N — N be a function. Then, BS' satisfies
£-one-more unforgeability assuming that BS satisfies £-one-more unforgeability.

Concretely, let tsin, denote the running time of the simulator algorithm Sim
gtven by the zero-knowledge property of PS. Then, for any adversary against the
L-one-more unforgeabilit of BS' with advantage € and running time t, there exist
adversaries against the zero-knowledge property of PS and against the £-one-more
unforgeabilit of BS with running time tps = t,tgs < t + tsim and advantage
€ps, €gs, respectively, such that € < egs + €ps.

Proof. Let A be an adversary against the /~-OMUF security of BS’. We show the
statement via a reduction from the /~-OMUF security of BS.

Game G: We start with game Gg := (~-OMUF{s,, which is the one-more
unforgeability game. First, a key pair (pk,sk) is sampled by the game. Recall
that pk is of the form pk = (pky,7), where m < PProveH(pkO,p) and p are the
random coins used to generate pk,. Then, A is executed with input pk and oracle
access to random oracle H and a signer oracle O’. In the end, A outputs pairs
of signatures and messages and the game outputs 1 if these are all valid, the
messages are distinct and there are more such pairs than the number of completed
interactions with oracle O’.

Game Gi: We change the way the proof 7 contained in pk is generated. Namely,
we use the simulator Sim that exists by the zero-knowledge property of PS to
generate 7. Note that this simulator may program the random oracle H. Clearly,
we can bound the difference between Gg and G; by the advantage eps of a
reduction against the zero-knowledge property of PS. Thus, we have

IPr[Go = 1] — Pr[Gy = 1]| < eps.

We will now bound the probability that G; outputs 1 by a reduction B from
the ~-OMUF security of BS. We denote the advantage of B by egs. The reduction
is as follows:

— B gets as input a public key pk, for scheme BS. Also, B gets oracle access
to a signer oracle O for scheme BS. It generates a proof 7 for the statement
pko using the zero-knowledge simulator Sim and defines pk := (pkg, 7).
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— B runs algorithm A on input pk by providing random oracle H and a signer
oracle O', which is simulated using O.
— B forwards the outputs of A to its own game.

It is easy to see that the reduction perfectly simulates G for A. Also, as
verification for BS is the same as for BS', any valid forgery of A leads to a valid
forgery of B. Thus, we have

Pr [Gl = 1} < €gs.

B.4 Applicability to Our Schemes

Let us discuss how to apply the transformation that we presented in this section
to our schemes. We focus on the schemes resulting from the generic construction
in Section 3 and the concrete scheme from RSA.

Using Generic Proofs. We can use a generic zero-knowledge proof-of-knowledge
for NP to apply the transformation to any blind signature scheme that satisfies
semi-honest signer blindness. While this is an inefficient solution in general, we
argue that it is acceptable here. First, such proofs are allowed to use random
oracles in our setting. Second, the proof only needs to be generated once, and
verified once by each user. Therefore, this will only induce a one-time overhead,
which is independent of the complexity of the actual signing protocol.

More Efficient Solutions. Taking into account the concrete structure of the
schemes we construct, more efficient solutions are possible. For example, the
relation between a public and a secret key (which is part of the random coins
used for key generation) in our protocols is given by a linear function. Therefore,
simple Schnorr-style Fiat-Shamir [12] proofs can be used. In an RSA-based
setting, one also needs to prove knowledge of the coins needed for the generation
of parameters.

As an example, consider our RSA-based scheme from the OGQ linear function
family, as presented in Supplementary Material Section H. Here, the random
coins used for key generation are given by p, g, a, A, sk’ and the random coins used
to generate ck. First, one can show that N is the product of two primes p, ¢ using
techniques from [21] or [8]. Here, one needs resort to the quadratic residuosity
assumption [21] or the discrete logarithm assumption [8]. Also, using [21], one
can show that ged(¢(N), A) = 1. We can then turn this into a proof-of-knowledge
by running a non-interactive version of the Fiat-Shamir identification scheme
[12] on random public keys (e.g. sampled via the random oracle). This proves
knowledge of the factorization of IV, i.e. of p and ¢. Similar techniques can be
used to prove knowledge of the random coins used to generate ck.

C Blind Signature Schemes from Linear Function Families

Here, we give the concrete security theorem from [25]. It states that for a collision
resistant linear function family with pseudo torsion-free element in the kernel,



Pika! 37

the linear blind signature scheme BS[LF] is secure, as long as only logarithmically
many signatures are issued.

Definition 11 (Collision Resistance). A linear function family LF is collision
resistant if for any adversary A, the following probability is negligible:

Pr[F(z) = F(2') Az # 2 |(z,2") < A(par)]

Theorem 5 ([25]). Let LF be a linear function family and H: {0,1}" — S be a
random oracle. If LF is collision resistant and has a pseudo torsion-free element
in the kernel, then BSILF] is £ for £ = O(logn).

Concretely, for any adversary A that has success probability € in the {-one-
more unforgeability game against BS[LF] and runs in time t, initiates at most p
protocol execution, and makes at most Qu queries to H, there exists an algorithm
against the collision resistance of LF with running time t' = 2t and advantage € ,

where
0 (e_@-(p—@)“l) L

2 922n Q2£3
and Q =Qu++1.

Next, we show semi-honest signer blindness of BS[LF]. We note that [25] only
claim honest signer blindness, but their proof carries over to semi-honest signer
blindness.

Theorem 6. Let LF be a linear function family and H : {0,1}" — S. Then
BS[LF] satisfies semi-honest signer blindness.

Concretely, every adversary against the semi-honest signer blindness of BS|LF]
that queries H at most Qu times has advantage at most 4Qu/|R]|.

Proof. We follow the proof given in [25]. Consider an adversary A against the
semi-honest signer blindness of BS[LF]. In the game G} := BLIND,, gg|.f) for
bit b € {0,1}, A first outputs random coins p, and two messages mg, m;. The
random coins define a public key pk and a secret key sk. We write pk = F(sk),
keeping in mind that pk also contains parameters par specifying F. Note that
these parameters are the output of the key generation algorithm and therefore
well-formed. Then, A can interact with two user oracles Og, O;. We denote
the randomness that is used by these oracles by (o, fo), (a1, 51), respectively.
Further, we denote the transcripts that A learns during this interaction by
To = (Ro,co,50) and Ty = (Ry,c¢1,81), respectively. After the interaction, A
obtains signatures oy for mg and o7 for my.

In a first step of our proof, we rule out the bad event that A queries H(my, RY{)
or H(my_p, R}), where R = Ro + F(a) + Bo - pk and R} = Ry + F(ay) + 51 - pk
before A obtains the signatures og,07. As F is smooth and ag, a; are chosen
uniformly at random from D, this bad event occurs with probability at most
2Qn/|R|. We call the resulting game Gj.
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Now, we argue that the view of A in game Gy is the same as the view of A
in game G/. Then, the claim follows from

[Pr[Go = 1] = Pr[Gy = 1]| < |Pr[Go = 1] — Pr [G{ = 1]|
+|Pr[G{ = 1] = Pr [G] = 1]

4
HPr (G = 1]~ Pr[Gy = 1]] < I%H'

We argue that for all combinations of ¢ € {0,1} and j € {0,1}, there are
values (a j,0i,;) that explain that m; was used in oracle O; and have the
same distribution before A obtains the signatures. To this end, we look at the
experiment before A obtains signatures og, o1. Here, define the values

Q5 = S; — s; — ¥(pk, *C;,Ci)a Bij=ci— C;—

for ¢,j € {0,1}. We see that for all ¢,j € {0,1} the value f3; ; is distributed
uniformly conditioned on the view of A before learning the signatures. This is
because the value ¢ = H(m;, R, ) is uniform as we ruled out that A queries
the random oracle at that position. Also, the distribution of a; ; = s; + a; +
¥ (pk, —c}, cjop) — si — ¥(pk, —¢}, ¢;) is uniform, due to the uniform choice of a;.

Further, the values (a;;, 8;,;) satisfy ¢; = H(mj, R; + B jpk + F(e,;)) for all
i,7 € {0,1}, which can be verified by an easy calculation using pk = F(sk), see
[25].

Thus, the view of A before and after it obtains the signatures og, oy is
independent of the bit b, which finishes the proof. a

D Randomness Homomorphic Commitments

Here, we show how randomness homomorphic commitment schemes can be
obtained from standard assumptions, such as RSA and DLOG. Before we give
concrete schemes from these assumptions, we introduce a generic way of obtaining
such commitment schemes from linear function families.

To this end, let LF = (PGen,F,¥) be a linear function family. For par <
PGen(1™), a commitment key ck is a random element ck +—sR in the range of
the linear function. We assume that ck implicitly contains par. We the define a
commitment for element x € S and randomness r € D, and a translation of a
commitment 1 € R by r as follows:

Com(ck, z;7) := F(r) — x - ck, Translate(ck, u,7) := u + F(r).

By smoothness of the linear function F, we see that this is perfectly hiding.
Completeness of translation follows by linearity of F. In most cases, the binding
property follows from the preimage resistance of LF and”

Com(ck, zg;ro) = Com(ck, z1;71) = F(ro — 1) = (xo — x1) - ck.

7 This corresponds to special soundness if the linear identification scheme derived from
LF. Note that this is always given if the set of scalars is a field. In other cases, one
may still be able to show special soundness, e.g. using Shamir’s trick.
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D.1 Randomness Homomorphic Commitment from RSA

To instantiate the randomness homomorphic commitment scheme, we show that
a folklore commitment scheme based on the RSA assumption is randomness
homomorphic. From another point of view, this scheme can be obtained from the
Guillou-Quisquater identification scheme [24]. The commitment key ck contains
public parameters (N,e) such that N = pq for two distinct n-bit primes, e is
prime and ged(e, ¢(N)) = 1 as well as an element y := z° mod N, where x <—sZ%.
Commitment and translation algorithms for m € Z.,r € Z};, pn € Z} are defined
as follows:

Com(ck, m;7) := r°y™ mod N
Translate(ck, u, ) := r°4 mod N.

It is easy to observe that translation is complete and the commitment is perfectly
hiding. To see that it is computationally binding, note that given two pairs
(mo,70), (M1,71) € Ze X ZYy with mg # my and Com(ck, mg; rg) = Com(ck, my;71)
we have

rey™ = r{y™ (mod N).

Without loss of generality we have mg > m; and as e is prime we have ged(e, mg —
m1) = 1. Thus, we can apply Shamir’s trick to

(ro'r1)¢ =y™ ™™ (mod N)

th

and derive an e"* root of y.

D.2 Randomness Homomorphic Commitment from DLOG

We also show that the standard Pedersen commitment scheme [34] is randomness
homomorphic. Recall that in this scheme, the commitment key is a pair of
group elements g, h, where (G, g,p) + GGen(1"). Commitment and translation
algorithms for m € Zp,r € Z,, u € G are defined as follows:

Com(ck, m;r) := g"h™
Translate(ck, i, ) := g" p.
It is well-known (and easy to see) that the scheme is perfectly hiding and

computationally binding under the DLOG assumption relative to GGen. Also,
completeness of translation is easy to see.

E Puncturable Pseudorandom Function

We instantiate the puncturable pseudorandom function PRF using the classical
GGM construction [22]. As our framework is defined in the random oracle model,
we also instantiate the GGM construction using random oracles. The construction
is as follows. Let H : {0,1}* — {0,1}*" be a random oracle. For simplicity, we
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write H(z) = (Ho(x),Hi(x)) for any x to separate the output of H into two n-bit

strings. Keys are random strings of length n and for £ € N,z € {0, 1}Z, ke {0,1}"
we define

GGM07;§() = k?, GGMg,k(b || JC) = GGMZ—LHb(k)(x)

Then the evaluation of the pseudorandom function with key & € {0,1}" on input
z € {0, l}d(n) is PRF.Eval(k, z) := GGM(,,) (). We also define an algorithm

Puncture;(k, X) to puncture keys at a set of points §§ # X C {0, 1}E as follows:
We set Punctureg(k, X) := () and

— Set kx := 0 and (ko, k1) := H(k).

— Define sets X := {z | (z1,2) € X Axy = b} for b € {0,1}.

— If Xo =0, set kx := kx U{ko}. Else set kx := kx U {Puncture,_1(ko, Xo)}.
— If X3 =0, set kx := kx U{k1}. Else set kx := kx U {Puncturey_ (k1, X1)}.
Return kx.

Note that this algorithm always terminates. We set PRF.Puncture(k, X) :=
Punctureg(,,)(k, X). Also, note that punctured a punctured key contains all
information needed to evaluate the pseudorandom function at inputs that are
not in X. Using a proof by induction over d(n) and |X|, one can easily show that
the number of elements in kx is at most (d(n) — 1)|X| + 1.

It remains to show pseudorandomness on punctured points.

Lemma 4. Let H : {0,1}* — {0,1}*" be a random oracle and consider the
puncturable pseudorandom function PRF as defined above. Let A be a PPT
algorithm that makes at most QQ queries to H. Then the advantage of A in the
pseudorandomness game for PRF is at most

(2d(n) — DQ|X]
2'Il

where X is the set of points that A outputs and d(n) is the input length.

Proof. A simple hybrid argument shows that we only have to argue that we
have pseudorandomness for keys which are punctured at one point. Then we can
show the claim by induction over the input length d = d(n). In particular, we
show that for any PPT algorithm making at most () random oracle queries the
advantage can be bounded by (2d — 1)Q/2". We start with the case of d = 1.
Let A be a PPT algorithm and assume it outputs X C {0,1},|X]| = 1. Let
k<s{0,1}" be a random key. Let X = {z}. Conditioned on kx = {H;_,(k)}
the value PRF.Eval(k, z) = H,.(k) is uniformly random unless A queries H(k). As
k is sampled uniformly at random and A can only make a polynomial number
of random oracle queries, a union bound shows that the probability that this
happens is negligible. In more detail the distinguishing advantage can be upper
bounded by Q/2". Now consider d > 1, let k<-s{0,1}" be a random key and
let X = {z},z € {0,1}" be A’s initial output. Let kx, be the values that A
gets as input after outputting X. Write z = z; || Z for z; € {0,1},z € {0,1}%7".
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We show indistinguishability via a sequence of four games. In the first game,
we let kx be the honestly punctured key kx = {512, = Hi_s, (k), kz } and
r = Eval(k,z) be the real evaluation at input z. In the second game, we set
$1-z, +5{0,1}". Note that similarly to the argument for d = 1, the adversary A
can only distinguish between these two games, if it queries H(k), which happens
with probability at most @/2". In the third game, we sample r < {0,1}". Note
that any distinguisher between the second and the third game can be turned
into a distinguisher for input length d — 1 with the same advantage by a straight
forward reduction. Hence, using the induction hypothesis, the advantage of
A in distinguishing the second and the third game can be upper bounded by
(2(d—1) —1)Q/2". Finally, we undo the change we did in the second game. That
is, we set s1_z, = Hi_, (k). Again, the advantage of distinguishing between the
third and fourth game is at most @/2". In total, we obtain that the advantage
of A in distinguishing between the real value of the pseudorandom function at
input = and a random string is at most (2d — 1)Q/2". O

F  Ommitted Chernoff Bound

Lemma 5. For a sum X of independent {0, 1}-random variables and any s >
E [X] it holds that
Pr[X > s] < exp(3E [X] — s).

Proof. The proof is similar to [30]. Recall the standard Chernoff bound for all
6> 0:

Pr(X > (1+0) -E[X]] <exp (—]E[X}Q(fé).

Using 22 > (x + 2)(z — 2) for all z > 0 we obtain

Pr[X > s] = Pr [Xz <1+ (E[SX]_1)> -JE[X]]

(s/E[X] — 1)?
< exp (‘E X R - 1>>

S

e (B30 (57 - 3) ) =0 GELX] - o).

IN

G Omitted Analysis of Our Generic Construction

G.1 Blindness

Proof (of Theorem 1). We note that we prove the theorem using the notion of
malicious signer blindness. However, the proof also applies for both honest signer
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blindness and semi-honest signer blindness, where the only change is the way the
final reduction passes keys between its own game and the adversary.

Let BS := CCCBSILF] and A be an algorithm with blindness advantage e.
That is,

€= ‘Pr [BLINDg}BS(n) = 1} —Pr [BLIND{fBS(n) = 1} ‘ .

We will bound this advantage via a sequence of games, changing how the

oracles Og, O1 behave. To be precise, we present games G, for i € {0,...,8}
and b € {0,1} such that Gop = BLIND{;‘BS and the games G, and G;_1 are
close for all b € {0,1}. Finally, we show via a reduction from the blindness of
BSILF] that Gg and Gsg 1 are close. Unless otherwise stated, random oracles are
simulated honestly.
Game Gy : This game is defined as the blindness game BLIND;;‘BS. We briefly
recall this game and fix some notation for the rest of the proof. First, A outputs
a public key pk and messages mg, m;. Then, it gets access to oracles Og, O1,
that simulate a user with input my, m;_j, respectively. After the interaction with
these oracles, A gets the resulting signatures oy, o; for the messages mg, my,
respectively.

Throughout the proof, we will distinguish the variables used in the oracles
Og, O1 by superscripts {L, R}. For example, by N L we denote the cut-and-
choose parameter that A sends in its first message to oracle Og. If we omit the
superscript, our desciption should be understood to apply for both oracles.

By how we defined Gyg, we have

€= |PI‘ [G070 = 1] —Pr [GO,I = 1]‘ .

Game G : This game is identical to Go, except after the adversary sends

the first message N in each oracle Og, Oy, the game uniformly samples J s [N].
Later, if J # J, the game aborts. If the game guesses J correctly for both oracles,
then the game is still identical to Gg . Furthermore, the view of A is independent
of J before the potential abort. Hence, we have

PI‘[GLb = 1} = PI‘[GO,b = ].]

1
NLNE
In the following, we will assume that J is guessed correctly for both oracles, i.e.
JE = Jband JR = JE.

Game G ;: This game is identical to Gy 3, except that the we change how the

game generates the values prer;, j € [N]. Namely, the game computes a punctured
key k; < PRF.Puncture(k, J) and sets

prer ; := PRF.Eval(k, J) and prer; := PRF.Eval(k, 5) for all j € [N]\ {J}.

Later, it returns k; as its punctured key as part of the sixth message of the

interaction, where we use the assumption that J=J. By the completeness of
PRF, this does not change the view of the adversary. Thus, we have

Pr[GQJ) = 1] = PI‘[GL[, = 1].
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Game Ga3: This game is identical to G j except that the value prer§ ., is sampled
at random as prer?L +s{0,1}""" instead of using prerlf;L := PRF.Eval(k", J5).
The probability difference between G, and Gs can be bounded by the pseu-
dorandomness property of the puncturable pseudorandom function PRF. This
can be seen with the following reduction B.

— Get a key and messages from the adversary, i.e. (pk, mg, my, St) + A(1").

— Run A on input St with access to random oracles and interactive oracles
Op, Oy, i.e. St + A%:01(St). The oracle O; is provided as in game Gy,
and oracle Og is provided as follows:

e When A sends N%, guess JL s [NL] as in game Ga; and output JL to
the PRF challenger. Obtain the punctured key k ;. and value prer?L.

e Use kj. to sample prer} for j € [N*]\ {J'} as in G3,. Continue the
oracle simulation as in Gg . According to this, if the simulation does not
abort, send the key k;; in the sixth message of the interaction.

— Let op,01-p be the local outputs of Og, Oq, respectively. If o = L or
o1 = L, then run ¥ + A(St,L,1). Else, run b’ < A(St,00,01) and
output .

In the case that prer§ . is uniformly sampled from {0, 1}""*", B perfectly simulates
Gs . While if prer?L is generated from PRF, B perfectly simulates Gy ;. Using
the security of PRF with input length log(NT), we get

‘Pr[G’Q’b = 1] — Pl"[Gg’b = 1]| < €PRF-

Game Gy p: This game is identical to Gg except that prer?R +s{0,1}""% is
sampled at random instead of generated using PRF. Similar to our previous
step, we can construct a reduction against the security of PRF with input length
log(N ) with advantage at most epgrr and obtain

‘PI‘[Gng = 1] - PI"[G4’b = 1]| < €pRF-

Game Gs: This game is identical to Gy except that we sample the value r;
uniformly at random instead of generating it using H,(prer ;). That is, the game

samples
t; = (05, 85,05,77) 5D X 8 X R x {0, 1}

It is clear that A can only distinguish this from Gy if Hy (prer ;) is queried. Due
to the previous change, prer; uniformly sampled over {0,1}"" and the only
information that A gets about prer; is given by its hash value. Thus, we can
apply union bound over the two user oracles and all queries to H, to obtain

2Qn,

onpRF

IPr[Gay = 1] — Pr[Gs, = 1]| <

Game Gg: This game is identical to Gs; except that com, is computed dif-

ferently. Concretely, the game samples h ; <s {0, 1}™ and computes the com,
as

com, (= Hr(Hr(rl)v ceey Hr(rj_1)a hja Hr(rj+1)7 cee Hr(rN))



44 R. Chairattana-Apirom, L. Hanzlik, J. Loss, A. Lysyanskaya, B. Wagner

Later it returns h; as part of its third message. It is clear that A’s view does
not change unless it queries Hr(rfi(x) for X € {L, R}. Note that A obtains no
information about «; and «; is sampled uniformly at random. Thus, we can
apply a union bound over all Qu, random oracle queries and X € {L, R} and
obtain

2Qu,

|Pr[Gep = 1] — Pr[Grp, = 1]| < Smene

Game G7;: This game is identical to Gep, except that we change how the
commitment p; is computed. In previous games, the commitment was computed
as
pj := Translate(ck, o, ¢ j) = Com(ck, m; g + ¢ ;).
Instead, the game now samples ¢* <—s R and computes
pj := Com(ck, m; ™).

When outputting the signatures, the game uses ¢* instead of g + ¢ ;. Here,
we again use our assumption that J=1J. According to the aborts previously
introduced, A has no information regarding ¢ ;. Hence, the distribution of ¢q+¢ ;
conditioned on &, (¢o + ¢;) Iy and ¢ is uniformly random as ¢ ; is uniformly
random and independent of all the other values. Therefore, the view of A in G
is the same as in Ggp, which implies that

Pl"[G7’b = 1] = PT[GG’b = ].]

Game Gg: This game is identical to G except that the game now computes
po = Com(ck,m, pg) for arbitrary (say random) message m. We claim that
A’s view in this game is identical to its view in Gy . This is because in our
previous changes, we established that the only information that A gets about
o is the commitment pg itself. In particular, the signatures that A gets are
independent of p} and ¢f¥. Therefore, we can use that CMT is perfectly hiding, i.e.
Com(ck, m, o) and Com(ck, m, pg) are identically distributed given ck. Therefore,
the view of A4 does not change and we have

PI‘[G&b = 1] = PI‘[G775 = 1].

To summarize, so far we established the bound

4
e < NLNR (W + 4eprr + |PI‘[G870 = 1} — PI‘[Gg’l = 1]) .
Lastly, we construct a reduction B’ distinguishing between the two blindness
games of BS[LF] using A as a subroutine. This allows us to bound the advantage
of A in distinguishing the games Gs o, Gs,1. Reduction B’, which runs either in
game BLIND gs( f] or game BLIND gs| ), is as follows.

— B’ runs® (pk,mg,my, St) « A(A), and commits to messages mg,m; via
wi == Com(ck, my; ), ¢ <—s Rk for both b € {0,1}. Then, B’ forwards the
public key pk (after removing ck), and the messages g, 13 to its game.

8 Note that this step is where we have to slightly modify B’ for the proof of honest
signer blindness or semi-honest signer blindness.
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— B'is executed with access to oracles Of, Of. In this step, B’ runs the adversary
with access to oracles Og, O; and random oracles on input St. Thereby, it
provides the random oracles honestly via lazy sampling, except random oracle
H, for which it forwards queries from A to its own game. In both oracles
Oy, O; interacting with A, B’ simulates the user protocol as follows.

o When A sends its first message with N, sample .J s [N]. Generate keys
k < PRF.Gen(17#F 1°6N) and k; < PRF.Puncture(k, J). Set prerj :=
PRF.Eval(k,j) and set r; := H,(prer;) for all j € [N]\ {J}. Then, set
the commitment po := Com(ck, m, pg) for an arbitrary message m and
©0 <=8 Rek. Sample the value h ; <= {0,1}". Other values are calculated
based on the original protocol with these changes. Then, pg,com, to A.

e Upon receiving, Rj,...,R; where | = log N, calculate Rj as in the
protocol and forward that to the corresponding oracle (O}, for Oy). Then
set c; as the response from this oracle. For other sessions j € [N]\ {J},
run the user protocol honestly.

e Follow the protocol until receiving J. If J # J, abort the entire execution.
Else, follow the protocol honestly until receiving s ; from .A. Then, forward
this value to the corresponding oracle (O}, for Oy).

— B’ receives signatures (cp, sg), (¢}, s1) from its own game. It runs the adversary
A on input oq := (s, ¢, p) and o1 := (s, ¢], ¢7) and gets a bit b’ € {0,1}
in return. B outputs this bit &’.

We can easily see that if B’ runs in BLIND gsj ), B’ perfectly simulates Gs o
for A. Vice versa, if the underlying game is BLIND gs[ ), B’ perfectly simulates
Gg,1. Hence, denoting the advantage of B’ by egsj ), we get

|PT[G8’0 = ].] — PI‘[G&l = 1” < €BS[LF]-

G.2 One-More Unforgeability

Proof (of Theorem 2). Let A be an adversary in the one-more unforgeability
game of CCCBS[LF]. Suppose that A runs in in time ¢, initiates the protocol at
most p times, makes at most Qu, Qn,, @u, queries to H, H,, H. respectively, and
has success probability e.
Game Gg: We start with Gg, which is the f-one-more unforgeability game, i.e.
Gy = E—OMUF?CCBS[LF]. The success probability of A in this game is €. Recall
that in this game, keys (pk,sk) < Gen(1™) are sampled and pk is given to A.
Then, A gets access to an oracle O that simulates the signer algorithm S(sk). In
the end, A outputs messages and signatures (m;, o;) and the game outputs 1 if
these are valid signatures on distinct messages, and there are more pairs in the
output than the number of completed interactions with oracle O.

For ¢t € {r,c}, we say that a value y is extractable (at some point of the
execution) from a random oracle Hy if there is a query v to Hy such that Hy(v) =y
(and the query happened before that point). In this case, note that whenever A
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sends a value y that is extractable, the game can find such a query v by searching
in the list of random oracle queries. We also say that y is extractable to v.
Game G: This game is identical to Gg, except the game aborts when at least
one of the following bad events occurs:

(1) There are collisions in H,, H, i.e. there exists two queries x # =’ to H; such
that Hy(x) = H.(a’) for t € {r,c}. Clearly, the probability of this happening
is at most (Qf + Qf )/2".

(2) When com, is sent by A in an interaction, com, is not extractable from H, or
it is extractable to h;’s, but there exists some j such that h; is not extractable
from H,, and later even with j # J, the signer does not abort (i.e. algorithm
Check outputs 1). In other words, this event occurs if the game can not find
values r; in the list of random oracle queries such that

com, = H,(He(F1), ..., He(Fx)).

Clearly, once com, is fixed, this event can only happen when the adversary
finds the correct (hq,...,hn) or r; such that H, outputs com, or h;, respec-
tively. Since the adversary makes at most Qn, queries to H,, the probability
of this happening is Qu, /2" in a protocol execution. Hence, by union bound,
the probability of this event is pQpu, /2.

(3) When com, is sent by A in an interaction, com,. is not extractable from H.
when received, but the signer does not abort later. Note that algorithm Check
verifies that com. = H.(cy,...,¢n). Thus, this event can only occur if A
finds preimages of com,. after com, is fixed. Using a union bound over the p
interactions and Qn, hash queries we can bound the probability of this event
by pQu, /2".

(4) The final output of A contains two pairs (mg, oo = (c§, $4; ¥0)), (M1,01 =
(¢}, 81, 1)) such that mg # my but Com(ck, mg; o) = Com(ck, my;p1). We
can construct a straight-forward reduction Beyt against the binding property
of CMT with ecuyt advantage to bound the probability of this event.

In summary, we obtain

Qp, +Qf, +p-Qn +1-Qn,

IPr[Go = 1] - Pr[G, = 1]| < -

+ €cMmT-

The purpose of the introduced aborts is to (1) ensure that each hash value
corresponds to a unique query, (2 and 3) rule out that the adversary cheats
by not sending correct hashes and still providing valid preimages later, and (4)
prohibit the adversary in outputting two distinct message-signature pairs for
which the commitments of the messages are identical.

We emphasize that due to (1), we can assume that if the game can extract
com. or com,, the values that are sent later by A (i.e. values c1,...,cn and
f1,...,ry) are the ones that the game could extract before.

Now, we define the notion of successful cheating. Namely, we say that the
adversary A successfully cheats in a signing interaction, if neither the signer nor
the game abort, but one of the following occurs:
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(1) com,, when received, is extractable from H, into hq,...,hy, but for some
J € [N], h; is not extractable from H, into r;, or

(2) Although com, is extractable from H, into r; = (o, 85, ¢j,7;) and com, is
extractable from H. into c;’s, we have

¢ # H (s, Ry + Flay) + B; - pK') + 5;
for p; = Translate(ck, ro, ¢;).

In Gi, A can successfully cheat only if it guesses J correctly. Hence, in a
signing interaction, the probability that A successfully cheats is at most 1/N.

Next, we will upper-bound the expected number of times A successfully cheats
in G;. Consider an integer k such that at protocol execution p, N = 2¥ — 2. By
how the protocol increments N and for large k,

k—1
p>) 20 —2=2"—2k > k!
=2

so k < [logp] + 1. Thus, the expected number of cheating in Gy is at most

Eo20-2 1 [logp]+12¢—2 1
22 55 X Ly el
=2 j=1 =2 j=1

Game Gy: This game is identical to G, except that the game aborts when the
adversary successfully cheats more than A = 3[log p] + log(2/¢€) times. We can
upper-bound the probability that .4 cheats more than A times in G; by €/2 as
follows.

Let X be a random variable for the number of times A successfully cheats
in G; and k be the value such that at protocol execution p, N = 2 — 2. By
the analysis above, k < [logp] 4+ 1. Denoting by Bernoulli(¢) a random variable
with Bernoulli distribution and parameter ¢, we can bound the random variable
X by a sum of independent identically distributed Bernoulli random variables.
Precisely, we have

[log p]+12¢—2 1
X < B L —].
<X X ernou1(21_2)

i=2
Let Y be this sum of Bernoulli random variables. We can now use Lemma 5 with
E[Y] = [logp] and s = X and get

PriX > A <Pr[Y > A\ <exp(BE[Y] - \) = -.

Thus, the probability of the abort we introduced is at most €/2, which implies
that
[Pr[G; = 1] - Pr[Gy = 1]| <

N

Game Gg3: This game is identical to Go except that, after the signer oracle
receives com, in each protocol execution, the game does the following:
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1. Sample a random session J <—s [N].

2. If com, or h3 is not extractable from H,, set C’j := L. Otherwise, if com, is
extractable from H, to (hy,...,hy) and hj. is extractable from H, to s, do
the following;:

(a) Sample a random scalar C; < S.

) Pick an index i’ € S; = {i € [I] : i"-bit of j is 1}.
(c) Sample ry <= D and set Ry = F(ry) +C; - (—pk’).

) After initializing R; for 4 € [I] \ {i'} as in the signing protocol, calculate
R; (as the user does in the protocol) using the extracted randomness rs.

Then, if the hash value H(,uj7 R;) is already defined, the game aborts. If
not, set H(uj,}?é,) = C; — B

(e) Later when s; needs to be calculated and i’ € S; = {i € [I] : i*"-bit of J
is 1}, use ry + C; - (—sk) as the preimage of Ry.

Terminology: We call the above session j that has H defined in this way as a
programmed Session.

3. For each j € [N]\ {7}, if com, is not extractable from H,, or it is extractable
from H, to (hi,...,hn), but h; is not extractable from H,, set C; := L.
Otherwise, h; is extractable into r;. After initializing R; for each ¢ € [{] as in
the signing protocol except for R; if i’ is defined in the case above, compute
R; (as the user does in the protocol) and check if H(u;, ]:Z;) is already defined.

If it is, the game aborts. Else, set H(u;, R;) uniformly at random and let
Cj == H(w;, R}) + B;.
4. Send Ry,..., R; to A after all of the above is done.

Assuming none of the aborts that we introduced occurs, we can show that the
view of A does not change. To see this, first, the outputs of the random oracle H
are still uniformly distributed in S. Moreover, the distribution of Ry, ..., R; stays
the same because the distribution of Ry = F(ry) +C;-(=pk') = F(ri +C;-(—sk’))
is the same as F(r;/) given that r; is uniformly generated. Furthermore, for the

programmed session j, the joint distribution of ( ;,63,33) remains the same
because R; =F(s;) +¢; - pk’ in both games.

In this game, the change of A’s success probability only comes from aborts
when the game cannot program the oracle H at some (u, R). For H to be already
defined at some (u, R) point, it needs to be queried from A or programmed by
the game. Hence, we can consider the following three cases where the hash value
of (i, R) has been already defined:

(1) (¢, R) has been queried by A. The game tries to program the oracle with
R= Ziesj R; + F(aj) + B; - pk’ for some j € [N], and R; = F(r;) is uniform
in R as r; is uniform in D and the linear function is smooth. Also, the value
of R that A queried the random oracle is independent of R; because R; was
not revealed to the adversary yet. Thus, this happens with probability at
most 1/|R].
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(2) (u, R) has been programmed in another protocol execution. The same argu-
ment from above applies as R; is independent from other values in a different
protocol execution. Hence, this happens with probability at most 1/|R|.

(3) (u, R) has been programmed in the same protocol execution. Let the two
sessions be ji, jo € [N] and j; # jo. Then,

R= Z Ri + F(ay,) + B, - pk' = Z R; + F(aj,) + B, - pK'.
iESJ'l iESj2

Since ji # j2, we know that S;, # Sj,. Thus, there is some ¢ which is in only
one of Sj,,5;,. Thus, R; is independent from any other values involved in
the event. Then the above probability can happen with probability at most
1/IR].

Thus, A’s success probability is reduced by at most p?(p? + Qu)/|R| where
p? upper-bounds the number of times the game tries to program H (in each
signing protocol execution, the game tries to programs H N < p times, so over
all executions the game tries to program H at most p? times) and p* + Qn
upper-bounds the number of times H is programmed or queried. Therefore, we

have

IPr[Gs = 1] — Pr[Gy = 1] < ”2("’77562“)

Game G,: This game is identical to G3, except how the signer generates random
cut-and-choose index J. Concretely, after receiving com,, if com, is extractable
from H, into ¢1,...,cny and for all j € [N], ¢; = Cj i.e. there is no cheating
from the adversary, set J := J where J is the programmed session defined in Gs.
Otherwise, if com,. is not extractable or extractable from H. into cy,...,cy, but
¢j # C; for some j € [N], set J := (N +1)@j = (2' —1) @ which is the bit-wise
complement of 7.

Since j is uniformly randomly generated from [N], J’s distribution remains
uniform in both cases as N = 2! — 2. Hence, the success probability of A remains
the same as Gg, i.e.

Pr [G4 = 1] =Pr [G3 = 1]

Next, we define new nomenclature regarding the programmed sessions and

the signatures related to them. We call a programmed session 3’, a completed
programmed session, if J = J and the signer does not abort the signing protocol.
Also, we call a valid signature o = (¢, §', ¢’) for a message m, a fake signature, if
with R’ := F(s') — ¢’ - pk” and p := Com(ck, m; ¢’), there is a programmed session
(not necessarily a completed one) that programs H at (u, R’).
Game Gj5: This game is identical to G4 except that, after the adversary outputs
the signatures, the game aborts if there are more fake signatures than the number
of completed programmed sessions. We can bound the probability that this bad
event occurs, using the following claim:

Claim. There is a reduction B’ against the preimage-resistance of LF with running
time ¢ and advantage € such that Pr[E] < p-e_r, where E denotes the event that
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G, outputs 1 and adversary A outputs more fake signatures than the number of
completed programmed sessions.

To prove the claim, we first observe that by the changes we introduced in Gy,
A cannot output two pairs (mg,00 = (¢, Sh, ¥0)), (M1,01 = (¢4, 8, ¢1)) such
that mg # m; but Com(ck, mg;po) = Com(ck, my;¢1). This means that any
message-signature pair that A outputs will correspond to distinct random oracle
query. Hence, if A outputs more fake signatures than completed programmed
sessions, then there will be fake signatures that does not correspond to any
completed programmed sessions. In other words, there will be a fake signature
that corresponds to a programmed session that is not completed.

Then, we will construct a reduction B’ using A as a subroutine to break
preimage resistance of LF.

1. B’ receives the input (par, R) from the game of preimage resistant game
for LF. B’ then picks a random k s [p]. B’ simulates all interactions of A
with the signer oracle O as in Gy, except execution k. In the k* execution,
instead of setting (with the notation of Gz) Ry := F(ry) + C; - (—pk’), it

sets Ry == R+ Cj5 - (—p K'). Recall that '™ bit of j is 1, so

R:=> Ri=R+C;- + > R

i€S; 1€S; \{i’}

If B’ needs to calculate 83, Le. it has to complete the programmed session, it
aborts.

2. Later, if A succeeds and outputs more fake signatures than the number of
completed programmed sessions, and the first fake signature o for a message
m which does not correspond to a completed programmed session is from the
k™" execution, B’ can compute the preimage of R as follows. Let the signature
be o = (¢, s, ). Further, define R’ := F(s') — ¢’ - pk/, and ' := ZieSﬁ\{i’} 4.
Then, we have ’

R' =R, =F(a;) + 8; - pk' + R;
=F(o;) +8;-pK + R+ C; - (—p )+Zzes\{z}R
=F(a;) +B; - pk' + R+ C; - (—pk’) + F(r').

Using F(s') — ¢’ - pk’ and rearranging terms, we get

(s') = ¢ pk' = F(aj) = B; - pk' + C; - pk' — F(1”)
:F(s—% ') = B; - pk’ —|—C’ pk—c pk’
=F(s" —a; -1 — (pk/ Cs, c’)),

R =

'I'I

where we used B = CJ — ¢’. Note that in the equation above, B’ knows the

values s’ iy 7’ pk’ C’A —c'. Therefore, B’ can return the value
s —a; —r' — v (pk’, G5, —c)

as a preimage of R.



Pika! 51

Therefore, B’ can find the preimage of R if it guesses the execution that corre-
sponds to the first fake signature in the output of A. Note that until an abort
happens, the execution k is hidden from A. Thus, e ¢ > Pr[E]/p and we get

[Pr(Gs=1]—Pr[Gs = 1]| < Pr[E] < p- ep.

Lastly, we will construct a reduction B against the A\-one-more unforgeability
of BS[LF] where A = 3[logp] + log(2/e), simulating Gs, and using adversary A
as a subroutine. Reduction B is defined as follows:

1. B simulates all random oracles exept H honestly via lazy sampling. For queries
to H, B forwards the query to its challenger and sends back the output to
A. However, on the programmed sessions, B will answer A’s queries for the
programmed sessions by itself by how it programs H in Gg.

2. To start the game, B receives the public key pk’, generates other parameters
used in CCCBSJ[LF] and forwards them to A.

3. To simulate the signer oracle, B works as follows. For each signing protocol
execution that is initiated by A, B replicates G5 and additionally does the
following:

— After A initiates a protocol execution, B starts a signing interaction
for scheme BS[LF] with its own game and receives R*. After initializing
7 +s[N] and Ry according to Gs, it picks another " such that i/*" bit
of 7 is 0 and sets R;» := R*.
Then, B interacts with A by following the specification of Gs.

— When the protocol requires B to send s; to A, B’s behavior will depend
on the value of J.
If J =, Bsends sy := ZiesJ Ty = Zies‘] ri+Cy-(—sk') +cy-sk’. This
doesn’t require B to know the secret key sk’ because ¢y = C; by how H
is programmed in Gz and how J is selected in Gy.
If J=(N+1)@J, B forwards ¢ to its own game. Upon receiving s*, B
sends s := s* + ZiesJ\{z‘//} r; to A.

4. After A sends ¢ + 1 valid pairs of the form (m;,0; = (¢, s}, ;) to B, B
identifies and removes all the fake signatures. Then, 5 outputs the remaining
signatures on the induced commitments, i.e. it outputs the (u;, ;) where

pi == Com(ck,m;; ¢;), G := (¢}, 57)-

We see that B perfectly simulates Gy for A. Further, using the analysis above

(see G1), we know that the £ + 1 pairs of the form (m,o = (¢/,s’,¢)) that A

outputs contain no two pairs leading to the same commitment p = Com(ck, m; ).

Therefore, all committed messages p; that B outputs are distinct. Also, the

number of fake signatures is at most the number of completed programmed

sessions which is at most ¢ — cheat, where cheat is the number of times A

successfully cheats. Therefore, the number of remaining non-fake signatures is

at least cheat + 1. As the number of executions that B completes with its own
game is equal to the number of times A successfully cheats, B outputs enough
signatures.
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Since B is simulating Gy, the the number of times A successfully cheats
is upper-bounded by A = [logp] + log(2/¢). Therefore, B successfully breaks
A-one-more unforgeability of BS[LF] with the same probability as A’s success
probability in G5, proving the theorem. a

H A Concrete Scheme based on RSA

We construct a blind signature scheme BSgsa based on the RSA assumption. Our
scheme is based on the Okamoto-Guillou-Quisquater (OGQ) [31] linear function.
The function is specified by public parameters par = (N, a, A) where p and ¢
are distinct n-bit primes and N = pq, a <—sZ} is sampled uniformly at random,
and M is a prime with ged(N, A) = ged(¢(N), A) = 1. Further, define a trapdoor
td := (p, q). Throughout this section, we assume that these parameters are output
by some setup algorithm RSAGen.

Let D :=Zy x Z%. It can be shown [25] that D forms a group with respect
to the group operation

o1ty

(w1,91) 0 (w2,92) := (xl + 22 mod A, y1 - Yo - al=> mod N) .

We specify a linear function F as follows:
F:D—Z%, (x,y)— a®y” mod N.

In addition, we specify a function

+s’

Wy XLy XLy — D, (x,5,8)— (0,275 mod N).
These funcions satisfy
Ve,y € D,s € Zy : F(x® oy) = F(z)® - F(y),
Vy € Zi,s, s’ € Tyt =y ¥ F(W(y,s,5).

The collision resistance and one-wayness of the function F is tightly implied
by the RSA assumption. For more details, see [25].

H.1 Invertibility of the OGQ Linear Function

We argue that the trapdoor can be used to sample uniform preimages for F. To
this end, we specify an algorithm Invert(td, z) for z € Z%;, which works as follows:

— Use p and ¢ to compute p € Z such that pA mod ¢(N) = 1.
— Sample 2 +sZy and set y := (za~*)” mod N. Return (z,y).

In the following, we argue that Invert outputs properly distributed preimages.
It is clear that for (z,y) < Invert(td, z) we have

F(z,y) = a"y* = a”(za~")* med P(N) = 4 (mod N).
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Thus, it remains to show that the distributions

Dy = {((z,y),2)|(z,y) +3Z x Z},z = a"y" mod N}
and

Dy = {((z,y), 2)|z ¢ L,z +sZx,y := (za~*)” mod N}

are the same. Fix (zo,%0, 20) € Zx X Z§ X Z%. As a is invertible and y Yy
defines a permutation on Z%;, we have

1
Pr  [z=2]=

—_— = Pr Z = zp|.
(@,5,2)¢Ds o(N) ~ (2.9,5)<Ds [ = 7]

By conditioning on z = 2y we see that it remains to show that

Pr z,y) = (xg, z=zg| = Pr z,y) = (xo, z = zg|.
R [(z,y) = (z0,%0) | o] o, [(z,y) = (z0,90) | o]
Here, the left-hand side is equal to 1/) if zgp = a®y) mod N and 0 otherwise.
The right-hand side is equal to 1/X if yo = (20a7*°)? mod N and 0 otherwise.

As both conditions are equivalent, we can conclude the analysis.

H.2 The Boosting Transform

We revisit the boosting transform introduced in [30] for the special case of the

OGAQ linear function. The boosting transform defines a blind signature scheme
CCBS as follows.

Key Generation. Algorithm CCBS.Gen(1™) generates keys as:

1. Generate parameters par = (N, a, \) as above.
2. Sample sk’ <D, set pk’ := F(sk’).
3. Return the public key pk := (par, pk’) and the secret key sk := sk’

Signature Issuing. The signature issuing protocol of the scheme is presented in
Figure 6. Here, the signer is stateful and its state ctr is intitialized as ctr := 1.

Verification. A signature o = (¢, s, ¢*) is verified with respect to a message m
via algorithm CCBS.Ver(pk = (par, pk’), m, ), which is as follows:

1. Compute the commitment p* := H(m, ¢*)
2. Return 1 if ¢ = H(u*,F(s') - pk'~¢). Otherwise return 0.

We highlight that for the proof of one-more unforgeability in [30] it is not
important that the commitments p; are computed using a random oracle. In
fact, what it needed is only that this commitment is binding. Indeed, it is easy
to see that the proof goes through using any binding commitment scheme. We
denote this modified scheme using a commitment scheme CMT by CCBS[CMT].
We summarize the one-more unforgeability bounds of the scheme CCBS[CMT] in
the following theorem. The concrete bounds can easily be derived from [25,30].
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S(sk); state ctr

ctr:=ctr+ 1, N :=ctr

for j € [N]:

Tj s D, Rj = F(rj)

J s [N]

for j € [N]\ {J}:

abort
Ry = Ry Fla) - pk'™
if ¢ # H(u;, R}) + B; :
abort

re
sy :=r1yosk'“’

if com; # Hay, By, 1y, 7y) + 1009 B0 137000

SJ

U(pk, m)

for j € [N]:
aj<sD,B5sLy
Y s {07 1}”
©pj 8 {O, 1}”
©; (—$Rck
w; = Com(mj; ;)
com; := H(aj, B, 115, 75)
for i € [N]:
R; = RJ . F(CYJ) . pklﬁj
C;' = H(,LL],R;)

cj=cj+pB;

if F(SJ) ;é RJ . pklc‘] :

abort
Sff =SsjoaQy
© lp(pk,7 CJ, _c{])

return o := (C,Jv S/J’ ©J)

Fig. 6. The signature issuing protocol of the blind signature scheme CCBS obtained via
the boosting construction, where H : {0,1}* — Zx,H : {0,1}* — {0,1}" are random
oracles. The state ctr of S is atomically incremented at the beginning of every interaction.
Instead of generating the commitments p; via a random oracle, we can also generate it
via a commitment scheme (highlighted line). As long as it is binding, one can easily

verify that the proof goes through.
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Theorem 7. Let CMT be a randomness homomorphic commitment scheme.
Further, let H : {0,1}* — Zx,H : {0,1}" — {0,1}" be random oracles. Then
CCBS[CMT] satisfies one-more unforgeability, if the RSA assumption holds relative
to RSAGen.

Precisely, for every adversary against the OMUF security of CCBS[CMT] that
has advantage € and makes at most Qu, Qy queries to oracles H, I:|, respectively,
starts at most p interactions with his signer oracle, and runs in time t, there
exists an adversary against the binding property of CMT with running time t and
success probability ecmt and two algorithms solving the RSA assumptions in time
2t,t with success probability ersa, €rsa’, respectively, such that

3
ren > 1 € stat  ecmt  persar  (Qu(p — 0+t
RSA = Q%03 \ 4 2 2 2 A ’

where stat = (QE| + pQy + p? +p2QH) /2" and £ =3In(p+ 1) + In(2/e).

H.3 Construction

Next, we present our construction BSgsa, which makes use of a randomness homo-
morphic commitment scheme CMT with randomness space Rk and a puncturable
pseudorandom function PRF. It should be mentioned that we can instantiate PRF
using random oracles (cf. Supplementary Material Section E) and CMT tightly
based on the RSA assumption (cf. Supplementary Material Section D.1). Further-
more, we need random oracles H : {0,1}" — Zy,H" : {0,1}" — Z%,H" : {0,1}" —
{0,1}™ and H,,H. : {0,1}" — {0,1}",H, : {0,1}" = D x Z) x Rk x {0,1}"",
where npgr is a security parameter used for PRF.

Key Generation. Algorithm BSgrsa.Gen(1™) generates keys as follows:

Generate parameters par = (N, a, \) and a trapdoor td = (p, ¢) as above.
Sample sk’ «—s D, set pk’ := F(sk’).

Generate a commitment key ck <~ CMT.Gen(1").

Set the state of S to ctr := 1.

Return the public key pk := (par, pk’, ck) and the secret key sk := (td, sk’).

G o=

Signature Issuing. The algorithms S, U of the signature issuing protocol are
formally presented in Figures 7 and 8. We note that S keeps a state ctr, which is
inititalized as ctr := 1.

Verification. A signature o = (¢, s', ¢*) is verified with respect to a message m
via algorithm BSgsa.Ver(pk = (par, pk’, ck), m, o), which is as follows:

1. Compute the commitment p* := Com(ck, m; ¢*)
2. Return 1 if ¢ = H(p*,F(s') - pk’_cl). Otherwise return 0.
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Check(pk, N, seed, uo, com,,come, J, ks, cs,n)

1: for j e [N]\{J}:

2: prer; := PRF.Eval(kys, j), rj := Hg(prer;)

3: parse r; = (a;, B5,¢5,7;) € D X Zx X Rek x {0,1}"PRF
4: R; := H'(seed, j)

5 uj := Translate(ck, o, ©;)

6: ¢ i=H(uy, Ry - Flag) - -pk") + B;

7: if com, # He(He(r1),...,He(rs=1), 7, He(rs41), .. ., He(rwv)) : return 0
8: 1if com. # Hc(c1,...,cn) : return 0

9

return 1

Fig. 7. The algorithm Check used in the issuing protocol of blind signature scheme
BSrsa, where H : {0,1}" — Z5,H’ : {0,1}" — Z} and H,,H.: {0,1}" — {0,1}",H, :
{0,1}" - D X Zx x Rek X {0,1}"PRF are random oracles.

H.4 Security Analysis

Completeness of the scheme is immediate. We show blindness and one-more
unforgeability. For blindness, we will use the following lemma, stating that even
with a trapdoor, the linear blind signature scheme from the OGQ linear function
satisfies blindness.

Lemma 6. For any algorithm A and bit b € {0,1}, we consider the following
game Gy:

1. Let H: {0,1}" — Zy be a random oracle. Run

(pa mo, mlast) — AH(ln)'

Use p as random coins to compute values N,p,q, \,a,sk’, pk’ as in the key

generation of the scheme BSgsa.

Let Oy forb' € {0,1} be an interactive oracle. Upon termination, it locally

outputs opgp to the game. The oracle is defined as follows:

(a) Receive R from A, sample (o, ) <D x Zy, set R’ := R-F(«) - pk’?. Set
= H(mpgp, R') and ¢ := ¢ + B. Send ¢ to A.

(b) Receive s from A. If F(s) # R - pk’®, define the local output of this oracle
to be opay = L. Otherwise, set s' :== soaoW(pk',c,—c') and define
the local output of this oracle to be opgy = (¢, 8').

. Run A on input St with arbitrary interleaved one-time access to each of these

oracles, i.e.
St/ + A%OLH(gy),

dfog= Loroy= L, runb* « A(St, L, 1). Else, run b* < A(St',00,01).

Output b*.
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S(sk = (td,sk’)); state ctr

ctr:=ctr+ 1, N :=ctr
J<+s[N],salt«s{0,1}"

comy := H"(J, salt)

seed +s{0,1}"
for j € [N]:

R; := H'(seed, j)

rj < LF.Invert(td, R;)

if Check = 0 : abort

/
sy:=ryosk’/

N, comy

comy, Lo

seed

com,

J, salt

kj,er,m

SJ

U(pk = (par, pk’,ck), m)
k < PRF.Gen(1"PrF 1'08(N))
@Yo <3 Rck

o = Com(ck, m; o)
for j € [N]:
prer; := PRF.Eval(k, j)
rj := Hz(prer;)
parse r; = (j, 85, %5,7j)
uj := Translate(ck, o, ©;)
com, := H,(H:(r1),...,Hi(rn))

for j € [N]:
R; := H'(seed, 5)
R} := R; -F(a;) - pk'™
C;- = H(ILLJ7R_/7)
cj =+ b
com. := Hc(c1,...,cnN)
if com; # H”(J,salt) : abort
kj < PRF.Puncture(k, J)

1= Hi(ry)

if F(s;) # Ry - pk’®’ : abort
syi=s50a;0W(pk,cs,—c})

O =0+ @
return o := (c, s, ")

Fig. 8. The signature issuing protocol of the blind signature scheme BSgsa, where
H:{0,1}* — Z,H" : {0,1}" — Zx,H" : {0,1}" — {0,1}" and H.,H. : {0,1}" —
{0,1}",Hy : {0,1}" — D X Zx X Rek X {0,1}""R* are random oracles. The algorithm
Check is defined in Figure 7. The state ctr of S is atomically incremented at the beginning

of every interaction.
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Then, for each algorithm A that makes at most Qu many queries to H we have

4QH
zy

Pr[Go = 1] - Pr[Gy = 1]| <

Proof. This is a direct application of Theorem 6 for the OGQ linear function
family. O

Theorem 8. Let PRF be a puncturable pseudorandom function and CMT be
a randomness homomorphic commitment scheme. Let H : {0,1}" — Zy,H" :
{0,1}" = {0,1}" and H, : {0,1}" — {0,1}",H, : {0,1}" — D x Z) X Rek X
{0,1}""% be random oracles. Then BSgrsa satisfies semi-honest signer blindness.

In particular, for any adversary that uses N¥ and N® as the counters in
its executions with the user and queries H,H,,H,, H" at most Qu, Qu,, Qn,, Qu~
times, respectively, the semi-honest signer blindness advantage can be bounded by

Qi Qur n Qu, Qn, 4Qn

2TL—1 + 27L—2 2”PRF—2 27lPRF—2 |Z7V"

deprr +

where eprp 18 the advantage of an adversary against the security of PRF with
input length max{log(N1),1og(Nf)} puncturing at one point.

Proof. Set BS := BSgrsa. Let A be a PPT algorithm and denote its advantage
with respect to blindness by €. In terms

€= ‘Pr {BLINDéBs(n) = 1} —Pr {BLIND{}BS(n) = 1} ‘ .

We will show the statement via a sequence of games. Unless otherwise stated,
random oracles are simulated honestly via lazy sampling. We note that this proof
is very similar to the proof of Theorem 1, except for the first two game hops.

Game Gy ;: Game Gy is defined as the real blindness game BLIND,’st. Recall
that the game first obtains random coins p and two messages mg, m; from the
adversary A. It computes a public key pk as the output of Gen on random coins
p. Afterwards, A will interact with two oracles Og and Oq, simulating U(pk, m;)
and U(pk, m;_p), respectively. We will reference to the variables used in these
executions using superscripts L and R, respectively. For example, J* refers to the
index J sent by A in the interaction with oracle Og. If we omit the superscript,
we mean that our description applies to both oracles. According to this, N* and
NPT denote the cut-and-choose parameters sent by A in the first message of the
interaction with oracles Og, O1, respectively. By definition, we have

€= |PI‘ [G070 = 1] —Pr [GO,l = 1” .

Game G ;: Game Gy is exactly as game G p, except that it aborts whenever
there is a collision for random oracle H”. That is, whenever there are queries
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H”(x) = H"(2') for « # 2’. Clearly, the distinguishing advantage between games
G5 and Go, can be bounded by the probability of such a collision, which leads

t
° Q2
[Pr[Go = 1] = Pr[Gay = 1]] <

Game Gy ;: Game Goy is exactly as game Gy, except that we introduce
another abort. In this game, whenever the adversary sends IV, com; as its first
message, the game searches for a query H”(J, salt) = com;. Note that the
game can find at most one such query due to the previous change. If the game
does not find such a query, but later the user does not abort, as the adversary
successfully opens comy by sending .J, salt, the game aborts. It is easy to see that
the probability of this event is at most Qu /2" for fixed com; and thus a union
bound over {L, R} leads to

Qur
on—1"

IPr[Grp = 1] — Pr[Gay = 1]| <

Note that from now on, we can focus on the case where the game is able to
find the query H”(j, saAIt) = comy, as otherwise the user oracle does abort. In
particular, this implies that J = J. If the user oracle does abort, the adversary
does not learn anything about the bit b as CMT is perfectly hiding and no
information about the randomness g is ever revealed to A. For the rest of the
proof, J denotes the cut-and-choose index that is extracted by the game from
the commitment com; and J is the cut-and-choose index that is later sent by A
to open comy. As said, we focus on the case where these are equal.

Game G3;: Game Gs is defined exactly as Gop, except that we change the
way the randomness seeds prer; are generated. Recall that before, these values
were generated as in the real scheme, i.e.

prer; := PRF.Eval(k, j) for all j € [N].

Instead, we now generate these values using a punctured key k; for j # J,
and as before for j = J. To be precise, at the beginning of the interaction,
we sample k < PRF.Gen(17P% 1198(N)) as before, but additionally generate
k; < PRF.Puncture(k, J). Then we sample

prer ; := PRF.Eval(k, .J)

and
prer; := PRF.Eval(k, j) for all j € [N]\ {J}.

Clearly, by the completeness of PRF this is only a syntactical change, and hence

Pr [Gg’b = 1] = Pr [Gg’b = 1].

Game Gyp: In game Gy, we change the way we generate the values prergL.



60 R. Chairattana-Apirom, L. Hanzlik, J. Loss, A. Lysyanskaya, B. Wagner

Namely, we sample prer?L +s{0, 1}ERF. The difference between Gz and Gy
can now be bounded using the security of the puncturable pseudorandom function
PRF. To be precise, we construct a reduction B as follows:

— Run (p, mg, mq, St) < A(1™) and set (pk, sk) := Gen(1"; p).

— Run A on input St with access to random oracles and interactive oracles
Op, Oy, i.e. St + A%:01(St). The oracle O; is provided as in game Gz,
and oracle Og is provided as follows:

e When A sends NL,comg, extract JZ from comg as game G does and
output JL to the PRF challenger. Obtain the punctured key k;, and
value prergL.

o Use kj. to sample prert for j € [NL]\ {JL} as in Gs,. Continue the
oracle simulation as in G3 ;. According to this, if the simulation does not
abort, send the key k;; in the sixth message of the interaction.

— Let 0,013 be the local outputs of Og, Oq, respectively. If o = L or
o1 = L, then run V' «+ A(St', L, 1). Else, run b + A(St',00,01) and
output b'.

Note that if prer§ . is random, then B perfectly simulates Gy 5, whereas if prer§ L=

Eval(k, j), B perfectly simulates Gg . By the security of PRF with input length
log(NT) we obtain

|PI‘ [Gg’b = 1] —Pr [G47b = 1]| < €PRF-

R

Game Gs;: In game Gsp,, we change the way we generate prer?,. Namely, we

- 7 JR
sample prer?R +s{0,1}""". Note that we can repeat the argument we used from
G3p to Ga, and obtain

|PI‘ [G4,b = 1] —Pr [G5’b = 1]| < €PRF-

Game Gg: In game Gg p, we change the way we compute r ;. Note that in Gs
this was computed as r; := H,(prer ;). Now, we sample it randomly as

ry= (Oéj>ﬁj790j7'7j) —sD x Z)\ X Rck X {0,1}nPRF.

Note that the adversary can only distinguish between games G5, and Gg if
it queries H,(prer ;). However, A obtains no information about prer ;, which is
sampled uniformly at random. By a union bound over all hash queries and {L, R}
we obtain

2Qn,

onpRr

|P1" [G5’b = 1] —Pr [Gg,b = 1]| <

Game Gr;: Game Gy, is as Gep, except that it computes com, in a different
way. In detail, it samples 1< {0,1}" and computes the com, as

com; := H,(Hi(r1), ..., He(rj_y),m He(rjyg)s - s He(rav))
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Later it returns 7 as part of its third message. Note that A can only see the
difference between Gg, and Gz if it queries Hr(r)]fx) for an X € {L, R}. Note
that A obtains no information about ~; and ~; is sampled uniformly at random.
We can apply a union bound over all Qu, random oracle queries and X € {L, R}
and obtain

2Qu,

[Pr[Gep = 1] — Pr[Grp = 1] < oreRr
Game Ggp: In game Gg, we change the way the commitment 4 ; is generated.
Recall that in G, this is generated as

pj := Translate(ck, o, ¢ j) = Com(ck, m; g + ¢ ;).

Note that if the game does not stop, then especially J = J and ©* =g+ ;.
In game Gy, we sample ©* <R and set p; 1= Com(ck, m; p*). We can argue
that the view of A is unchanged as follows. Note that due to the previous changes,
A gets no information about ¢ ;. Thus, we have to consider the distribution of
the value ¢* = g+ ; conditioned on k 7, (o +¢;) ;7 and @o. This distribution
is uniformly random as ¢ ; is uniformly random. Hence we have

Pr [G&b = 1] =Pr [G77b = 1].

Game Gy ;: In game Gy p,, we change the way (i is generated. In particular, we

sample a random message m% (resp. m%) and set 1 := Com(ck, m; ¢g). Note that
in Gg the value ¢ is only needed to compute ji9. Especially, it is not needed to
compute the value ¢* due to the previous changes. It follows from the security
of CMT that Com(ck, m; o) and Com(ck, m;g) are identically distributed given
ck. Therefore, the view of A is not affected by this change and we obtain

Pr [G97b = 1] = Pr [G&b = 1].

Note that in Gy, the only part of the oracles Og, O; that depends on bit b
is the J" session. Also, note that each session by itself corresponds to the user
algorithm of the linear blind signature scheme from the OGQ linear function
family, which is statistically blind. We show this in Lemma 6. Thus, we can
reduce from the games in Lemma 6 to bound A’s advantage in distinguishing
between Gg o and Gg 1. To do so, we construct a reduction B’ as follows:

— B’ runs A and gets random coins p and messages mg, my, i.e. (p, mg, my, St) +
A(1™). B’ partitions these coins into pe and pig, where pe are the coins that
determine ck and p g are the coins that determine the other parts of the
key, i,e. par,pk’ and td,sk’. It computes these values from the coins. Then,
B’ samples g, ¢ +—s Rk and sets

ug = Com(ck, mo; @), i = Com(ck, my; 7).

It outputs pir, pug, 17 and its state to its challenger.
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— B’ is executed with access to oracles Op and Of. Also, B’ has access to a
random oracle H. B’ simulates all random oracles except H” honestly for A,
which involves appropriately forwarding queries from A to its challenger for
oracle H. Oracle H” is simulated as in game Gg p, b € {0,1}, i.e. it is simulated
honestly but the simulation is aborted whenever a collision occurs. It runs
A on input St with access to random oracles and interactive oracles Og, O1,
i.e. St < A0:01(St). We describe the simulation of oracle Og. Oracle O is
simulated analogously by using O instead of Oy

e When A sends N, comj, extract J from com; as G, b € {0,1} does.
Sample keys k < PRF.Gen(1m#r 11°8(M)) k. < PRF.Puncture(k, J). Set
prer; := PRF.Eval(kj,j) and set r; := H,(prer;) for all j € [N]\ {J}.
Sample g s Rek and a random message m and set 1o := Com(ck, m; pg).
Set pj := Translate(ck, uo, ¢;) for j € [N]\ {J}. . Sample 7 s {0,1}"
and compute com, := H,(H(r1),...,H(rj_;),n, Hr(rj+1)v ooy He(rw))-
Send pp and com, to A.

e Obtain seed from adversary and compute all ¢; for j € [N]\ {J} as in
the scheme using the values ;. For session J, compute R := H'(seed, j)
and send R; to oracle Of. Obtain a value c¢; and compute com, :=
H.(c1,...,cn). Send com, to A.

e Obtain J,salt from A. If com; # H"(J,salt) abort the execution of this
oracle. Otherwise it must holds that J = J. Continue by sending k;, ¢
and 7 to A.

e Obtain s; from A and forward it to oracle O.

— B’ obtains signatures o, = (cf, sp) and o = (¢}, s}) from its challenger and
sets

0o = (667367<P3)7 01 = (6/17‘9/1790*{)'

It runs b’ < A(St',00,01) and returns b’ to the challenger.

It is easy to see that if B’ runs in game Gg from Lemma 6, then it perfectly
simulates game Gy o for A, and if it runs in game G from Lemma 6 it perfectly
simulates game Gg 1 for A. Also, B"’s output is the output of A and B’ makes as
many random oracle queries as A does (with respect to random oracle H). We
know by Lemma 6 that B’ has advantage in distinguishing the games Gy and
G at most 4Qn/|Z%|. Hence we have

4QH
Zy|

|PI‘ [G970 = 1] — Pr [GQJ = 1]| <

The statement follows from an easy calculation. a

Theorem 9. Let PRF be a puncturable pseudorandom function and CMT be
a randomness homomorphic commitment scheme. Further, let H' : {0,1}" —
7y, H" :{0,1}" — {0,1}" and H,,H. : {0,1}" — {0,1}" be random oracles.
Then BSgrsa satisfies one-more unforgeability, assuming that CCBS[CMT] (cf.
Supplementary Material Section H.2) does.

Specifically, for any adversary against the OMUF security of BSgrsa that
has advantage € and makes at most Qn,, Qu., Qu’, Qur, Qu queries to oracles
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H,,H., H',H” H, respectively, and starts at most p interactions with his signer
oracle and runs in time t, there exists an adversary against the OMUF security
of CCBS[CMT] that makes at most Qu queries to H, starts at most p interactions
with his signer oracle, makes at most p> queries to his oracle FI, runs in time t
and has advantage eccsjcm] such that

< Q3 n Qi n PQH, n PQH, n PR n pQur

€=Tgn T Ton on on on on

=+ €cces[emT)-

Proof. Set BS := BSgsa. Let A be an adversary against the OMUF security of
BS. We denote its advantage in the one-more unforgeability game by e. We prove
the statement via a sequence of games. Parts of the proof are taken verbatim
from the proof of Theorem 4. Fix an arbitrary polynomial ¢.

Game Gg: We start with game Gy = E—OMUF“B“S, which is the one-more
unforgeability game. We briefly recall this game. First, a key pair (pk,sk) +
Gen(1™) is sampled and A is run with concurrent access to an interactive oracle
O simulating the signer S(sk). We denote the number of completed interactions
between A and O after A’s execution by £. As we consider the random oracle
model, A also gets access to random oracles, which are provided by the game
in the standard lazy manner. When A finishes its execution, it outputs tuples
(m1,01),...,(mg,0k) and wins, if all m; are distinct, k£ > ¢ and all signatures o;
verify with respect to pk and m;.

Game Gj: This game is as Gy, but we rule out collisions for oracles Hy, t € {r, c}.
To be more precise, we change the simulation of oracles H;, ¢ € {r,c} in the
following way. If A queries H(z) and this value is not yet defined, the game
samples an image y < {0, 1}". However, if there exists an 2’ # x with H;(2) = y,
the game returns L. Otherwise it behaves as before. Note that A can only
distinguish between G( and G if such a collision happens, i.e. H; returns L. We
can apply a union bound over all Qat pairs of random oracle queries and obtain

Qn | Qh
on + on -’

IPr[Go = 1] - Pr[Gy = 1]| <

In particular, the previous change implies that at each point of the execution of
the game and for each image y € {0,1}", there is at most one preimage H; ' (y)
under H;. Thus, from a given image y € {0,1}", the game can extract at most
one preimage = € {0,1}" such that H;(z) = y. We will use this in the following
games.

Game Gs: In game Go, we change the way the signing oracle is executed.
Whenever A sends com,, g as its first message, the game tries to extract the
messages from this commitment. To do so, the game goes through all the random
oracle queries to H, and tries to find a preimage of com,. Then, it parses this
bitstring as N hashes hq, ..., hy and tries to find preimages of these in the same
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way. As a result of this extraction, the game will end up with values ry, ..., 7y,
where we write ¥; = L if the game was not able to extract the j™ value. If
there is a session j € [N] such that ¥; = L, i.e. the game could not extract the
randomness for that session, and later in that execution J # j but algorithm
Check outputs 1, the game aborts. Denote this event by bad;. The probability
of bad; is an upper bound on the distinguishing advantage of A between Gy
and Go. For each fixed interaction, we can bound the probability of this event
(with respect to that interaction) by Qn,/2™. To see this, consider the case where
the game could not extract the values hq,...,hyx. Then, once com, is fixed, the
probability that one of the hash queries of A evaluates to com, is at most 1/2™.
Similarly, in the case where the game could extract h; but could not extract a
value r; from h; for J # j, the probability that one of the hash queries of A
evaluates to the fixed h; is at most 1/2". By a union bound over all interactions
we obtain
pQu,

|Pr[Gi = 1] — Pr[Gz = 1]| < Pr[bad;] < .

2TL

Game Gg3: Again, we change the signing oracle by introducing an additional
abort. Namely, whenever the adversary sends the commitment com, as its second
message, the game extracts values ¢y, ..., ¢y such that H.(¢1,...,éx) = com. by
going through all random oracle queries of A. If the game is not able to extract,
but later algorithm Check outputs 1, the game aborts and we say that the event
bads occurs. Note that algorithm Check internally checks if

com. # H.(c1,...,en).

Thus, the probability of bads in a fixed interaction and hence the distinguishing
advantage of A between Go and Ggs is bounded by Qu, /2", using a similar
argument as in the previous game. We obtain

PQH,

|PI‘ [Gg = 1] —Pr [Gg = 1]‘ < Pr [badz] < on

Game Gy: This game aborts whenever the following bad event occurs. The
event is defined as follows: The game samples seed after A sends its first message
of an interaction with the signer oracle and at this point there exists an index
J € [N] such that H'(seed, j) is already defined. As seed is sampled uniformly at
random from {0,1}" and hidden from A until the point of the potential abort, a
union bound over all hash queries and interactions shows that

pQw
on

IPr[Gs = 1] — Pr[Gy = 1]| <

Game Gj;: In Gs, the signer oracle sends a random comj; in the beginning of
each interaction. Later, before it has to send J,salt, it samples J«s[N] and
salt < {0,1}" and aborts if H”(.J, salt) is already defined. If it is not yet defined,
it defines it as H”(J, salt) := com ;. The adversary A can only distinguish between
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G4 and Gy if H”(J, salt) is already defined. By a union bound over all Q- hash
queries and p interactions we obtain

pQH”

|PI‘ [G4 = 1} Pr [G5 = 1” <

Let us summarize what we have so far. We changed the game step by step
and ruled out the following types of bad events:

1. The adversary sends some commitment for which the game can not extract
some of the committed values, but later the adversary can open it successfully.

2. The game samples a random seed such that the random oracle values of
interest are already defined for that seed.

In particular, from the first property we can derive that whenever the game
does not abort, it could successfully extract values all of the values ¢y, ...,cN.
Additionally, we know by the collision freeness of H. that we must have c] =¢j
for all j € [N]. A similar statement holds for the r;. Here, it can only be the
case that the game can not extract a single r; but later J = j. On the other
hand, the second property tells us that a potential reduction simulating G5 can
program the random oracle before sending the seed or the cut-and-choose index
J to the adversary. We will use these properties to construct a (tight) reduction
B that breaks the one-more unforgeability of CCBS[CMT] whenever G outputs
1. Reduction B works as follows:

— B gets as input pk = (par, pk’,ck) and oracle access to a signer oracle O
and random oracles H, H for blind signature scheme CCBS[CMT]. It runs A
with input pk and oracle access to random oracles H,H’, H”,H, and H, and a
signer oracle O. The oracles H’,H” are simulated honestly by B and oracles
H,, H. are simulated exactly as in game Gs.

— When adversary A queries oracle O to start an interaction, the reduction B
behaves as follows:

e It starts an interaction with oracle O and obtains a parameter N as the
first message. It forwards IN,com; to A, where com; <s{0,1}".

e When A sends its first message com,, i, B extracts (r1,...,fy) as in
game G (cf. Gg). For each such j € [N] for which r; is defined, it parses
r; = (aj,ﬁj,goj,'yj) and sets [i; := Translate(ck, po, @;). Then it defines
com; = H(a], B;, Ii;,7;)- For the remaining 7, it samples com; <—s {0,1}".
Finally, it sends comy,...,comy to its oracle 0.

e The oracle O returns Rl, ..., Ry. Then, B samples seed +—s{0,1}". Tt
aborts, if there exists an index j € [N] such that H'(seed, j) is already
defined. Otherwise, it programs H'(seedg, j) := R; for all j € [N] and
sends seed to A.

e When A sends its second message com,, the game extracts values ¢; from
com,. If this extraction is successful, i.e. ¢; is defined, it sets c;- = Cj.

Otherwise, it sets ¢} <—sS. It sends ¢}, ..., c)y to 0.
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e The oracle O returns an index J € [N], whereupon reduction B samples
salt<s{0,1}" and aborts if H”(J,salt) is already defined. Otherwise it
sets H”(J, salt) := com; and sends J,salt to A.

e When adversary sends its third message kj,cy,n, algorithm B runs
algorithm Check. If this algorithm returns 0, B aborts this interaction.
If it outputs 1 it aborts the entire execution if one of the following two
conditions hold

% There is some index j € [N] such that ¢; = L.

* There is some index j € [N] such that j # J andr; = L.
Otherwise, B sends {(@;, 8}, fij;7;)}j27 to O. Note that these values are
defined by the second condition that has been checked before.

e The oracle O returns s 7 and B forwards it to A.

— When A outputs (my,01), ..., (mg, o), B outputs (my,01),...,(mg, o).

It is easy to see that the values Ry,..., Ry are distributed uniformly over Z% °
and therefore the programming of the random oracle H’ is done correctly. Further,
we claim that whenever B does not abort during the interaction, the signing oracle
O will also not abort. From this claim it follows that the simulation provided by
B is perfect. To see that the claim is true, note that O could abort the signing
interaction for two reasons: First, it may abort as there exists some j € [N] such
that j # J and com; # I:|(64j7 Bj, it;,7;). However, this can not happen due to the
way B defines com;. The second reason for an abort is that there exists a j € [V]
such that j # J and ¢} # H(;, R; - F(a;) - pk/?7) + ;. However, as we already
noticed above, if Gg does not abort, then we have c;» =cj,lj = pj,@; = o and
Bj = f3; and thus the B itself would have aborted as Check returns 0. Finally, it
is clear that B wins the one-more unforgeability game whenever Gg outputs 1,
as B outputs A’s output and completes as many interactions with oracle Oas A
completes with O. The statement follows by an easy calculation. a

H.5 Concrete Parameters and Efficiency

To derive concrete parameters for our scheme BSgsa based on the RSA assump-
tion in a theoretically sound way, we recall the concrete security bounds from
Theorems 7 and 9. Let ¢, ¢ denote the advantage and running time of an adversary
against the one-more unforgeability of BSgrsa initiating at most p interactions
with the signing oracle and querying the random oracle at most Qy many times.
Then there is an adversary against the one-more unforgeability CCBS[CMT] with
advantage eccgs and running time ¢t. Also, there are three algorithms solving
two instances of the RSA problem with probability ersa, €rsa’, €rsa and running
time 2t, ¢, t, respectively. Here, the third adversary against RSA comes from the
binding property of the commitment scheme we use.

Concretely, by combining the concrete bounds given in Theorems 7 and 9 we
obtain that

) .y 41
€ <24/ QfPBersa + M + 2ersar + 2perspr + 211 + 1o,

9 This property is called smoothness in [25].
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where T1, Ty are statistically negligible terms and ¢ = 31In(p 4+ 1) + In(2/eccas)-
To simplify further, we assume « bit of security for the instance related to ersa
and egsar and k” bit of security for the instance related to egga. By definition,
this means that

€RSA < 2-1-277 ersar < t-27", €rsar < t- 27#,.

Next, we use

2 2
€3ln(p+1)+ln< >§31n(p+1)+1n( ):ée.
€CCBS e—T1

Pluggin in, we get

Let1 2
€§2{‘/@%@-2-t-2—”+%+2t-2_“ +2pt - 277 + 2T + T,

which must hold for any adversary with running time ¢ and advantage € and any
A we choose. Note that we can set the bitlength of the prime A independently of
the RSA modulus length.

To get k bit of security for BSgrsa, we consider any fix choice of €,t such that
t/e = 2F and increase k, s until the above inequality leads to a contradiction.
Then, we choose the maximum values for «, x”. We note that we have to take
this two-step approach and iterate over all combinations of €,t, as . depends on
€ which leads to a non-linear inequality. Also, we note that we can set x” to be
much less than x as the relation between k and " is tight. Once the appropriate
security levels k and & are found, we determine the modulus lengths len, len”
following an estimation for the sub-exponential complexity of the general number
field sieve algorithm [11], which is similar to [25]. Using the modulus length and
the bitlength of A\, we can compute the sizes of signatures and keys.

Next, we consider blindness. For simplicity, assume that N¥ = N% =: N. Also,
we can make the assumption'® that |Z%] > 2™. If we want to achieve blindness
with k bits of security, we have to make sure that the blindness advantage is
at most 27% . ¢t. As for our CDH-based scheme, we instantiate PRF using the
GGM construction (cf. Supplementary Material Section E). Using Theorem 8,
the blindness advantage can be upper bounded by

(21og(N) — 1)QHpge n Qb Qur Qu, Qu, QnH

QMPRF—2 gn—1 on—2 QNPRF—2 INpRF—2 + on—2"

Thus, we only have to choose nprg large enough.

We implemented the approach in a simple Python script (cf. Supplementary
Material Section K.1). Example instantiations of our parameters can be found in
Table 1.

10 This is without loss of generality, as we have to choose a security level larger than n
for the underlying RSA levels.



68 R. Chairattana-Apirom, L. Hanzlik, J. Loss, A. Lysyanskaya, B. Wagner
I Ommitted Analysis of Our Scheme from CDH

Here, we give the remaining parts of the formal analysis of our scheme from CDH.
In particular, we show blindness. To do so, we first introduce a lemma that will
be useful for our blindness proof.

Lemma 7. For any algorithm A, parameters par := (G, g,p,e) < PGGen(1"),
and bit b € {0,1}, we consider the following game Gy:

1. Let H: {0,1}" — G'". Run ((pk;, mi 0, mi1)ie(x], St) < A" (par).
2. Let Oy fort/ € {0,1} be an interactive oracle. Upon termination, it locally
outputs opgp to the game. The oracle is defined as follows:
(a) Upon a query from A, sample o; <—sZ, and set ¢; := H(pk;, m; pap) - g™
for alli € [K]. Send c1,...,cx to A.
(b) Receive s from A and set

i=1
If
e@.9)# ] e(Hpkimiper),pk;)
i€[K]
define the local output of this oracle to be opgy := L. Otherwise, define

the local output of this oracle to be opgy = 0.
8. Run A on input St with arbitrary interleaved one-time access to each of these
oracles, i.e.
St' A Ol (5t),

4. Ifog= Loroy= L, runbd*+ A(St,L,L1). Else, runb* + A(St',00,01).
Output b*.

Then, for each algorithm A, we have Pr[Gy = 1] = Pr[Gy = 1].

Proof. We show the claim via a statistical argument. To this end, recall that the
exponentiation map Z, — G,z — g is a bijection. Thus, for each public key pk;
output by A, we can write pk; = ¢°¢. For now, we denote the discrete logarithm
of an element h € G with respect to g by dlog(h). With this notation, we have
sk; = dlog(pk;) for all i € [K]. After the adversary outputs (pk;, m; 0, M 1)ic(x],
we consider the rest of the experiment in two phases.

First, we consider the view of A before it receives g and oq. Here, it is clear
that A’s view in Gy, is the same for both b = 0 and b = 1. Indeed, in both games,
A obtains from both oracles K independent and uniform group elements c¢;, as
the values o act as a one-time pad, hiding H(pk;, m; pepr) and thus b.

1 'We do not need to model H as a random oracle here.
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Next, we consider the view of A after it receives og and 7. If both are L,
then A obtains no new information about b. On the other hand, if g # L and

o1 = 1 we know that, by definition of game G, we have
€ (Jja g) = H € (H(pkm mi,j)a pkz)
i€[K]
— ¢ (9,9)"%) = ¢ (g, g) reti AoBHPo ke
= ;= [ Hipk;,mi )™
i€[K)

for each j € {0, 1}, where the last equivalence follows from the non-degeneracy of
the pairing. Thus, for each j € {0, 1}, the element o, is completely determined
by (pk;, m; ;)icx)- This implies that after learning ¢ and o1, A obtains no
additional information about bit b. Therefore, the claim follows. a

Proof (of Theorem 3). This can be proven in an analogous way to Theorem 8.
The only difference is that we puncture the key at K points (one per instance)
and apply the perfect blindness of the underlying blind signature scheme [4,5] K
times.

We now present the details. Let BS := PIKAcpy and A be an algorithm with
blindness advantage €. That is,

€= ‘Pr [BLINDg}BS(n) = 1} —Pr [BLIND{fBS(n) = 1} ‘ .

We show that claimed uppor bound on € via a sequence of games, where all random
oracles are simulated honestly via lazy sampling unless otherwise specified.

Game Gy ;: Game Gy is defined as the real blindness game BLIND{;}BS. Let
us recall this game. First, A outputs a public key pk and messages mg, my. Then,
the game provides two interactive oracles Og, O; to A, which simulate the user
algorithm U(pk, my), U(pk, mi_;), respectively. Throughout the proof, we will
reference to the variables used in these executions using superscripts L and R,
respectively. For example, com¥ refers to the commitment on the seed of the
cut-and-choose index sent by A as part of the first message in the interaction
with oracle Og. If we omit the superscript, our description applies to both oracles.
According to this, N* and N denote the cut-and-choose parameters sent by A
in the first message of the interaction with oracles Og, O1, respectively. It follows
that
€= |Pr [GO’O = 1] — Pr [G()’l = 1]‘ .

Game G ;: Game G is exactly as game Go, but whenever there are queries
H'(x) = H'(2') for = # 2/, the game aborts. Clearly, the probability of such a
collision is at most QF, /2", which leads to

2
|Pr[Gop = 1] — Pr[Gip = 1]| < 2—:
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Game G ;: Game Go is exactly as game G 3, but we introduce another abort.
Namely, the game aborts if the adversary sends N, comy as its first message, but
at that point the game can not find a query H’(seéd_]7 saAIt) = comy and later the
user algorithm does not abort, i.e. A is able to successfully open comy by sending
seedy, salt. Note that there is at most one query that the game can find, as we
ruled out collisions for oracle H' in the previous change. Clearly, the probability
that the adversary can successfully open a commitment for which the game can
not find a query is at most Qn//2™. A union bound over oracles O and O; shows
that
Q@

on—1"

[Pr(Gip = 1] —Pr{Gyp = 1]| <

Note that if the user oracle aborts, then the adversary gets (L, L) in the end
of the game and learns nothing about the bit b as CMT is perfectly hiding and
no information about the randomness g is ever revealed to .A. Thus, from now
on, we can focus on the case where the user oracle does not abort. By the change
we introduced here, we can thus assume that the game is able to extract seedy
from comjy and that later seed 3 = seedy. For the extracted seed seed J, we also
define the cut-and-choose vector J and the set j as

Vie [K]:J; :=H (seedy,i), J=(I1,....dx), T :={(,3)|ie[K]}.
As seedy = seedy, we also have J=Jand J=J.

Game G3;: Game Gs ), is defined exactly as Gop, except that we change the
way the randomness seeds prer; ; are generated. We recall that in previous games,
these values were generated as in the real scheme, i.e.

prer; ; := PRF.Eval(k, (i, j)) for all (i,7) € [K] x [N].

Instead, we now generate these values using a punctured key kj for (i,j) €
[K] x [N]\ J, and as before for (i,j) € J. Concretely, at the beginning of the
interaction, the game samples k < PRF.Gen(1"°%F 1l°g(KN)) as before, extracts
seedy and computes J as described in G2, and additionally generates kj <
PRF.Puncture(k, J). Then it sets

prer; 5. := PRF.Eval(k, (i,3,)) for all i € [K]

and
prer; ; := PRF.Eval(kj, (i, 7)) for all (i,5) € [K] x [N]\ J.
By the completeness of PRF this is only a syntactical change, and hence

Pr [Ggyb = 1] = Pr [Gg’b = 1].

Game Gy ;: In game Gy, we change the way we generate the randomness seeds
preriLjL for i € [K]. Concretely, we sample them at random from {0, 1}pge. We

can bound the distinguishing advantage between games Gs; and Gy, using a
reduction B from the security of PRF. The reduction B is as follows:
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— Run A to get a public key and messages, i.e. (pk, mg, my, St) < A(1"™).

— Run A on input St with access to random oracles and interactive oracles
Op, O, i.e. St + A%:91(St). The oracle O; is provided as in game Gs,
and oracle Og is provided as follows:

e When A sends N, com%, extract jL, JL from comg as game G ; does
and output JL to the PRF challenger. Obtain the punctured key kj.
and values {preriLlj_L}ie[K].

e Use kj,., to sample prer); for (i, j) € [K]x [NL]\J as in G3. Continue
the oracle simulation as in Gs . According to this, if the simulation does
not abort, send the key k5., in the fourth message of the interaction.

— Let op,01-p be the local outputs of Og, Oq, respectively. If o = L or
o1 = L, then run ¥ + A(St,L,1). Else, run b’ < A(St,00,01) and
output '

Note that if the values prerfj . are random, then B perfectly simulates Gy,

whereas if they are the outputs of the pseudorandom function, B perfectly
simulates G . By the security of PRF with input length log(K NT) we obtain

|PI‘ [Ggyb = 1] —Pr [G47b = 1]| < €PRF-

Game Gj;: In game G, we change the way we generate the randomness
seeds prerfj » for i € [K]. Concretely, we sample them at random from {0, 1} pge-
Anologously to the previous change, a reduction from the security of PRF shows

that
[Pr[Gayp = 1] = Pr[Gsp = 1]| < eprr.

Game Ggp: In game Ggp, we change the way we compute the values r, 3 for
i € [K]. Note that in Gsj, these were computed as r; 5. := H(prer; 3 ). Now, we
sample them randomly as

ri,ji = (aiyji,goi)ji, i,ji) s Zp X Rck X {O7 1}nPRF.

Note that A can only distinguish between games Gsp and Ggp if it queries
H (prer; 3,) for some i € [K]. However, A obtains no information about prer; ;. ,
which is sampled uniformly at random. By a union bound over all hash queries,
i € [K] and {L, R} we obtain

2K
|P1" [G57b = 1] — Pr [G6,b = 1]| < QHm .

—  9nprF

Game G7;: Game Gy is as Gg p, except that it computes the values com, ;,i €
[K] in a different way. Concretely, for all 7 € [K], it samples n; < {0,1}" and
computes the com,; as

comy; := He(He(ri1), s He(r 5, 1)smi He(r; 5,40), -+ He(ra v ).
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Later it returns the 7; as part of its second message. Note that A can only see
the difference between Gg, and Grp if it queries H ( +x) for an i € [K] and

X € {L,R}. It is clear that A obtains no 1nf0rmat10n about V.5, and 7, 5, is
sampled uniformly at random. Thus, a union bound over all Qy, tandom oracle
queries, i € [K], and X € {L, R} yields

2K
[Pr[Goy = 1] — Pr[Gry = 1]] < 25 0H

— onprr

Game Gg: In game Gg, we change the way the commitments p; 3,7 € (K]
are generated. Recall that before, these were generated as

1; 3, = Translate(ck, o, ¢; 5,) = Com(ck, m; o + ¢, 3,)-

Note that if the game does not stop, then especially J=Jand ©i=¢o+¢; 3,
In game Gg p, we sample ¢; <—s R and set B3, = Com(ck, m; ¢;) for all i € [K }
We claim that the view of A is unchanged. This is because, due to the previous
changes, A gets no information about ©i 3, Thus, we have to consider the
distribution of the values p; = o + ©i 3, conditioned on kj, (o + ‘Pi7j>j;éji and
¢o. This distribution is uniformly random as ¢, 5. is uniformly random. Hence
we have

Pr [G&b = 1] =Pr [G77b = 1]

Game Gy ;: In game Gy, we change the way pio is generated, using that CMT
is perfectly hiding. Concretely, we sample a random message m% (resp. mf)
and set po := Com(ck, m; o). Note that in Gg the value ¢q is only needed to
compute . Especially, it is not needed to compute the values ¢; which are part
of the final signatures due to the previous changes. It follows from the security
of CMT that Com(ck, m;¢p) and Com(ck, m; pg) are identically distributed given

ck. Therefore, the view of A is not changed and we get
Pr [G97b = 1] =Pr [Gg’b = 1]

Let us take a closer look at game Gyg ;. Here, for each instance i € [K], the
only part that depends on message m (and hence bit b) is the J¥* session. All
other sessions only depend on g, which does not depend on m anymore. Now,
our final claim is that we can bound the difference between Gg ¢ and Gg ; using
the perfect blindness under maliciously generated keys of the well-known BLS
blind signatures scheme [4]. Concretely, we can now apply a straight-forward
reduction from the game in Lemma 7 and obtain

Pr [G970 = 1] =Pr [G971 = 1]

In summary, we showed that Gg o is close to Gg g, Gg,g is close to Gg 1,
and Gy ; is close to Gg,1. Thus, Gg o is close to Gg 1, which is what we had to
show. O
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J Concrete Parameters of the Original Boosting
Transform

Here we explain how we estimated the concrete efficiency for the boosting
transform [30]. Concretely, we consider the Okamoto-Schnorr instantiation [31] of
it. For simplicity, we ignore statistically negligible terms in the security loss. Also,
we only focus on one-more unforgeability and not on blindness. In comparison
with our schemes, this clearly favors [30].

With this in mind, we combine the concrete bounds given in [30] and obtain
the following. For each adversary against the one-more unforgeability of the
scheme that runs in time ¢, initiates at most ¢ signature interactions, makes at
most Qy hash queries, and has success probability €, there are algorithms solving
the discrete logarithm problem in time 2t,¢ with success probability epLog, €pLog

such that
q gt
e < 4| {/epLocQi® + SepLoc + 17 | -
2 |Zy|

where p is the order of the group and ¢ = 31In(q + 1) + In(2/€). Assuming » bits
of security for the underlying discrete logarithm problem, this becomes
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To compute a sufficiently large level k, we consider every combination of € and
t such that €/t = 2!?8 and find the minimum & such that the above inequality
leads to a contradiction. Then, we take the maximal of these.

We implemented the approach in a Python script, see Supplementary Material
Section K.3.

K Scripts for Parameter Computation
Here, we present three Python scripts computing paramters of our schemes and

a scheme obtained from the boosting transform. The scripts follow the high level
approaches outlined in chapters H.5 and J and Section 4.4.

K.1 Parameter Script for Our RSA-based Scheme

Listing 1.1. Python Script to compute the parameters for our RSA-based scheme. A
discussion can be found in Supplementary Material Section H.5.

#1/usr/bin/env python

import math
from tabulate import tabulate

#
# Functions to determine the RSA modulus length for a #
# given hardness, Formulas are taken from #
# eprint.iacr.org/2019/260, Section 8.1 #
#
def heuristic_nfs_complexity(n, c, a):

exponent = a*(math.log(n)**c)*((math.log(math.log(n)))**(1.0-c))
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return math.exp(exponent)

def tau(kappa):
t =1
while 2*xkappa > heuristic_nfs_complexity (2%*(2xkappaxt), 1.0/3.0, (64/9.0)**(1.0/3.0)):
t o=t
return t

def security_level_to_RSA_modulus_length(level):
return 2*levelxtau(level)

Functions to compute the bit sizes of signatures, #
keys and communication for given modulus, scalar space, #
commitment modulus and statistical security parameters #

H oW oW B

def size_pk(main_modulus_length, commitment_modulus_length, plambda_length):
#size of parameters: main_modulus,
#invertible element modulo main_modulus, plambda
par_size = main_modulus_length + main_modulus_length + plambda_length

#size of pk’: range element, where range is Z_N"x
#and N is the main_modulus
pk_prime_size = main_modulus_length

#size of commitment key: commitment_modulus,

#element modulo commitment modulus, prime e

# we assume e = 2716+1

ck_size = commitment_modulus_length + commitment_modulus_length + 17

return par_size + pk_prime_size + ck_size

def size_sig(main_modulus_length, commitment_modulus_length, plambda_length):
#signature consists of scalar, domain element and commitment randomness
return plambda_length + (plambda_length + main_modulus_length) + commitment_modulus_length

#this returns coefficient of log(N) in the part of
#the communication that grows with log(N).
def size_communication_growing(main_modulus_length, commitment_modulus_length, plambda_length, secpar,
<> secpar_prf):
return 2 + secpar_prf

#this returns the part of
#the communication that does not grow with log(N).
def size_communication_constant(main_modulus_length, commitment_modulus_length, plambda_length, secpar,
< secpar_prf):
return 4xsecpar + plambda_length + main_modulus_length + commitment_modulus_length

Main part of the script, computes level of RSA #
needed to satisfy a given security level for  #
the scheme for a given number of signatures #

* O o

Notation:
epsilon : Success probability of adversary
t : running time of adversary
p : number of initiated interactions with signer oracle
q_hash, q_hash_r, ... : number of queries for the respective hash function
plambda_length : minumum bitlength of the prime lambda
defining the scalar space of the underlying linear function
level main_rsa : security level of the main RSA instance
level _commitment_rsa: security level of the RSA instance used for the commitment scheme

OO O OH WO W

# Compute the right-hand side of the inequality upper bounding the success probability

# for an adversary against the omuf security of the scheme

def success_probability_upper_bound_omuf (log_epsilon, log_t, secpar, log_p, log_q_hash, log_q_hash_r,
<% log_q_hash_c, log_q_hash_prime, log_q_hash_prime_prime ,plambda_length, level_main_rsa,
< level_commitment_rsa):

p = 2%xlog p

q_hash = 2%*log_q_hash

q_hash_r = 2#xlog_q_hash_r
q_hash_c = 2#xlog_q_hash_c
q_hash_prime = 2%*log_q_hash_prime

#statistical terms in the reductions from BS to CCBS and from CCBS to EBS
stat_term_i = 2#*(4*log_p-secpar) + 2#*(3*log p-secpar) + 2%*(4*log p-secpar) + 2#*(3xlog_p-secpar)
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stat_term_2 = 2%x(2*log_q_hash_r-secpar) + 2**(2xlog_q_hash_c-secpar) + 2%x(log_p+log_q_hash_r-
<+ secpar) + 2#*(log_p+log_q_hash_c-secpar) + 2#*(log_p+log_q_hash_prime-secpar) + 2%*(log_p+
<+ log_q_hash_prime_prime-secpar)

#ell_BS: upper bound on the number of finished signature interactions of the linear BS scheme
el1_BS = 3xmath.log(p+1) + math.log(2) - math.log(2*xlog_epsilon-stat_term_2)
log_ell_BS = math.log(ell_BS,2)

log_term_a = 1+(2xlog_q_hash+3*log_ell_BS+1+log_t-level_main_rsa)/3.0
log_term_b 1+(1+el1_BS)*(log_p+log_q_hash)-plambda_length

log_term_c = 1+log_t-level_commitment_rsa
log_term_d = 1+log_p+log_t-level main_rsa
total = 2xxlog_term_a + 2x*log_term_b + 2xxlog_term_c + 2x*log_term_d + 2*stat_term_1 + stat_term_2

return total

# Compute an RSA level large enough such that

# epsilon <= success_probabilty_upper_bound_omuf ... leads to contradiction.

def rsa_level_from_epsilon_t_combination(level, log_epsilon, secpar, log_p, plambda_length):
log_t = level + log_epsilon
epsilon = 2#*log_epsilon

rhs = epsilon
level_main_rsa = level
level_commitment_rsa = level+10
while rhs >= epsilon:
level _main_rsa = level_main_rsa + 1
#for simplicity, we set all hash query parameters to be the running time
rhs = success_probability_upper_bound_omuf (log_epsilon, log_t, secpar, log_p, log_t, log_t,
<3 log_t, log_t, log_t, plambda_length, level_main_rsa, level _commitment_rsa)

return level_main_rsa

# Compute an RSA level large enough s.t. level bits of security are provided for omuf
def rsa_level_from_security_level(level, secpar, log_p, plambda_length):
level _main_rsa = level

# we consider every possible combination of epsilon and t and use the highest rsa level.
for minus_log_epsilon in range(level+1):
log_epsilon = -minus_log_epsilon
1 = rsa_level_from_epsilon_t_combination(level, log_epsilon, secpar, log_p, plambda_length)
if 1 > level_main_rsa:
level_main_rsa = 1

return level_main_rsa

# Compute a secpar for prf large enough such that the blindness security bound leads to a contradiction.
def secpar_prf_from_epsilon_t_combination(level,log_epsilon,main_modulus_length,commitment_modulus_length,
< log_N_LR,secpar):
log_t = level + log_epsilon
epsilon = 2#%log_epsilon

rhs = epsilon
secpar_prf = level
while rhs >= epsilon:
secpar_prf = secpar_prf + 1
#for simplicity, we set all hash query parameters to be the running time
rhs_term_1 (2%log _N_LR-1)* 2**(log_t-secpar_prf+2)
rhs_term_2 = 2x*(2xlog_t-secpar+1)
rhs_term_3 = 2**(log_t-secpar+2)
rhs_term_4 = 2%*(log_t-secpar_prf+2)
rhs_term_5 2*x(log_t-secpar_prf+2)
rhs_term_6 2x* (log_t-secpar+2)
rhs = rhs_term_1 + rhs_term_2 + rhs_term_3 + rhs_term_4 + rhs_term_5 + rhs_term_6

return secpar_prf

# Compute a secpar for prf large enough s.t. level bits of security are provided for blindness
def secpar_prf_from_security_level(level ,main_modulus_length,commitment_modulus_length,log N_LR,secpar):

secpar_prf = level

# we consider every possible combination of epsilon and t and use the highest secpar_prf.
for minus_log_epsilon in range(level+1):
log_epsilon = -minus_log_epsilon
1 = secpar_prf_from_epsilon_t_combination(level,log_epsilon,main_modulus_length,
<5 commitment_modulus_length,log N_LR,secpar)
if 1 > secpar_prf:
secpar_prf =1

return secpar_prf
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# returns one row of the final table
def table_row(level,log_p,plambda_length):
secpar = 3xlevel
# compute the level of RSA we need for omuf
level_main_rsa = rsa_level_from_security_level(level,secpar,log_p,plambda_length)
level_commitment_rsa = level+10

# compute the modulus lengths for this level
main_modulus_length = security_level_to_RSA_modulus_length(level_main_rsa)
commitment_modulus_length = security_level_to_RSA_modulus_length(level_commitment_rsa)

# compute the PRF security parameter we need for blindness

# for simplicity, we upper bound N"L and N"R by the number of interactions p

secpar_prf = secpar_prf_from_security_level(level,main_modulus_length, commitment_modulus_length,
<+ log_p,secpar)

# compute key sizes, signature sizes and communication complexity

pk = size_pk(main_modulus_length, commitment_modulus_length, plambda_length)

sigma = size_sig(main_modulus_length, commitment_modulus_length, plambda_length)

comm_grow = size_communication_growing(main_modulus_length, commitment_modulus_length,
<+ plambda_length, secpar, secpar_prf)

comm_const = size_communication_constant(main_modulus_length, commitment_modulus_length,
<> plambda_length, secpar, secpar_prf)

# add this set of parameters to the table

row = [level,log_p,secpar,secpar_prf,plambda_length,level _main_rsa,level_commitment_rsa,pk/8000.0,
< sigma/8000.0, comm_grow/8000.0, comm_const /8000.0]

return row

#tabulate preparation
data = [["Level", "log p", "n", "n_PRF", "|lambdal", "Level RSA (main)", "Level RSA (com)", "Ipkl|", "|sigmal
<s ", "Comm. a", "Comm. b"]]

#HERE you can insert the combinations you want to try.
levels = [80,128]

log_ps_class_a = [9]

plambda_lengths_class_a = [5000]

log_ps_class_b = [20]

plambda_lengths_class_b = [8000]

log_ps_class_c = [30]

plambda_lengths_class_c = [11000]

for level in levels:
for log_p in log_ps_class_a:
for plambda_length in plambda_lengths_class_a:
row = table_row(level,log_p,plambda_length)
data.append (row)

for log_p in log_ps_class_b:
for plambda_length in plambda_lengths_class_b:
row = table_row(level,log p,plambda_length)
data.append (row)

for log_p in log_ps_class_c:
for plambda_length in plambda_lengths_class_c:
row = table_row(level,log_p,plambda_length)
data.append (row)

print (tabulate (data,headers=’firstrow’,tablefmt=’fancy_grid’))

K.2 Parameter Script for Our CDH-based Scheme

Listing 1.2. Python Script to compute the parameters for our CDH-based scheme. A
discussion can be found in Section 4.4.

#1!/usr/bin/env python
import math

from tabulate import tabulate

#
# Functions to determine the (log of) group size for given hardness #
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# Formulas are taken from eprint.iacr.org/2019/260, Section 8.1 #
#

def security_level_to_group_size_length(level):
return 2+level+l

#
# Functions to compute the bit sizes of signatures and keys and #
# communication complexity for given group size, repetition parameter #
# K, commitment group size and statistical security parameters #
#

def size_pk(K, main_group_size_length, commitment_group_size_length):
#group generator, K public keys (group elements), 2 group elements for the commitment
return (K+1)#*main_group_size_length + 2% commitment_group_size_length

def size_sig(K, main_group_size_length, commitment_group_size_length):
#signature contains one aggregated group element and K times a commitment randomness
return main_group_size_length + K * commitment_group_size_length

#this returns coefficient of log(N) in the part of the communication that grows with log(N).
def size_communication_growing(K, main_group_size_length, commitment_group_size_length, secpar, secpar_prf):
return (1+K*secpar_prf)

#this returns the part of the communication that does not grow with log(N).

def size_communication_constant (K, main_group_size_length, commitment_group_size_length, secpar, secpar_prf)
—

return (K+5)*secpar + (K+1)#*main_group_size_length + commitment_group_size_length + (K#math.log(X,2
<> +1-K)#*secpar_prf

#

# Main part of the script, computes level of security for DLOG needed #

# to satisfy a given security level for the scheme for a given number #

# of signatures #

#

# Notation:

# epsilon : Success probability of adversary

# t : running time of adversary

# q : number of initiated interactions with signer oracle

# q_hash, q_hash_r, ... : number of queries for the respective hash function
# level _main_dlog : security level of the main DLOG/CDH instance

# level _commitment_dlog: security level of the DLOG/CDH instance used for the commitment scheme

# Compute the right-hand side of the inequality upper bounding the success probability

# for an adversary against the omuf security of the scheme

def success_probability_upper_bound(log_t, secpar, K, log_q, log_q_hash, log_q_hash_r, log_q_hash_c,
< log_q_hash_prime, level_main_dlog, level_commitment_dlog):

#statistical term

stat_term_a = 2**(2%log_q_hash_r-secpar)

stat_term_b 2%*(2%log_q_hash_c-secpar)

stat_term_c = 2**(log_q+log_q_hash_r-secpar)

stat_term_d = K* 2**(log_q+log_q_hash_r-secpar)

stat_term_e = 2%*(log_q+log_q_hash_c-secpar)

stat_term_f = 2%x(log_q+log_q_hash_prime-secpar+1)

stat_term = stat_term_a + stat_term_b + stat_term_c + stat_term_d + stat_term_e + stat_term_f

term_a = 2%*(-level_commitment_dlog+log_t)
term_b = K#2**(-(2%level_main_dlog+1))

term_c 4%K*2x* (log_q-level _main_dlog+log_t)
term_d = stat_term
total = 2*(term_a+term_b+term_c+term_d)

return total

# Compute an dlog level large enough such that

# epsilon <= success_probability_upper_bound_ ... leads to contradiction.

def dlog_level_from_epsilon_t_combination(level, log_epsilon, secpar, log_q, K):
log_t = level + log_epsilon

epsilon = 2%*log_epsilon
rhs = epsilon
level_main_dlog = level+10
level_commitment_dlog = level+10
while rhs >= epsilon:
level_main_dlog = level_main_dlog + 1
#for simplicity, we set all hash query parameters to be the running time
rhs = success_probability_upper_bound(log_t, secpar, K, log_q, log_t, log_t, log_t, log_t,

<+ level_main_dlog, level_commitment_dlog)

return level_main_dlog




78 R. Chairattana-Apirom, L. Hanzlik, J. Loss, A. Lysyanskaya, B. Wagner

# Compute an DLOG level large enough s.t. level bits of security are provided
def dlog_level_from_security_level(level, secpar, log_q, K)
level_main_dlog = level

# we consider every possible combination of epsilon and t and use the highest dlog level.
for minus_log_epsilon in range(level+1):

log_epsilon = -minus_log_epsilon
1 = dlog_level_from_epsilon_t_combination(level, log_epsilon, secpar, log_q, K)
if 1 > level_main_dlog:

level_main_dlog = 1

return level_main_dlog

# Compute a secpar for prf large enough such that the

# blindness security bound leads to a contradiction.

def secpar_prf_from_epsilon_t_combination(level,log_epsilon,log N_LR,K,secpar):
log_t = level + log_epsilon

epsilon = 2%*log_epsilon

rhs = epsilon

secpar_prf = level

while rhs*2x*(log_t) >= epsilon:
secpar_prf = secpar_prf + 1

#for simplicity, we set all hash query parameters to be the running time
rhs_term_1 = (2%xlog N_LR + 2*math.log(K,2)-1)*K*2%*(log_t-secpar_prf+2)
rhs_term_2 2%*(2*log_t-secpar+1)

rhs_term_3 = 2**(log_t-secpar+2)

rhs_term_4 = K* 2%x(log_t-secpar_prf+2)

rhs_term_5 = K* 2%x(log_t-secpar_prf+2)

rhs = rhs_term_1 + rhs_term_2 + rhs_term_3 + rhs_term_4 + rhs_term_5

return secpar_prf

# Compute a secpar for prf large enough s.t. level bits of security are provided for blindness
def secpar_prf_from_security_level(level,log N_LR,K,secpar):

secpar_prf = level

# we consider every possible combination of epsilon and t and use the highest secpar_prf.
for minus_log_epsilon in range(level+1):

log_epsilon = -minus_log_epsilon
1 = secpar_prf_from_epsilon_t_combination(level,log_epsilon,log_N_LR,K,secpar)
if 1 > secpar_prf:

secpar_prf = 1

return secpar_prf

# checks the condition that vartheta and K have to satisfy in order to apply the OMUF theorem
# for the security level we aim to achieve
def vartheta_from_constraint(level,K):

denom = 1.0 - (math.log(2x*(level+1))/float (X))

return (1.0/denom) + 0.1

#returns the minimum integer K such that there even exists a positive vartheta
def minimum_plausible_K(level):

return int(math.log(2%*(level+1))+1)

return int(math.log(2%*(level+1))/2.0+1)

# returns one row of the final table
def table_row(level,log_q,K):
secpar = 4xlevel

# compute the vartheta we need to satisfy the constraint
vartheta = vartheta_from_constraint(level,K)
if vartheta <= 0:

return []

# compute the level of DLOG we need
level_main_dlog = dlog_level_from_security_level(level,secpar,log_q,K)
level_commitment_dlog = level+10

# compute the group elements lengths for this level
main_group_size_length = security_level_to_group_size_length(level_main_dlog)
commitment_group_size_length = security_level_to_group_size_length(level_commitment_dlog)

# compute the PRF security parameter we need for blindness
# for simplicity, we upper bound N°L and N°R by the number of interactions q
secpar_prf = secpar_prf_from_security_level(level,log_q,K,secpar)
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# compute key sizes, signature sizes and communication complexity

pk = size_pk(K, main_group_size_length, commitment_group_size_length)

sigma = size_sig(K, main_group_size_length, commitment_group_size_length)

comm_grow = size_communication_growing (K, main_group_size_length, commitment_group_size_length,
< secpar, secpar_prf)

comm_const = size_communication_constant(K, main_group_size_length, commitment_group_size_length,
< secpar, secpar_prf)

# add this set of parameters to the table

row = [level,log_q,secpar,secpar_prf,vartheta,K,level_main_dlog,level_commitment_dlog,pk/8000.0,
<+ sigma/8000.0,comm_grow/8000.0, comm_const/8000.0]

return row

#HERE you can insert the combinations you want to try.
levels = [80,128]
log_qs = [20,30]

#tabulate preparation

data = [["Level", "log_q", "n", "n_PRF", "vartheta", "K", "Level DLOG (main)", "Level DLOG (com)", "|pk|", "
<~ |sigmal|", "Comm. a", "Comm. b"1]
print ("")

for level in levels:
for log_q in log_gs:
K_init = minimum_plausible_K(level)
for K_off in range(0,30,10):
K = K_init+K_off
row = table_row(level,log_q,K)
data.append (row)

print (tabulate (data,headers=’firstrow’,tablefmt=’fancy_grid’))

K.3 Parameter Script for the Boosting Transform

Listing 1.3. Python Script to compute the parameters for the Okamoto-Schnorr
instantiation of the boosting transform. A discussion can be found in Supplementary
Material Section J.

#1!/usr/bin/env python

import math
from tabulate import tabulate

Functions to determine the (log of) group size for given hardness #
Formulas are taken from eprint.iacr.org/2019/260, Section 8.1 #

H* %

def security_level_to_group_size_length(level):
return 2xlevel+l

Functions to compute the bit sizes of signatures and keys and #
communication complexity for given group size, repetition parameter #
K, commitment group size and statistical security parameters #

H* oot H W

def size_pk(group_size_length):
#group generator, public key (group element)
return 2*group_size_length

def size_sig_schnorr(group_size_length, commitment_randomness_length):
#signature contains c’,s’, and a commitment randomness
return 2xgroup_size_length + commitment_randomness_length

def size_sig_okamoto_schnorr(group_size_length, commitment_randomness_length):
#signature contains c’,s_1’,s_2’, and a commitment randomness
return 3%group_size_length + commitment_randomness_length

Main part of the script, computes level of security for DLOG needed #
to satisfy a given security level for the scheme for a given number #
of signatures #

o H
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Notation:
epsilon : Success probability of adversary

q : number of initiated interactions with signer oracle

#

#

# t : running time of adversary

#

# level_dlog : security level of the underlying DLOG instance

*

Compute the right-hand side of the inequality upper bounding the success probability
# for an adversary against the omuf security of the scheme

def success_probability_upper_bound_omuf (log_epsilon, log_t, log_q, level_dlog):

q = 2%xlog_q

#ell_BS: upper bound on the number of finished signature interactions of the linear BS scheme
e11_BS = 3*math.log(q+1l) + math.log(2) - math.log(2**log_epsilon)

terml = ell_BS * 2**(2+(1+log_t-level_dlog+2*log_t)/3.0)
term2 = 2%x(log_q + 1 + log_t - level_dlog)
term3 = 2%x(log_q*(ell_BS+1) -level_dlog)

return terml + term2 + term3

# Compute a DLOG level large enough such that
# epsilon <= success_probabilty_upper_bound_omuf ... leads to contradiction.
def dlog_level _from_epsilon_t_combination(level, log_epsilon, log_q)

log_t = level + log_epsilon

epsilon = 2*xlog_epsilon

rhs = epsilon
# if we started from level, we would result in overflows as the RHS is too large.
level_dlog = 47+*level
while rhs >= epsilon:
level_dlog = level_dlog + 1
rhs = success_probability_upper_bound_omuf (log_epsilon, log_t, log_q, level_dlog)

return level_dlog

# Compute a DLOG level large enough s.t. level bits of security are provided for omuf
def dlog_level_from_security_level (level, log_q):
level_dlog = level

# we consider every possible combination of epsilon and t and use the highest rsa level.
for minus_log_epsilon in range(level+1):
log_epsilon = -minus_log_epsilon
1 = dlog_level_from_epsilon_t_combination(level, log_epsilon, log_q)
if 1 > level_dlog:
level_dlog = 1

return level_dlog

level = 128

log_q = 30

commitment_randomness_length = 128

level_dlog = dlog_level_from_security_level(level,log_q)

group_size_length = security_level_to_group_size_length(level_dlog)

size_pk = size_pk(group_size_length)

size_sig_schnorr = size_sig_schnorr(group_size_length, commitment_randomness_length)
size_sig_okamoto_schnorr = size_sig_okamoto_schnorr(group_size_length, commitment_randomness_length)

print ("Want to support g = 27" + str(log_q) + " signatures.")

Need level for DLOG >= " + str(level_dlog))
> Need group bit size for DLOG >= " + str(group_size_length))
Public Key Size (in KB) >= " + str(size_pk/8000.0))
Schnorr Signature Size (in KB) >= " + str(size_sig_schnorr/8000.0))

print ("==> Okamoto-Schnorr Signature Size (in KB) >= " + str(size_sig_okamoto_schnorr/8000.0))
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